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B R I B E R Y

Turning Compliance on Its Head: It’s Time to Focus
On the Chronic ‘Bad Actor’ (and Not Just the Bad Act)

BY PAUL O. HIROSE, T. MARKUS FUNK, AND

ELIZABETH M. BANZHOFF

A s the veritable groundswell of recent (and recently
announced) laws and regulations—including the
California Transparency in Supply Chains Act, the

executive order on strengthening protections against
trafficking in persons in federal contracts, the Business

Transparency in Trafficking and Slavery Act, and the
Securities and Exchange Commission’s rules on con-
flict minerals—join perennial compliance ‘‘hot topics’’
such as the Foreign Corrupt Practices Act, U.S. Travel
Act, U.K. Bribery Act, and carbon copy prosecutions,
compliance professionals are increasingly forced to
break out of their narrow subject-matter expertise. The
habit of compliance siloing leads to inefficient client
services and lost risk-limiting opportunities.

Consider today’s compliance reality—a relatively
small subgroup of foreign transaction partners (dis-
tributors, salespersons, agents, suppliers, etc.) typically
generate the greatest compliance risk. And, more spe-
cifically, they tend to be what we will call ‘‘compliance
risk aggregators,’’ in that they generate compliance
risks across the board. Experience teaches that these
habitual ‘‘bad actors’’ routinely violate a number of dif-
ferent laws and regulations. For example, the overseas
supplier who uses trafficked labor to produce its prod-
uct likely also engages in bribery, environmental
crimes, fraud, and so forth.

The consequence of this compliance reality is that,
while specialization certainly has its place, businesses
and organizations are beginning to seek out compliance
professionals with broader real-world compliance ex-
pertise to help them devise customized, integrated com-
pliance programs responsive to the broad spectrum of
today’s domestic and foreign risks. Diverse skill-sets
are required for effectively devising codes of ethics,
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training personnel, conducting basic due diligence, vet-
ting, and audits, and leading internal investigations. As
companies look for compliance teams able to address
all these issues in a coordinated fashion, those who con-
tinue to pursue one or two narrow areas of subject-
matter expertise may be left behind.

Who Are These
‘Compliance Risk Aggregators’?

Prosecutions and enforcement efforts under compli-
ance regulations such as the Foreign Corrupt Practices
Act have skyrocketed in the last several years.1 Al-
though a business may feel a false sense of security be-
cause its employees comply with its own internal regu-
lations, it still has exposure to serious lurking risks
through its foreign transaction partners and subsidiar-
ies.

Consider, for example, the recent revelations regard-
ing the rampant use of child labor by a large food com-
pany’s major cocoa suppliers located in and around Af-
rica’s Ivory Coast. Roughly 10 percent of the company’s
cocoa for products, such as candies, come from this
war-torn West African country. Despite the company’s
supplier codes strictly prohibiting such practices, an in-
dependent investigation by the Fair Labor Association
into the company’s cocoa supply chain, carried out with
the company’s support, revealed both forced labor and
child labor. The investigation disclosed deficient Ivory
Coast labor laws, ‘‘systemic and cultural challenges,’’
and inadequate downstream supplier training and code-
of-conduct enforcement. After the very public disclo-
sure of this information, the company vowed to eradi-
cate the child labor and other worker violations from its
Ivory Coast supply chain, and it has accordingly begun
to revamp its policies, vetting, and due diligence efforts.

Another recent example comes out of the Chinese
factory producing Apple’s new iPhone, Foxconn. Thou-
sands of factory workers have gone on strike in protest
of the working conditions at Foxconn, and workers and
inspectors have clashed in physical altercations that re-
sulted in some of them being hospitalized.2 Apple re-
cently released its third-party report detailing problems
and proposed solutions at Foxconn. Despite devastating
bad Foxconn publicity in 2011, Apple’s report revealed
that a full quarter of its suppliers still were not compli-
ant with its labor and human rights standards (includ-
ing 22 percent supplier noncompliance in the area of
forced labor).3 Apple, in short, is facing a continued
public relations nightmare due to a foreign transaction
partner.4

Survey of Key Legislation Regulations
Raising Foreign Transaction Partner

Compliance Risks
Signaling the U.S. government’s authentic intention

both to recruit and motivate private enterprises into the

supply chain fight, Secretary of State Hillary Rodham
Clinton said:

The United States and the international community have
made the solemn commitment to fight this scourge wher-
ever it exists . . . . [The U.S. government] must work with
industry leaders so that consumers can know that the prod-
ucts or services they buy come from responsible sources.5

As we shall see, the U.S. government has backed up
its resolute words with concrete actions.

Human Trafficking. On Sept. 2, President Obama
signed a landmark executive order aimed at rooting out
human trafficking in federal contracting.6 ‘‘We’re mak-
ing clear that American tax dollars must never, ever be
used to support the trafficking of human beings,’’
Obama said, referring to the executive order.7 ‘‘We will
have zero tolerance. We mean what we say. We will en-
force it.’’8

To strengthen the government’s zero-tolerance policy
on human trafficking by federal contractors and sub-
contractors, the executive order prohibits federal
contractors—and their subcontractors—from engaging
in trafficking-related activities such as:

s using misleading or fraudulent practices to recruit
employees, such as failing to disclose basic information
or making material misrepresentations regarding the
key terms and conditions of employment (including
wages and fringe benefits, the location of work,
employer-arranged living conditions and housing, sig-
nificant costs to be charged to the employee, and any
hazardous nature of the work);

s charging employees recruitment fees;

s destroying, concealing, confiscating, or otherwise
denying access by an employee to the employee’s iden-
tity documents, such as passports or driver’s licenses;
and

s failing to pay certain return transportation costs
upon the end of employment.

Government contractors and subcontractors must
now also agree to, among other things, fully cooperate
with, and provide access to, enforcement agencies con-
ducting investigations of compliance with anti-
trafficking and forced labor laws. Further, contracting
officers must notify the appropriate authorities if they
become aware of certain trafficking-related activities.

For government contracts and subcontracts to be per-
formed outside the United States where an estimated
value of the supplies acquired or services required is

1 See Alberto Gonzales, et al., Forecasting the Future of
FCPA Enforcement, CORPORATE COUNSEL (May 9, 2012), available
at http://www.law.com/corporatecounsel/PubArticleCC.jsp?
id=1202552821910&thepage=1.

2 Julia Pepitone, Foxconn workers strike over iPhone 5 de-
mands, labor group says, CNN Money (Oct. 7, 2012).

3 See Apple 2012 Progress Report (available on the compa-
ny’s website).

4 Id.

5 See generally Secretary of State Hillary Clinton’s letter,
Trafficking in Persons Report 2011 (‘‘We must improve the ca-
pacity of governments to protect victims and hold traffickers
accountable. Countries known for well-established adherence
to the rule of law cannot just rest on their laurels, but must
work to deliver the justice and services that trafficking victims
deserve.’’).

6 Executive Order—Strengthening Protections Against
Trafficking In Persons In Federal Contracts, available at http://
www.whitehouse.gov/the-press-office/2012/09/25/executive-
order-strengthening-protections-against-trafficking-persons-
fe.

7 Samuel Rubenfeld, Obama Orders Government Contrac-
tors to Combat Human Trafficking, WSJ Blog, available at
http://blogs.wsj.com/corruption-currents/2012/09/25/obama-
orders-government-contractors-to-combat-human-trafficking/.

8 Id.
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more than $500,000, the contractor or subcontractor
must maintain a formal compliance plan (posted on the
company website and workplace) that includes:

s an employee awareness program setting forth the
policy to not engage in trafficking of people or related
activities and the employee disciplinary actions for vio-
lating such policy;

s a process for employees to report trafficking activ-
ity without fear of retaliation;

s a recruiting and wage plan that limits the use of
employee recruitment companies to those with trained
employees, prohibits charging recruitment fees to em-
ployees, and ensures that wages meet applicable host
country legal requirements or explains any variance;

s a housing plan, if the contractor or subcontractor
intends to provide or arrange housing, that ensures that
the housing meets host country housing and safety
standards or explains any variance;

s procedures to prevent subcontractors at any tier
from engaging in trafficking in people; and

s annual certifications that the company has an ap-
propriate compliance plan in place to prevent
trafficking-related activities, that neither it nor any of
its subcontractors has engaged in any such activities,
and that the contractor and subcontractor has taken the
appropriate remedial and referral actions if abuses have
been found.

In summary, the executive order requires all federal
contractors and subcontractors to take the following ac-
tions:

Certify—Contractors must file annual certifications
confirming that neither the contractor nor its employ-
ees engaged in any trafficking-related activities. If vio-
lations were identified, the contractor must take appro-
priate remedial and referral action.

Prevent—Contractors must take concrete steps to en-
sure that their employees do not engage in trafficking-
related activities.

Comply—For contracts exceeding $500 million and in-
volving services to be performed abroad, contractors
must develop and maintain detailed compliance plans.

Self-Report—Contractors must now self-report any ac-
tivities that are ‘‘inconsistent with’’ the executive order.

California Transparency in Supply Chains Act
Responding to increasingly vocal calls for action, in

2011 the California Legislature passed the landmark
California Transparency in Supply Chains Act of 2010
(SB 657).9 Effective since Jan. 1, the California act re-
quires qualifying companies to detail and publicly dis-
close the nature and scope of their efforts to eradicate
human trafficking, slavery, child labor, and forced labor
from their worldwide supply chains.

The California Transparency in Supply Chains Act is
notably broad in its reach, applying to all:

(1) retail sellers and manufacturers;

(2) with more than $100 million in annual global
gross receipts; and

(3) who ‘‘do business’’ in California.
The act requires those businesses to disclose in con-

siderable detail their efforts to eradicate slavery and hu-
man trafficking from their direct supply chains for tan-
gible goods offered for sale. Interestingly, the act does
not provide for civil penalties—it provides for only in-
junctive relief courtesy of the California attorney gen-
eral. That said, the legislation is uniquely structured to
facilitate change through business and social pressures
brought by consumers, advocacy groups, class action
attorneys, and the like.

In terms of mandated disclosures, a covered com-
pany must reveal on its website to what extent (if any)
the company:

s engages in verification of product supply chains to
evaluate and address risks of human trafficking and
slavery; the disclosure must state if the verification was
not conducted by a third party;

s conducts audits of suppliers to evaluate supplier
compliance with company standards for trafficking and
slavery in supply chains; the disclosure must state
whether the verification was not an independent, unan-
nounced audit;

s requires direct suppliers to certify that materials
incorporated into the product comply with the laws re-
garding slavery and human trafficking of the country or
countries in which they are doing business;

s maintains internal accountability standards and
procedures for employees or contractors failing to meet
company standards regarding slavery and trafficking;
and

s provides company employees and management
who have direct responsibility for supply chain manage-
ment with training on human trafficking and slavery,
particularly with respect to mitigating risks within the
supply chains of products.

Businesses, of course, have the option of stating they
have done none of the above. However, most compa-
nies will not want to send this message to their custom-
ers and various stakeholders; to the contrary, they will
want to demonstrate their active efforts to combat the
ills of human trafficking and slave labor and to ensure
that their products are free from such forced labor.

Although the California act is now squarely within
most compliance professionals’ sights, the already
ramped-up pressure will reach a new high when the
California Franchise Tax Board, by Nov. 30, releases its
highly anticipated list of businesses required to comply
with the act. (An updated list will be submitted each
subsequent year on the same date.)

The Pending Federal Business Transparency
On Trafficking and Slavery Act (H.R. 2759)
Following closely on the heels of the California act

(and very directly picking up its theme), the proposed
Business Transparency on Trafficking and Slavery Act,
which has enjoyed considerable bipartisan support, will
apply to all publicly traded companies with annual
worldwide global receipts in excess of $100 million.
These covered companies will have to disclose the mea-

9 Codified in Section 1714.43 of the California Civil Code
and Section 19547.5 of the California Revenue and Taxation
Code.
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sures taken during the year to identify and address con-
ditions of forced labor, slavery, human trafficking, and
the worst forms of child labor within their supply
chains.

More specifically, under the heading ‘‘Policies to Ad-
dress Forced Labor, Slavery, Human Trafficking and
the Worst Forms of Child Labor,’’ covered companies
must disclose the extent to which they:

s maintain policies to identify and eliminate risks of
forced labor, slavery, human trafficking, and the worst
forms of child labor within their supply chains—
including the text of the policies or substantive descrip-
tions of the elements of the policies;

s enforce policies prohibiting the use of corporate
products, facilities, or services to obtain or maintain
someone under conditions of forced labor, slavery, hu-
man trafficking, and the worst forms of child labor;

s engage in verification of product supply chains to
evaluate and address risks of forced labor, slavery, hu-
man trafficking, and the worst forms of child labor;
these disclosures must describe the greatest risks iden-
tified within the supply chains and the measures taken
toward eliminating those risks, specify whether the
verifications were conducted by third parties and
specify whether the verification process includes con-
sultations with independent unions, workers’ associa-
tions, or workers within workplaces, and incorporate
the resulting certification or written comments from
such independent union, workers’ associations, or
workers;

s ensure that audits of suppliers evaluate supplier
compliance with company standards for eliminating
forced labor, slavery, human trafficking, and the worst
forms of child labor in supply chains; the disclosures
shall specify if the verifications were not independent,
unannounced audits;

s assess supply chain management and procure-
ment systems of suppliers in the companies’ supply
chains to verify whether those suppliers have appropri-
ate systems to identify risks of forced labor, slavery, hu-
man trafficking, and the worst forms of child labor
within their own supply chains;

s require suppliers in their supply chains to certify
that materials incorporated into products comply with
the laws regarding forced labor, slavery, human traf-
ficking, and the worst forms of child labor of the coun-
try or countries in which they are doing business;

s maintain internal accountability standards, supply
chain management and procurement systems, and pro-
cedures for employees or contractors failing to meet
company standards regarding forced labor, slavery, hu-
man trafficking, and the worst forms of child labor; the
reports shall describe such standards and systems;

s provide training on forced labor, slavery, human
trafficking, and the worst forms of child labor, particu-
larly with respect to mitigating risks within the supply
chains of products, to employees and management hav-
ing direct responsibility for supply chain management;

s ensure that recruitment practices at all suppliers
comply with company standards for eliminating exploi-
tive labor practices that contribute to forced labor, slav-
ery, human trafficking, and the worst forms of child la-

bor, including conducting audits of labor recruiters and
disclosing the results of such audits; and

s ensure that remediation is provided to those who
have been identified as victims of forced labor, slavery,
human trafficking, and the worst forms of child labor
within their supply chains.

Moreover, companies would be required to make
these disclosures in their reports to the SEC and also on
their company websites. In turn, the SEC will make
available to the public a searchable database comprised
of the information submitted pursuant to these rules.

SEC Conflict Mineral Disclosure Rules
On Aug. 22, the SEC announced the Dodd-Frank

Wall Street Reform and Consumer Protection Act’s fi-
nal disclosure and reporting rules concerning ‘‘conflict
minerals.’’ As defined in the act, conflict minerals in-
clude gold, tin, tantalum, tungsten and their derivatives.
Conflict minerals also include any other mineral or min-
eral derivative as determined by the secretary of state to
be financing conflict in ‘‘covered countries’’—the
Democratic Republic of Congo or an adjoining country
(presently Angola, Burundi, Central African Republic,
the Republic of the Congo, Rwanda, South Sudan, Tan-
zania, Uganda and Zambia).

For companies subject to these new rules, compli-
ance will be required on a calendar year basis (regard-
less of a company’s fiscal year) beginning January 1,
2013. The first report on Form SD will be due May 31,
2014 (and on every May 31 thereafter). The Form SD,
and the conflict minerals information disclosed therein,
will be deemed ‘‘filed’’ (not ‘‘furnished’’) under the Se-
curities Exchange Act of 1934, and will be subject to
Section 18 of the Exchange Act, which deals with liabil-
ity for any false or misleading statements.

Which Companies Are Subject to the New Disclosure
Rules? Companies that meet all of the following condi-
tions will need to comply with these new rules:

s Files reports with the SEC under Section 13(a) or
15(d) of the Exchange Act (including foreign issuers);

s Manufactures or ‘‘contracts to manufacture’’ a
product; and

s Conflict minerals are ‘‘necessary to the functional-
ity or production’’ of such product.

These new rules do not define the phrases ‘‘contract
to manufacture,’’ ‘‘necessary to the functionality’’ of a
product, or ‘‘necessary to the production’’ of a product.
However, in the adopting release, the SEC provides
some guidance for companies to determine whether
they meet the second or third conditions described
above.

What Must a Company Subject to these New Rules Do?
A company that determines that it is subject to these
new rules must conduct a reasonable country of origin
inquiry for its conflict minerals. The SEC does not pre-
scribe the specific actions for such inquiry, as each
company’s inquiry will depend on the particular facts
and circumstances. The SEC does, however, require
that the company’s inquiry be conducted in good faith
and reasonably designed to determine whether any of
its conflict minerals originate in the covered countries
or are from recycled or scrap sources.
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Next Step— Alternative 1. Based on its reasonable
country of origin inquiry, if a company knows or has
reason to believe that its conflict minerals may have
originated in a covered country or may not be from re-
cycled or scrap sources, then the company must con-
duct due diligence on the source and chain of custody
of its conflict minerals. It also may be required to file a
Conflict Minerals Report (as more fully described be-
low) as an exhibit to its Form SD, depending on the out-
come of its supply chain due diligence.

Next Step—Alternative 2. Alternatively, if based on its
reasonable country of origin inquiry, a company knows
that its conflict minerals did not originate in a covered
country or are from scrap or recycled sources, or has no
reason to believe that its conflict minerals may have
originated in a covered country or may not be from
scrap or recycled sources, then the company need only
file a Form SD disclosing the company’s determination
and briefly describing the reasonable country of origin
inquiry and the results of the inquiry.

Follow Due Diligence Framework. A company that is re-
quired to exercise due diligence on the source and sup-
ply chain of its conflict minerals must follow a nation-
ally or internationally recognized due diligence frame-
work, such as the due diligence guidance approved by
the Organisation for Economic Co-operation and Devel-
opment ( OECD). Unless a company determines, as a
result of its due diligence exercise that its conflict min-
erals are not from a covered country or are from re-
cycled or scrap sources, it will be required to file a Con-
flict Minerals Report as an exhibit to its Form SD. The
Conflict Minerals Report must reflect the company’s de-
termination, based on its due diligence, of whether its
products are ‘‘DRC Conflict Free’’ or ‘‘Not DRC Conflict
Free.’’ The issuer must also obtain an independent pri-
vate sector audit of the report. Certain certification and
disclosure requirements must also be included in the
Conflict Minerals Report with each determination. The
independent private sector audit must express an opin-
ion:

s regarding whether the due diligence conducted by
the company conforms with a nationally or internation-
ally recognized due diligence framework (the OECD
guidance is the only such framework currently avail-
able), and

s about whether the company did, in fact, engage in
the due diligence according to the company’s stated
framework.

Corruption
The Foreign Corrupt Practices Act. Since 2005, the

FCPA has become increasingly well known—and no
doubt widely feared—in corporate boardrooms around
the globe. Some of the intricacies of its operation, how-
ever, may be less familiar.10 At its core, the FCPA was
enacted to criminalize bribing foreign government offi-
cials for the purpose of obtaining or retaining business.
A company violating the FCPA faces up to a $2 million

fine. An individual who has violated the FCPA, in turn,
faces up to five years of imprisonment and a $250,000
fine. In addition, the company or individual could face
disgorgement of profits, not to mention the reputation
damage and possible attendant loss of government con-
tracts and licenses.

U.S. Travel Act. Even if a business has not paid any
bribes to foreign officials that could give rise to liability
under the FCPA, it could still be held liable under the
U.S. Travel Act, codified at 18 U.S.C. § 1952. This law
allows the Department of Justice to prosecute compa-
nies that have bribed nongovernment foreign business
representatives, also known as ‘‘commercial bribery.’’ A
violation of the Travel Act by an individual can lead to
penalties of up to $250,000 and five years’ imprison-
ment.

The Travel Act makes it unlawful to engage in any in-
terstate or foreign travel, or to use any mail or facility
in foreign or interstate travel, with the intent to commit
or facilitate any unlawful activity.11

Typically, a violation of the Travel Act is merely used
as a second alleged unlawful object of a conspiracy
charge along with the bribes charged as FCPA
violations—in effect ‘‘double-counting’’ the bribes that
violated the FCPA.12 Still, DOJ has occasionally used
the Travel Act alone to prosecute a commercial-only
foreign bribe. Therefore, any corporate compliance pro-
gram must also consider potential liability under the
Travel Act.13

U.K. Bribery Act. The much-anticipated U.K. Bribery
Act went into effect July 1, 2011. Though it is yet to be
determined whether the U.K. Bribery Act will be en-
forced as vigorously as the FCPA (early indications, in-
cluding with U.K. budget cuts, are that it may not), it re-
mains critical for those active in global business to un-
derstand this relatively new law and that the conduct of
a company’s employees and third parties working on its
behalf may create legal exposure. Possible penalties for
violating the act include up to 10 years’ imprisonment
for individuals and unlimited fines for individuals and
companies.14

The U.K. Bribery Act reaches more broadly than its
U.S. anti-corruption statute counterparts, the FCPA and
the Travel Act. For example, it criminalizes accepting
bribes and commercial bribery and does not include the
FCPA’s facilitation/‘‘grease’’ payments exception.15 Fi-
nally, the act contains an unmatched extraterritorial
reach by applying to businesses that are incorporated
or formed in the United Kingdom or that carry on any

10 T. Markus Funk, Breaking Down the FCPA and the
Travel Act, 07 WCR 88 (Jan. 27, 2012), available at http://
www.perkinscoie.com/files/upload/1_30_LIT_
BNAinsights.FunkCharts.pdf.

11 18 U.S.C. § 1952(a).
12 Mike Emmick, The Travel Act—The FCPA’s red-haired

stepchild, Thomson Reuters News & Insight, available at http://
newsandinsight.thomsonreuters.com/Legal/Insight/2012/02_-_
February/The_Travel_Act_%E2%80%93_The_FCPA_s_red-
haired_stepchild/

13 Id.
14 See T. Markus Funk, Understanding the UK Bribery Act

as it Relates to Organizations (Section 7), available at http://
www.perkinscoie.com/files/upload/LIT_11_12FlowChart_
UKBriberyAct.pdf.

15 The U.K. Bribery Act, Foreign & Commonwealth Office,
available at http://www.fco.gov.uk/en/global-issues/conflict-
minerals/legally-binding-process/uk-bribery-act.
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part of a business in any part of the United Kingdom,
regardless of where the company is incorporated.16

Environmental Crimes
Environmental crimes are illegal acts, including vio-

lations of local, national, or international laws or trea-
ties that directly harm the environment. Unlike criminal
acts that directly hurt human beings, environmental
crimes are often viewed as ‘‘victimless’’ because there
may be no immediate effect on people.

With increased awareness of perceived threats to the
world’s natural resources, countries have enacted laws
and entered into treaties to conserve and sustain the en-
vironment. Examples of environmental crimes include :

s illegal transporting, trading, and dumping of haz-
ardous waste;

s pollution of soil, air, and water; and

s illegal transport, import, and export of regulated
chemicals.

The International Criminal Police Organization, bet-
ter known as Interpol, reports that, despite the growing
number of laws designed to protect the environment,
perpetrators are motivated by the immense profit po-
tential and seemingly low enforcement risk in environ-
mental crimes.17

A recent case exemplifies environmental crimes
creeping into a product supply chain. DOJ announced
in August that musical instrument manufacturer Gibson
Guitar Corp. had entered into a criminal enforcement
agreement with the U.S. government.18 The company
admitted that it used foreign transaction partners to
purchase and import ebony wood from Madagascar and
rosewood and ebony from India in violation of the
Lacey Act. The act, among other things, prohibits im-
porting into the United States wood that has been har-
vested and exported in violation of another country’s
laws.19 In addition to a significant fine, the company
agreed to implement a program to strengthen its com-
pliance controls and procedures.

This case illustrates how foreign third parties in a
company’s supply chain can increase the risk profile for
exposure to environmental crimes. What is more, Inter-
pol has provided support for the common-sense as-
sumption that environmental criminals also engage in
other ‘‘cross-over’’ crimes, including human traffick-
ing.20

Labor Law Violations
Transaction partners’ failures to comply with foreign

domestic labor regulations may also present consider-
able compliance risks. A recent example comes out of
Australia, where an investigative report revealed that
despite its ‘‘zero tolerance policy regarding the use of

under-age workers,’’ Australian manufacturer Sherrin’s
footballs, adorned with logos of corporate and media
sponsors, were manufactured for the company by a
supplier in India that used child laborers to manually
stitch the footballs, in violation of Indian law.21 The in-
vestigation revealed more than 50 homes in the indus-
trial city of Jalandhar where children as young as seven
were missing school to stitch Sherrin’s footballs.22 It is
too soon to know whether the manufacturer will face
any legal penalties, but it has already suffered a public
relations nightmare, including the potential loss of its
contract with the Australian Football League.23

Other Compliance Concerns
There are a variety of other types of regulations that

must be considered when working with foreign transac-
tion partners. One major new regulation companies
must be aware of is contained in the Food Safety Mod-
ernization Act (‘‘FSMA’’). The FSMA increases the U.S.
Food and Drug Administration’s oversight of food prod-
ucts coming into the United States from other coun-
tries.24 Specifically, the legislation requires importers to
perform supplier verification activities, authorizes the
FDA to refuse admission of imported food if the foreign
facility or country refuses to allow an FDA inspection,
and authorizes the FDA to require certification, based
on risk criteria, that the imported food is in compliance
with food safety requirements. The FSMA directs the
FDA to issue guidance on the major component of the
new law and the development of foreign supplier verifi-
cation programs and to publish regulations regarding
the content of those programs.25 The promulgation of
these rules, however, has been delayed and the dead-
line for their institution has passed.26 Nonetheless,
these rules could be issued at any time, and thus com-
panies need to be aware of and begin preparing to com-
ply with these new regulations.

Getting Ahead
Of the Foreign Transaction

Partner Problem
As compliance professionals and business leaders

recognize, no amount of policy redrafting, training, and
due diligence can absolutely guarantee a supply chain
free of risk. That said, and in light of the emerging risk

16 See Funk, supra note 20. The Bribery Act extends to Eng-
land, Wales, Scotland, and Northern Ireland.

17 Interpol, Environmental Crime Programme (2011-2013),
available at http://www.interpol.int/Crime-areas/
Environmental-crime/Resources.

18 See 07 WCR 637 (8/10/12). See also http://
www.justice.gov/opa/pr/2012/August/12-enrd-976.html.

19 16 U.S.C. §§ 3371-3378.
20 See Interpol, supra note 23.

21 See editorial, Children and footballs: a lesson in supply-
chain responsibility, THE SYDNEY MORNING HERALD (Sept. 27,
2012), available at http://www.smh.com.au/opinion/editorial/
children-and-footballs-a-lesson-in-supplychain-responsibility-
20120926-26lh0.html (last visited Sept. 30, 2012).

22 Ben Doherty, Sherrin may get the boot over alleged use
of illegal child labour, THE SYDNEY MORNING HERALD (Sept. 23,
2012), available at http://www.smh.com.au/afl/afl-news/
sherrin-may-get-the-boot-over-alleged-use-of-illegal-child-
labour-20120922-26dvo.html.

23 Id.
24 U.S. Food and Drug Administration, Food Safety Legis-

lation Key Facts, available at http://www.fda.gov/downloads/
Food/FoodSafety/FSMA/UCM263777.pdf.

25 Helena Bottemiller, More Deadlines Missed as FSMA
Rules Remain Stalled at OMB, Food Safety News (July 2, 2012)
available at http://www.foodsafetynews.com/2012/07/more-
deadlines-missed-as-fmsa-rules-remain-stalled-at-omb/.

26 Id.
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areas surveyed above, here are some basic steps every
company directly or indirectly engaging in foreign busi-
ness should consider taking to stay ahead of the game
and to identify and avoid supply chain risk aggregators:

s map and assess your supply chain risk profile;
identify areas of greatest exposure;

s integrate and tailor a clear, concise policy against
forced labor, bribery and corruption, and (as appropri-
ate) conflict minerals; align policies with your particu-
lar risk profile;

s institute focused training programs for employees
and managers with direct responsibility over supply
chain management; raise awareness and ability to root
out bad actors;

s maintain clear accountability standards and proce-
dures for transaction partners and employees;

s identify specific company employees responsible
for particular suppliers; ideally, these employees will
have familiarity with the region in which the suppliers
are active;

s consider limited, targeted supplier audits to evalu-
ate supplier compliance with your standards for labor
exploitation;

s keep careful track of problems averted and bad ac-
tors rooted out; and

s operate an anonymous reporting hotline, and
know when to escalate to outside counsel.

Conclusion
Compliance professionals increasingly are realizing

that today’s effective compliance program goes far be-
yond simply arranging for the occasional FCPA training
or periodic updating of the code of business and ethics.
Instead, the focus appropriately has shifted to due dili-
gence and vetting efforts aimed squarely at the small
subset of foreign transaction partners who can fairly be
described as compliance risk aggregators.

By coordinating compliance efforts to address the
risks sketched out above, and by taking appropriate
steps at the outset to avoid doing business with foreign
compliance risk aggregators, businesses put themselves
in the best position to avoid potentially devastating
criminal and civil liability. Moreover, these companies
may avoid consumer and advocacy group actions, and
they can demonstrate to U.S. and foreign authorities
that their compliance efforts are genuine and up to con-
temporary best-practices standards.
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What To Do Now?: Breaking Down The California Transparency In Supply Chains Act

T. Markus Funk,
Point of Contact
Corporate Social Responsibility Practice
MFunk@perkinscoie.com

Jean-Jacques (J) Cabou,
Point of Contact
Corporate Social Responsibility Practice
JCabou@perkinscoie.com

For more information about our Corporate Social Responsibility and Supply Chain Compliance capabilities,
please visit www.perkinscoie.com/corporate_social_responsibility_supply_chain_compliance
www.perkinscoie.com Perkins Coie LLP

Some jurisdictions in which Perkins Coie LLP practices law may require that this communication be designated as Advertising Materials.

June 2012

The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

Company a manufacturer or retail seller?

Company have annual worldwide
gross receipts in excess of $100 million?

Does the Company “do business” in California?
“Doing business” means Company:

Is organized/domiciled in California;
Has California sales exceed $500,000 or 25% of 
Company’s total sales;
Owns real or tangible personal property in California 
exceeding $50,000 or 25% of Company’s total real or 
tangible property; or
Distributed employee compensation in California 
exceeding $50,000 or 25% of Company’s 
total compensation

Required Website Disclosures
Company must disclose results of its supply chain 
verification/audit on Company’s website
Homepage must include a “conspicuous” and
“easily understood” link to the full disclosure 
If Company does not operate a website, it must 
provide consumers with a written disclosure within 
30 days of receiving a consumer's written request 
for the disclosure

Act Does Not Apply

Supply Chain Due Diligence
To what extent does the Company:

Verify its product supply chain to evaluate/address 
“risks of human trafficking and slavery”?
Conduct such verification using a third party?
Audit suppliers to evaluate supplier 
compliance with Company’s anti-trafficking 
and anti-slavery standards?
Conduct such supplier audits unannounced and 
through independent auditors?
Require direct suppliers to certify that materials 
incorporated into Company’s products comply 
with the slavery and human trafficking laws of the 
country or countries in which they do business?
Maintain internal “accountability standards and 
procedures” for employees or contractors
Provide Company employees and management 
having direct responsibility over the supply chain 
with appropriately tailored training

What to do now?
Asses your risk profile
Prepare appropriate supply chain policies and certifications
Assemble a compliance team
Educate suppliers and obtain their compliance assurances
Provide targeted trainings
Make the mandatory online disclosures - and do so accurately
Create supplier due diligence/compliance files
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ISSUE U.K. BRIBERY ACT (2010) U.S. FCPA (1977)

Is bribery of foreign public officials illegal? Yes, but unlike FCPA excludes political parties, party officials, 
and candidates for office from definition of “foreign public official.”

Yes

Is commercial bribery and bribery of
domestic officials illegal? 

Yes No1

Can the receipt of a bribe be prosecuted? Yes No

What is the requisite intent for liability
to attach?

Bribing another person (Section 1) and offenses relating to being 
bribed (Section 2) require basic knowledge and the intent to 
“bring about improper performance.”2

Bribery of a foreign public official (Section 6) requires the intent 
to influence the official so as to obtain/retain a business or a 
business advantage.

The “Corporate Offense” of failing to prevent bribery (Section 7) is a 
strict liability offense not requiring any mens rea. The only statutory 
defense is to prove the existence of “adequate systems and controls.” 
The burden of proof for the defense is the “balance of probabilities.”3

The FCPA requires the accused to have acted “willfully,” “knowingly,” 
and “corruptly.” Knowledge, moreover, is defined to include 
“conscious disregard” or “willful blindness.” 

What are the potential penalties? Unlimited fines for individuals and companies. Individuals may be 
imprisoned for up to 10 years.

Anti-Bribery Provision:
For corporations, a fine per violation of up to $2M or up to twice 
the bribe paid or benefit sought or received, whichever is greater;
for individuals, a fine of up to $250,000 or up to twice the bribe paid 
or benefit sought or received, whichever is greater, and up to 5 years 
in prison per violation.

Books and Records Provisions:
For civil violations, up to $150,000 for individuals and up to $725,000 
for corporations, depending on the circumstances, and subject to 
regulatory inflation factors; for criminal violations, up to $25 million 
for corporations, and up to $5 million and up to 20 years in prison 
for individuals.

Is there a “local law” exception/defense? Yes, there is a defense if the foreign official is permitted or required 
under written local law to be influenced in his capacity as a foreign 
public official by the offer, promise, or gift.

Yes, an affirmative defense is available if payment to foreign official 
is lawful under written laws and regulations of foreign country.

Is having robust corporate compliance 
program a defense?

Yes, if the company can show that it had adequate procedures to 
promote compliance in place.

No, having a robust compliance programs do not provide a 
defense to liability. That said, having such a compliance program 
in place can result in a reduced fine under the amended Federal 
Sentencing Guidelines.

Is the law applied extraterritorially? Yes, both individuals and companies may be liable under Section 1 
and 2’s “general offenses” committed outside the UK, provided the 
company or individual has a “close connection” with the UK (that is, 
if they are UK citizens, ordinarily residents, or incorporated in the UK).

Section 7’s corporate offense of failing to prevent bribery applies 
to UK entities and anybody who “carries on a business, or any part 
of a business” in the UK.

Yes, the FCPA applies to acts by US issuers, domestic concerns 
and their agents and employees that occur wholly outside the US, 
and to acts by US citizens or residents wherever they occur.

Are “promotional expenses” exempt? No, but the UK Ministry of Justice’s Guidance announced 
that “[t]he Government does not intend for the Act to prohibit 
reasonable and proportionate hospitality and promotional or 
other similar business expenditure intended for these purposes.”4

Yes, the FCPA provides an affirmative defense for payments that 
are reasonable and bona fide business expenses (1) directly related 
to the promotion, demonstration or explanation of products or 
services, or (2) incurred in connection with the execution or 
performance of a contract with a foreign government or agency.  

Is failure to keep accurate books and
records an offense?

Although there is no such specific offense, the failure to keep 
accurate books and records could be interpreted as signifying 
a failure to have “adequate procedures” in place.    

Yes, public companies and other “issuers” are required to file 
periodic reports with the SEC and to maintain accurate books 
and records. 

Is there a “facilitation/grease 
payments”exception?

Yes, the FCPA exempts small facilitation payments made to 
expedite or secure the performance of “routine governmental 
action.” That said, the exception is extremely narrow.

Can companies be held criminally liable? Yes Yes

No

That said, acts of commercial bribery may trigger U.S. Travel Act liability, as well as books and records liability under the FCPA if there are record-keeping problems.
The test of whether a person intended to induce another to perform improperly is what a reasonable person in the UK would expect another to do in relation to the performance of that 
particular function or activity. See UK Ministry of Justice 2011 Bribery Act Guidance (”Guidance”) at 10.
Guidance at 15.
Guidance at 12.

1

2

3

4
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Does the company have “adequate procedures” in place to prevent the type of 

• Are the company’s procedures proportionate to the bribery risks it

• Are the procedures effectively implemented and enforced?

• Has the company, through trainings or otherwise, promoted a
meaningful, top-down culture of compliance, and is the anti-bribery 
policy communicated clearly to all levels of management, the employees,
and transaction partners (namely, agents, intermediaries, joint venture 

the bribery risks it is facing and of its anti-bribery policies and procedures?

• Does the company engage in appropriate due diligence relating to its
actual and potential transaction partners?

Understanding the UK Bribery Act as it Relates to Organizations ( Section 7 )

• “Relevant function” includes:

The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

T. Markus Funk,

Litigation, White Collar Defense & Compliance Partner

mfunk@perkinscoie.com

Notable Characteristics of the UK Bribery Act

• Commercial bribery and bribery of foreign and domestic officials is outlawed

• The act introduces an unmatched extraterritorial reach

• The act contains no FCPA-style “facilitation payments” exception
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The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

•

•

Criminal FCPA Liability:

Individual: 5 years imprisonment;

Also:

•
• Reputational damage

licenses/debarment

Was the payment, gift, offer, or promise of anything of value lawful under 
the written laws and regulations of the foreign official’s, political party’s,
party official’s, or candidate’s country?

and bona fide business expenditure incurred by or on behalf of the covered
party, and was the gift or payment directly related to the promotion,
demonstration, or explanation of products or services or the execution or 
performance of a contract with a foreign government or agency thereof?

governmental action (essentially a ministerial action)?
Examples: obtaining permits, licenses, or other official documents to do 
business in a foreign country; processing governmental papers; providing 
police protection, mail services, or scheduling inspections; and providing 
utilities services, cargo services, or protecting perishable commodities.
Note that this exemption has been construed extremely narrowly and
that reliance on it is, therefore, not advised.

WALKING THROUGH the FCPA and TRAVEL ACT’S ANTI-BRIBERY PROVISIONS

•

organization, foreign 

behalf of the foregoing)?

•

telephone, courier, personal travel);
2) with intent to promote, manage, establish,

commercial bribery laws?

agent, employee, or fiduciary, without the 
knowledge and consent of the principal or 
employer, with the intent to influence such 
agent’s, employee’s, or fiduciary’s action in 
relation to the principal’s or employer’s affairs.”

T.  Markus Funk,

Litigation, White Collar Defense & Compliance Partner

mfunk@perkinscoie.com
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SEC Conflict Minerals Flow Chart

The Conflict Minerals Report must also include an independent private sector audit report, which expresses an 
opinion or conclusion as to whether the design of the issuer’s due diligence measures is in conformity with the 
criteria set forth in the due diligence framework and whether the description of the issuer’s due diligence measures 
is consistent with the process undertaken by the issuer. Also, include a description of the products that have not 
been found to the DRC Conflict Free, the facilities used to process the necessary conflict minerals in those products, 
the country of origin of the minerals and the efforts to determine the mine or location of origin of those minerals with 
the greatest possible specificity.

The Conflict Minerals Report must also include a 
description of products that are “DRC Conflict 
Undeterminable” and the steps taken or that will be 
taken, if any, since the end of the period covered in 
the last Conflict Minerals Report to mitigate the risk 
that the necessary conflict minerals benefit armed 
groups, including any steps to improve due diligence. 
No audit is required.

Exercise due diligence on the source and chain of custody of its conflict minerals following a nationally or internationally 
recognized due diligence framework, if such framework is available for a specific conflict mineral. 
In exercising this due diligence does the issuer determine the conflict minerals are not from the covered countries or are 
from scrap or recycled?

File a Form SD that discloses the 
issuer’s determination and briefly describes 
the RCOI and due diligence measures taken 

and the results thereof.

Were the conflict minerals outside the 
supply chain prior to January 31, 2013?

Are conflict minerals necessary to the 
functionality or production of the product 

manufactured or contracted to manufactured?

Does the issuer manufacture or contract 
to manufacture products?

Does the issuer file reports with the SEC under 
Sections 13(a) or 15(d) of the Exchange Act?

File a Form SD that discloses the issuer’s 
determination and briefly describes the RCOI 

and the results of the inquiry.

Rule does not apply.

Based on a reasonable country of origin inquiry 
(RCOI), does the issuer know or have reason to 

believe that the conflict minerals may have 
originated in the DRC or an adjoining country 

(the covered countries)?

It is less than two years after effectiveness of the rule 
(four years for Smaller Reporting Companies)?

www.perkinscoie.com Perkins Coie LLP

Some jurisdictions in which Perkins Coie LLP practices law may require that this communication be designated as Advertising Materials.

September 2012

Based on the RCOI, does the issuer know or 
reasonably believe that the conflict minerals 

come from scrap or recycled?

File a Form SD with a Conflict Minerals Report as an exhibit, which includes a description of the measures the issuer has 
taken to exercise due diligence.
In exercising the due diligence, was the issuer able to determine whether the conflict minerals financed or benefitted 
armed groups?
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