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New sanctions and export controls targeting Russia in response to the 

invasion of Ukraine herald increased investigations and prosecutions 

through a targeted and aggressive interagency effort known as Task Force 

KleptoCapture. 

 

Task Force KleptoCapture is part of a broad international coalition of 

national law enforcement agencies — the Russian Elites, Proxies and 

Oligarchs, or REPO, Task Force — promoting cooperation in the 

prosecution of sanctions evasion. 

 

To bolster these efforts, U.S. regulators have also created a new U.S. 

Department of the Treasury whistleblower hotline dedicated to identifying 

sanctions evasion and corruption: the Kleptocracy Asset Recovery 

Rewards Program. 

 

And, as described further below, several initiatives are on the horizon to 

give prosecutors powerful new weapons in this arena. 

 

Notably, even before the recent imposition of sanctions on Russia because 

of the Ukraine invasion, the U.S. Department of Justice had begun 

explicitly prioritizing national security-related matters, including sanctions 

and export control evasion. 

 

More recently, Deputy Attorney General Lisa Monaco rocked the corporate 

compliance and enforcement landscape by describing sanctions and 

export controls as "the new [Foreign Corrupt Practices Act]" in terms of 

their importance as a DOJ enforcement priority. 

 

Consistent with that theme, in the short time since Task Force 

KleptoCapture's formation, its enforcement efforts have operated at a 

breakneck pace. 

 

Soon after its formation, Task Force KleptoCapture, with the cooperation 

of the Republic of Fiji, detained a vessel that belonged to Russian oligarchs. 

 

On Sept. 29, 2022, not even six months since the task force was formed, the 

DOJ announced the indictment of Russian oligarch and President Vladimir Putin ally Oleg 

Deripaska and the arrest of several of his associates for facilitating sanctions evasion. 

 

And on Dec. 7, 2022, the task force announced the indictment of Kremlin-backed Ukrainian 

politician and oligarch Andrii Derkach. Derkach was sanctioned in 2020 but, the indictment 

alleges, he has employed various nominees and opaque corporate structures to continue to 

transact through U.S. financial institutions and even to purchase luxury property in the U.S. 

 

In all, since its formation, Task Force KleptoCapture has seized or frozen Russian assets 

worth north of $30 billion. 

 

Beyond the speed with which Task Force KleptoCapture has begun pursuing investigations 
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and enforcement, one notable aspect of the task force's activity has been who the task force 

has not pursued. Specifically, there have been relatively few indictments of the day-to-day 

facilitators of evasion efforts, such as financial institutions, trustees, real estate agents and 

lawyers. 

 

While actions against these types of facilitators may be on the horizon, prosecutors face 

challenges in bringing these indictments under the current legal framework. 

 

For this reason, it appears that U.S. authorities are currently seeking enhanced weapons on 

multiple fronts that will allow law enforcement to pursue criminal charges more easily 

against facilitators of sanctions evasion. 

 

Current Enforcement Framework 

 

The current relevant legal framework includes a multitude of legal weapons, including strict 

liability statutory provisions for civil sanctions violations. Criminal enforcement, however, is 

generally brought under the International Emergency Economic Powers Act.[1] 

 

Passed in 1977 during the Cold War in response to a series of emergencies, such as the 

Cuban missile crisis, the IEEPA includes penalties for violating sanctions. 

 

While the IEEPA was originally adopted for use in a state of emergency, the statute's 

legislative renewal process has become virtually pro forma. This is especially so today, when 

geopolitical tensions between the U.S., Russia and other countries have risen, motivating 

the use of sanctions as responses to global affairs — not unlike the situation the U.S. faced 

when the IEEPA was first passed. 

 

While the IEEPA is a strong weapon for bringing criminal cases against sanctions violators, 

from the U.S. government's perspective, it has limitations. Specifically, violating the IEEPA 

requires acting with willfulness, a high standard to meet insofar as the government must 

show that the defendant was aware that its conduct was prohibited by law, though not 

necessarily that the defendant was aware of the specific law being violated.[2] 

 

This high scienter requirement can be an enforcement hurdle in complex sanctions and 

export control evasion cases, particularly in targeting those who are not primarily benefiting 

from the evasion but rather merely facilitating evasion efforts. 

 

Today, facilitators would generally be prosecuted under the IEEPA, just like the primary 

beneficiaries of sanctions evasion, like Deripaska. 

 

However, some of the most critical parties in sanctions evasion efforts are those whose 

knowledge of the scheme can be exceedingly difficult to evidence. Trustees, corporate 

agents, real estate agents and lawyers are necessary for creating and managing the 

structures through which such evasion takes place, but they often have some degree of 

plausible deniability as to their actual knowledge of the underlying offense. 

 

In such cases, it is possible to bring charges on the basis of willful blindness, but this 

standard of intent requires prosecutors to show that facilitators took some deliberate step to 

avoid learning that they were enabling sanctions evasion.[3] 

 

However, these limitations in pursuing entities and individuals viewed as facilitating 

sanctions evasion may be significantly alleviated by multiple legislative and regulatory 

efforts underway. These new efforts present significant opportunities for the U.S. 



government in its sanctions prosecution efforts, and corresponding challenges for defense 

counsel. 

 

What's on the Horizon for Criminal Enforcement of Sanctions Violations 

 

The early success of the DOJ's sanctions and export control prosecutions has encouraged 

the U.S. government to undertake multiple efforts to strengthen its arsenal of weapons in 

this newly prioritized area of enforcement. 

 

First, in April 2022, the Biden administration offered various proposals to Congress intended 

in part to "[clamp] down on facilitation of sanctions evasion."[4] These proposals included 

the expansion of forfeiture authorities under the IEEPA to any property used in the 

facilitation of sanctions evasion, as opposed to only the proceeds of offenses, as permitted 

under the current regime. 

 

The administration also seeks to expand the statute of limitations for such offenses from 

five to 10 years, recognizing the complicated nature of export control investigations. 

 

Perhaps most tellingly, the proposals include broadening the definition of racketeering 

activity in the Racketeer Influenced and Corrupt Organizations Act to include sanctions and 

export control violations. 

 

This expansion of the RICO statute predicates would give prosecutors a new cudgel to 

target broad groups of individuals and entities putatively involved in sanctions evasion, not 

to mention the additional potential for civil RICO claims against such parties by private 

individuals. 

 

Second, U.S. legislators and regulators are actively considering various proposals that may 

place stringent new Bank Secrecy Act requirements, along with potential liability for failures, 

on certain professional services providers viewed as gatekeepers to money laundering and 

sanctions evasion.  

 

This proposal may require lawyers, accounting firms, investment advisers, trustees and/or 

corporate formation agents, among others, to conduct due diligence, submit to regulatory 

audits, and even potentially file suspicious activity reports with regulators in relation to their 

clients' activities. 

 

In fact, one such legislative proposal — the Establishing New Authorities for Businesses 

Laundering and Enabling Risks to Security Act — was included in the 2023 National Defense 

Authorization Act until its final draft. 

 

While the proposal was dropped from the final bill, its general contours enjoyed broad 

bipartisan support, and many expect the legislation to be resubmitted to Congress in 2023 

as a stand-alone bill. 

 

Irrespective of congressional action, U.S. regulators are already considering regulatory 

proposals that may bring more such gatekeepers under heightened regulatory scrutiny. 

 

These proposals are described in detail in the priorities set by the Treasury Department in 

its 2022 National Strategy for Combating Terrorist and Other Illicit Financing.[5] This report 

identifies the following as the Treasury Department's number one priority: "Close legal and 

regulatory gaps in the U.S. [Anti-Money Laundering/Countering the Financing of Terrorism] 

framework." 



 

The report goes on to highlight the need to review the role of these gatekeeper entities in 

money laundering and the extent to which additional regulation may be warranted in these 

sectors. 

 

Notably, the Office of Foreign Assets Control has already subjected certain of these entities 

to broad sanctions restrictions prohibiting the provision of services to persons located in 

Russia, emphasizing U.S. authorities' belief that these service providers are materially 

contributing to sanctions evasion. 

 

If adopted, legislation or regulation of this nature will permit criminal prosecution of the 

facilitators of sanctions evasion through much sparser evidence than what is required under 

the IEEPA. Criminal violations of the Bank Secrecy Act would not require knowledge or 

willful blindness as to the underlying offense, but only willful failure to meet regulatory 

requirements as to diligence, monitoring and reporting. 

 

Thus, criminal intent would hinge on the failure to take prophylactic measures to prevent 

misconduct rather than intent to commit the misconduct itself. 

 

Taken as a whole, these legislative efforts would give the government new teeth to pursue 

those perceived as facilitating sanctions evasion in a manner well outside of the 

government's current reach and beyond the inherent limitations of IEEPA actions. 

 

Entities and individuals involved in international trade and export activities should take heed 

of these developments and should also redouble their efforts to comply with the U.S. 

government's enhanced sanctions and export control evasion measures. 
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