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Cannabis business faces a dizzy-
ing array of federal and state 
laws presenting significant 

challenges for companies attempting 
to comply with this increasingly com-
plex patchwork of rules. As the cannabis 
industry continues to grow in both sales 
and sophistication, an increasing num-
ber of jurisdictions have now adopted 
rules for the medical and recreational 
use of marijuana.1 After the November 
2020 election, medical marijuana is legal 
in over thirty-five jurisdictions, and rec-
reational uses are permitted in fifteen 
states and the District of Columbia. In 
fact, the number of states in which can-
nabis is being legalized grows so rapidly 
that it is difficult to track these num-
bers from week to week. Unfortunately, 
the growth of the cannabis industry has 
increasingly made these companies tar-
gets for data-related litigation, especially 
for private enforcement of California’s 
data privacy laws and the Telephone 
Consumer Protection Act (TCPA).

A CHANGING PRIVACY 
LANDSCAPE AT THE FEDERAL 
AND STATE LEVELS
In the United States, federal and state 
governments are increasingly focused 
on consumer privacy and the regula-
tion of consumer data. For example, 
at the federal level, Congress enacted 
the TCPA in 1991 to govern the use of 
automatic telephone dialing systems 
to send unwanted phone, text, and fax 
messages.2 Pursuant to the statute, the 
Federal Communication Commission 
(FCC) has issued regulations outlin-
ing specific compliance obligations.3 
The law has been interpreted in recent 
years to cover a broad array of auto-
mated dialing systems, including many 
systems that help businesses reach out to 
their customers by phone and text.4 The 
statute provides for penalties of $500 to 
$1,500 per violation, meaning that even 
a modest amount of unsolicited mes-
sages can create significant exposure. 
One unsolicited message, for example, 
sent to 1,000 recipients could lead to 
exposure of $500,000 to $1.5 million.

Even though the TCPA is now turn-
ing thirty years old, it continues to be 
relevant today. Between 2010 and 2017, 

the number of TCPA litigation matters 
has increased dramatically, with sources 
claiming the number has grown by more 
than 1,200 percent.5

Given that the statutory damages 
available to litigants under the TCPA 
are uncapped, the TCPA is naturally 
favored by the plaintiffs’ bar. Recent 
months have seen plaintiffs targeting 
cannabis companies in particular, with 
more than a dozen class action matters 
already filed across the country, includ-
ing cases in Arizona, California, Florida, 
Michigan, and Nevada. More are filed 
every week.

On the state level, California is of 
particular importance for its leadership 
within the United States regarding data 
privacy laws.6 Passed in 2018, the Cali-
fornia Consumer Privacy Act (CCPA) 
is the nation’s most sweeping data pri-
vacy law. The law went into effect in 
January 2020 and created new obliga-
tions for businesses in collecting and 
maintaining data related to California 
consumers. The CCPA created a set of 
consumer data privacy rights for Cal-
ifornia consumers, including, but not 
limited to, a right to know about the 
collection of personal information, the 
right to opt out of particular sales of 
that personal information, the right to 
access such information, and the right 
not to be discriminated against by a 
company for asserting the consumer’s 
privacy rights. The CCPA’s definition 
of protected information is expansive, 
including usernames and passwords, 
biometric data, and account numbers.

To enforce these new consumer 
rights and corresponding business 
obligations, the law provides for two 
enforcement options: the state attor-
ney general and California consumers 
themselves, to whom the law grants a 
limited right of action. The precise scope 
of this private right of action is yet to be 
borne out as the law has only recently 
come into effect.

When asked about how his office 
would enforce the CCPA, California 
Attorney General Xavier Becerra stated 
that California’s top law enforcement 
officials would look kindly on businesses 
that demonstrated “an effort to comply” 
but “descend” on those that were not 

operating properly “to make an exam-
ple of them.”7 Enforcement of the CCPA 
began in July 2020, with its final regula-
tions issued in August 2020.8 The state 
attorney general wasted no time, send-
ing out initial warning letters the day 
that enforcement began in July 2020.9 
Since then, Attorney General Becerra’s 
office has announced at least two mul-
timillion-dollar settlements regarding 
data breaches, including against a health 
insurance company and a mobile app 
allegedly failing to maintain adequate 
data security measures.10

With respect to private rights of 
action under the CCPA, the law permits 
California consumers to file suit when 
a business violates its duties to “imple-
ment and maintain reasonable security 
procedures and practices,” leading to the 
“unauthorized access and exfiltration, 
theft, or disclosure” of “nonencrypted 
and nonredacted personal information” 
of those consumers.11 The law does not 
define what constitutes “reasonable 
security procedures and practices.” 
Damages for violating the CCPA are set 
at between $100 and $750 per consumer, 
per violation, in addition to injunctive 
or declaratory relief and “any other relief 
the court deems proper.”12 The extent 
of these damages turns on the “nature 
and seriousness of the misconduct, the 
number of violations, the persistence 
of the misconduct, the length of time 
over which the misconduct occurred, 
the willfulness of the defendant’s mis-
conduct, and the defendant’s assets, 
liabilities, and net worth.”13 The contours 
of the CCPA’s private right of action 
are continuing to take shape in recent 
months as litigants file an increasing 
number of lawsuits referencing the 
CCPA.14 Over 100 class action matters 
have already been filed referencing the 
CCPA since January 2020, and further 
CCPA litigation “seems likely, as liti-
gants seek to define the scope of this 
remedy for consumers.”15

In November 2020, California voters 
again led the country in approving even 
more robust privacy protocols, this time 
by passing the California Privacy Rights 
Act (CPRA). The CPRA expands upon 
the CCPA’s framework, including the 
CCPA’s private right of action, allowing Im
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suits when a consumer’s email and pass-
word are breached.16 In addition, the 
CPRA creates a new state agency for 
enforcement and regulation regarding 
consumer data. The CPRA is slated to 
go into effect in 2023 and will layer on 
new obligations for businesses handling 
data relating to California consumers, 
including cannabis companies.

TCPA AND CCPA SUITS 
INCREASINGLY TARGET 
CANNABIS COMPANIES
From dispensaries to manufacturers, 
cannabis companies are at increased 
risk of TCPA and CCPA suits.

At least one cannabis company has 
already been targeted by a class action 
alleging violation of state privacy laws, 
including the CCPA.17 The cannabis 
industry might see further class action 
litigation alleging CCPA violations for 
several reasons. First, California is a sig-
nificant market for cannabis products, 
whether it be THC (the psychoactive sub-
stance most associated with a marijuana 
“high”) or hemp-derived cannabidiol 
(CBD). Second, the sensitive data held by 
cannabis companies, particularly those in 
the medical marijuana space, make them 
a target for potential data loss.18 Third, as 
nascent ventures, many cannabis com-
panies may be relatively unsophisticated 
regarding data protection and data privacy 
protocols compared to larger companies 
in more mature industries.

With respect to the TCPA, in April 
2019, a cannabis company settled a 
TCPA suit for $1.75 million involving 
over 50,000 customers.19 In March 2020, 
TCPA allegations were brought against 
a dispensary company along with a 
demand of $500 per unwanted text.20

As TCPA allegations continue to 
target cannabis companies, at least one 
cannabis delivery service has defeated 
class certification.21 For example, in 
Derval v. Xaler, the Central District 
of California found that putative class 
plaintiffs had initially proposed thou-
sands of class members but ultimately 
provided no “support that any of those 
customers received unwanted text 
messages, revoked consent to receive 
messages, or continued to receive mes-
sages after revocation.”22

TCPA litigation facing the cannabis 
industry shows no signs of abating, and 
companies should take steps to mitigate 
the risks posed by the law. Such steps 
include, but are not limited to, training 
marketing and advertising employees 
about the TCPA and developing sys-
tems to recognize and honor opt-out 
requests.23

WHAT DOES THIS MEAN FOR 
CANNABIS COMPANIES?
Cannabis companies, particularly those 
in the medical marijuana industry, often 
have access to sensitive information 
about their consumers. For marijuana 
companies, many state laws require the 
company to collect and maintain such 
information, including photo identifica-
tion and health records. Unfortunately, 
this can make these companies targets 
of data losses.24 Given the fact that these 
companies are targets for potential data 
loss, the failure to take reasonable mea-
sures to secure personal information can 
create considerable legal risk, particu-
larly for marijuana companies.25

Because cannabis companies are 
sometimes required to collect sensitive 
information, such as photo identifica-
tion or date of birth, to comply with 
state laws, data breaches of these com-
panies can expose personal information 
for customers. For example, research-
ers in January 2020 found a data breach 
that had exposed the full names, phone 
numbers, dates of births, medical ID 
numbers, signatures, gram limits, and 
sales figures of 30,000 medical mari-
juana customers.26

The risks of data breaches are espe-
cially elevated for medical marijuana 
companies, as these companies might 
collect and possess data subject to the 
federal Health Insurance Portability and 
Accountability Act (HIPAA) as well as 
state laws. The sanctions for HIPAA 
violations can be severe, including the 
imposition of possible civil and crimi-
nal penalties.

Given the risks of data breaches and 
the sensitive information to which many 
businesses in the marijuana industry are 
privy, taking proactive steps to mitigate 
the risks of data loss can be helpful. Such 
steps include establishing data privacy 
and data security policies and refresh-
ing them as needed, implementing 
and maintaining reasonable security 
measures to safeguard consumer and 
employee information, and training 
employees in cybersecurity and the 
avoidance of social engineering attacks, 
such as phishing.27

CONCLUSION
The growth of the cannabis industry has 
created new opportunities for businesses 
to expand their sales and reach new con-
sumers, especially as new jurisdictions 
adopt legalized marijuana programs. 
Amid this growth comes considerable 
regulatory ambiguity, as cannabis busi-
nesses attempt to comply with myriad 
state and federal regulations regard-
ing cannabis. Within this patchwork 
of complex federal and state (and even 
local) rules regarding the operation of 
legal cannabis companies, the industry 
cannot overlook data-related litigation 

FROM DISPENSARIES  
TO MANUFACTURERS, 
CANNABIS COMPANIES 
ARE AT INCREASED RISK 
OF TCPA AND  
CCPA SUITS.
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risks, especially compliance with new 
privacy laws affecting California con-
sumers, and mitigating the risks posed 
by a recent wave of TCPA suits target-
ing cannabis companies.
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