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A t the onset of the COVID-19 pan- 
  demic, governments across the  
     country and around the world 

issued “safe at home orders,” causing 
much of society to remain at home, 
moving our world further online. But 
at home and online is not always a safe 
place, and a myriad of pandemic factors 
have left some of the most vulnerable 
children at an increased risk of exploi-
tation and abuse.

With the closure of schools, vul-
nerable children are isolated from the 
support of friends, teachers, and school 
counselors. Perpetrators have taken 
advantage of increased, often unsuper-
vised, time of minors online, as well as 
the challenges online service providers 
are facing in quickly removing content 
with work-from-home constraints. 
Some children are forced to shelter in 
place with their abusers, who for reasons 
including stress, financial instability, or 
even boredom have seized the opportu-
nity to create child sexual abuse material 
(CSAM)1 and distribute it online.2

Even before the onset of the COVID-
19 pandemic, the proliferation of CSAM 
had “grown exponentially” as use of 
online communications has increased.3 
For decades, there has been an increase 
in “the distribution of child pornography, 
in the number of images being shared 
online, and in the level of violence asso-
ciated with child exploitation and sexual 
abuse crimes . . . the only place we’ve seen 
a decrease is in the age of victims.”4 In 
2019 alone, the National Center of Miss-
ing and Exploited Children (NCMEC) 
received more than 16.9 million reports 
of suspected child sexual exploitation, 
which included 69.1 million files.5

The problem has only compounded 
throughout the COVID-19 pandemic. 
Initial reports indicate a significant 
increase in the sharing of CSAM online 
since early 2020.6 For example, NCMEC 
experienced a 98.66 percent increase in 
reports of online enticement between 
January and September 2020 as com-
pared to the same time period in 2019.7 
Evidence also shows an increase in 
self-generated CSAM8 as more online 
time has allowed greater opportunities 
for perpetrators to groom and exploit 
children.9

It is unclear when “offline” life will 
resume. Many children have either 
not returned to school or returned in 
limited capacities; law enforcement 
investigative capacities remain stretched 
to their limits; criminal court proceed-
ings remain backlogged; and large 
numbers of the workforce—including 
content reviewers at technology com-
panies—continue to work from home. 
Virtual spaces, which increasingly took 
a central role in our social and profes-
sional lives before the pandemic, remain 
at the core of nearly every aspect of our 
lives, with little change in sight. In the 
face of such uncertainty, it’s more criti-
cal than ever to double-down on efforts 
to efficiently, effectively, and collectively 
combat the evils of online child sexual 
exploitation. The question is how?

CONTENT REVIEW PROGRAMS
Online service providers, including 
social media companies, peer-to-peer 
networks, search engines, and other 
content-hosting platforms, make use 
of a range of technological and human 
resources to combat the prolifera-
tion of CSAM. One such resource is 
hash matching, a process by which a 
mathematical algorithm generates an 
alphanumeric sequence unique to a spe-
cific file that can be used to detect copies 
of that file.10 (A file’s hash is sometimes 
referred to as its “digital fingerprint.”11) 
A number of hash protocols exist, 
enabling providers to detect both exact 
matches and “fuzzy” matches of previ-
ously identified content.12 Regardless of 
protocol, hash-matching technologies 
share a primary goal: to find images or 
videos previously identified as CSAM 
to help providers quickly and effectively 
remove this content from their plat-
forms and report it to NCMEC.

LEGAL OBLIGATIONS 
REGARDING CSAM
Service providers13 are not required 
to search for CSAM on their 
platforms.14 However, once pro-
viders obtain “actual knowledge 
of any facts or circumstances . . .  
from which there is an apparent vio-
lation” of the enumerated statutes 
involving CSAM, federal law requires 
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providers to make a report to NCMEC’s 
CyberTipline “as soon as reasonably 
possible.”15 Such reporting is mandatory 
“in order to reduce the proliferation of 
online child sexual exploitation and to 
prevent the online sexual exploitation 
of children [. . .].”16 Providers may also 
voluntarily make a report to NCMEC’s 
CyberTipline after learning that a vio-
lation of the statutes involving CSAM 
may be “planned or imminent.”17 This 
permissive reporting was added to the 
statute in 2018 with the passage of the 
CyberTipline Modernization Act,18 
to address the proliferation of online 
“grooming”19 of children and to allow 
intervention before further harm can 
occur.20

Penalties for knowing and willful fail-
ure to report are considerable, with fines 
up to $150,000 for the first instance and 
$300,000 for any subsequent instance. 

discovery requests from criminal defen-
dants regarding their detection practices. 
In addition, content safety reviewers are 
exposed repeatedly to horrific imagery, 
impacting resiliency and retention rates 
for employees and contractors who work 
in this field. And providers themselves 
assume risk of resiliency-related employ-
ment litigation.27

In effect, while service providers 
are well-positioned as the first line of 
defense to aid in thwarting the wide-
spread distribution of CSAM, they can 
either refuse to do so or assume the 
bulk of the responsibility and potential 
liability if they do. The fact that many 
providers voluntarily assume this risk 
regardless shows a willingness by indus-
try to intervene early and often. But 
this is not—and cannot be—solely up 
to technology providers: Courts and 
lawmakers need to get up to speed on 
these issues and develop the case law, 
legislation, and aggressive enforcement 
policies needed to collectively combat 
CSAM.

PROPOSED CHANGES AND  
THE CURRENT CASE LAW
Compelled Scanning Is  
Not the Answer
It might seem at first glance, then, that 
one answer may simply be to compel ser-
vice providers to monitor for CSAM. 
And indeed, Congress had tried. See 
discussion on EARN IT Act below. But 
compelled scanning programs present a 
host of constitutional issues, as well as 
practical challenges, particularly in the 
midst of a global pandemic.

Whether or not providers act in 
their private interest or at the direction 
of the government is a central ques-
tion in criminal proceedings related to 
CSAM offenses. A number of criminal 
defendants throughout the country have 
moved to suppress evidence of CSAM 
violations on the theory that the gov-
ernment forced a provider to scan his 
or her account without a warrant, either 
through a separate arrangement or 
under the regulations aimed to prevent 
the proliferation of CSAM, and evidence 
was therefore obtained in violation of 
the Fourth Amendment. Courts have 
consistently rejected such arguments, 

RESOURCES
If you think you’ve seen a missing child or are aware of online child exploi-
tation, please make a report to NCMEC’s CyberTipline 24-hours a day, 
7 days a week online at www.cybertipline.org or by calling 1-800-THE-
LOST (1-800-843-5678).

NCMEC and other nonprofit organizations provide resources for parents 
and youth aimed at educating children and helping parents have conver-
sations around online safety. For example, NCMEC provides interactive 
resources for teaching kids 5–17 about online safety and digital censor-
ship through games, videos, and lessons (https://www.missingkids.org/
NetSmartz).

Thorn provides resources for teens and parents to empower victims of 
sextortion to get help and find support (https://www.stopsextortion.com).

ADDITIONAL RESOURCES:
•    National Center for Missing & Exploited Children Prevention Educa-

tion & Professional Training (https://www.missingkids.org/education)/

•    Stop It Now! (https://www.stopitnow.org)

•    U.S. Department of Justice (https://www.justice.gov/coronavirus/
keeping-children-safe-online)

•    Moore Center for the Prevention of Child Sexual Abuse (Johns 
Hopkins) (https://www.jhsph.edu/research/centers-and-institutes/
moore-center-for-the-prevention-of-child-sexual-abuse)

Resources are also available for people concerned about their own 
thoughts and behavior. For example, the Johns Hopkins Moore Center for 
the Prevention of Child Abuse provides a portal for individuals to seek 
help and support: https://www.jhsph.edu/research/centers-and-insti-
tutes/moore-center-for-the-prevention-of-child-sexual-abuse/resources/
covid-19-csa-prevention

“Masha’s Law,”21 codified at 18 U.S.C. § 
2252, also permits victims of violations 
of the CSAM statutes to sue in federal 
court for actual or liquidated damages 
in the amount of $150,000.22 To date, 
no claim for failure to report has suc-
cessfully been litigated, but a lawsuit was 
recently filed against one social media 
provider alleging just that.23

To an extent, the statutory scheme 
has created perverse incentives for pro-
viders to engage in content safety work, 
thereby assuming knowledge of CSAM 
violations on their platforms.24 Provid-
ers have no obligation to monitor their 
platforms or scan for CSAM and face no 
statutory liability in refusing to do so.25 
To the contrary, providers who do elect 
to implement thorough content safety 
programs may be exposed to liability.26 
Further, providers who engage in content 
safety verification and human review risk 
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finding that nothing in the statutory 
regime requires providers to scan for 
CSAM or converts them to agents of 
the government by requiring reporting 
of CSAM once detected.28

And by compelling private com-
panies to engage in scanning, the 
government would threaten the very 
system that enables both NCMEC and 
law enforcement to open and view pre-
viously viewed files without a warrant. 
The private search doctrine provides an 
exception to the Fourth Amendment’s 
general prohibitions on warrantless 
searches. Where providers conduct 
their content-scanning programs based 
on their own private interest, and not 
at the direction of the government or 
NCMEC, no Fourth Amendment vio-
lation results.29 Courts have consistently 
recognized that providers maintain 
independent, private interests in keep-
ing their platforms free of content that 
exploits children and harms other users 
who may be exposed to such content.30 
As one court aptly noted, “[n]o sane 
person, let alone a business that val-
ues its image and reputation, wants to 
be publicly associated with the sexual 
exploitation of children.”31

Compelled scanning would also 
pose considerable practical difficulties 
for providers in the midst of a global 
pandemic when large numbers of the 
workforce—particularly at technology 
companies—are working from home. 
Many providers engage content safety 
personnel to review content flagged by 
detection technology in order to vali-
date hashes received by external sources, 
train detection technology, and ensure 
that specific images flagged for report-
ing are, in fact, reportable. Compelled 
scanning would risk inundating con-
tent review teams already operating 
under greatly reduced capacity due to 
the pandemic.

AI vs. the Human Eye and  
the Impact on the Private 
Search Doctrine
Some may argue that the solution lies 
in increasing technological detection 
regardless of human review capacity; 
after all, nothing in the current report-
ing regime requires a human eye to 

view content before it is removed or 
reported to NCMEC. Indeed, to bridge 
pandemic-related gaps in human review, 
many service providers have ramped up 
technological detection.32 But problems 
persist. Without question, technology is 
a critical tool in content detection, but it 
is not a perfect substitute for the human 
eye, either practically or legally.

While technological detection might 
suffice for many types of violating con-
tent, most content carries no mandatory 
reporting obligation. The nature of tech-
nological scanning arguably presents as 
many questions as it answers when it 
comes to CSAM content. Do provider 
computer logs of content detected 
as potential CSAM constitute actual 
knowledge, even if no human has con-
firmed the image? Does the duty to 
report turn on the accuracy of the detec-
tion method, i.e., should the law treat 
exact matches, fuzzy matches, or even 
proactive detection33 the same? How 
soon must a provider report content, 
where content review teams are con-
strained by COVID-19? Is it better to 
report more, potentially lower-accuracy 
reports, or fewer, higher-quality reports 
confirmed by human review teams? 
And what happens to users reported to 
NCMEC on a false positive because a 
computer thinks their lawful content 
is CSAM? Courts have just begun to 
grapple with these questions, but recent 
opinions show a lack of clear guidance.

The role of human review in CSAM-
related investigations and prosecutions 
has taken center stage since the Tenth 
Circuit’s ruling in United States v. 
Ackerman.34 In Ackerman, AOL’s hash-
value matching technology matched 
image files Ackerman attached to an 
email, stopped delivery, terminated 
his account, and reported the files to 
NCMEC. On appeal, the Tenth Cir-
cuit found NCMEC was a government 
entity and violated Ackerman’s Fourth 
Amendment rights in exceeding the 
scope of AOL’s review by opening and 
viewing the contents of the CSAM 
images.35 While a person at AOL had 
previously classified a CSAM image 
sharing the same hash value to one 
of the images attached to Ackerman’s 
email, neither the email nor any of its 

attachments at issue was ever viewed by 
a human at AOL.36

Since Ackerman, there’s been a flurry 
of litigation related to what a “private 
search” of CSAM even entails. Courts 
are generally in agreement that where 
a person at the company views the 
contents of a file concurrently with or 
immediately prior to making a report 
to NCMEC, both NCMEC and law 
enforcement may view the contents 
of the file without expanding on the 
scope of the provider’s private search.37 
However, there is no clear guidance on 
whether NCMEC or law enforcement 
may view the contents of a file if some-
one at the company previously viewed 
a version of the image bearing the same 
hash but did not view the image con-
current with reporting to NCMEC.38 
Put plainly, it’s not clear if the gov-
ernment (or NCMEC) can view files 
detected by hash-matching technology 
but not viewed by a human at the time 
of reporting without a warrant.

Practically speaking, whether a pro-
vider conducted human review matters 
because, given the sheer volume of 
reports, NCMEC and law enforcement 
deprioritize reports where content was 
not viewed by a person concurrent with 
the report. Given the ambiguity, numer-
ous jurisdictions bar their agents from 
viewing reports where content was not 
re-reviewed prior to upload, and law 
enforcement’s inability to view apparent 
CSAM files prior to making an applica-
tion for a search warrant may frustrate 
the ability to obtain one.39 Indeed, a 
technology-dependent regime may lead 
to a bizarre paradox where violators who 
amass and attempt to share egregious, 
well-known imagery escape prosecution 
entirely because a provider did not re-
review notorious hash-matched content 
immediately prior to reporting.

LEGISLATIVE DEVELOPMENTS 
AND EXECUTIVE-BRANCH 
ENFORCEMENT
The need for smart, effective law-mak-
ing around online child exploitation is 
self-evident. Yet many legislative efforts 
addressing child exploitation have been 
geared towards achieving political 
means, not keeping kids safe.
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For example, in March 2021, Sen. 
Lindsey Graham (R-SC) introduced 
the EARN IT Act, an attempt to target 
Section 230 immunity and end-to-end 
encryption masquerading as a bill to 
“establish a National Commission on 
Online Child Sexual Exploitation Preven-
tion.”40 In its earliest form, the bill aimed 
to, among other things, require provid-
ers to “earn” their Section 230 immunity 
by certifying compliance with a number 
of “best practices” established by a com-
mission while also removing Section 
230 immunity for civil and state crimi-
nal claims for CSAM offenses. Although 
technically structured as a voluntary step 
taken in exchange for immunity, the 
actual effect of the amendment would 
have been to require providers to comply 
with the best practices, including moni-
toring and screening for CSAM. The bill 
was ultimately revised in committee—
removing the coercive compliance with 
best practices in exchange for immu-
nity—and ultimately died on the Senate 
floor, but not before drawing strong 
bipartisan support.

Compare this to the Invest in Child 
Safety Act, first introduced in May 2020, 
which aimed to direct $5 billion in man-
datory funding to significantly increase 
the headcount available for prosecutions 
and investigations, as well as much-
needed counseling support to prevent, 
detect, treat, and prosecute CSAM 
abuse.41 The Invest in Child Safety Act 
also aimed to address the failures of 
the prior administration to coordinate 
efforts across federal agencies related 
to combating child exploitation, as well 
as its siphoning of $60 million from 
programs aimed at preventing child 
exploitation and supporting victims. 
While the Invest in Child Safety Act 
gained little traction in May 2020, it was 
reintroduced in February 2021 in the 
new Democratic-controlled Congress.42

CONCLUSION
Technology (and tech companies) are 
critical to combating the proliferation 
of CSAM but are not the only solution. 
And in the era of “techlash,” putting the 
burden and blame squarely on service 
providers may be politically palatable but 
will not move the needle where it matters 

most: preventing the spread of CSAM 
and ratcheting up the ability to hold per-
petrators accountable. Collectively we all 
have a role to play in keeping kids safe 
online. It’s beyond time we do it.
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