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• Remote work and remote closings have accelerated the need for using electronic
signatures/remote notaries.
• Laws have evolved to allow for new ways to show “assent” or validation but people
slow to change.

• Despite ability to negotiate and close transactions electronically, there is confusion
among many as to what is acceptable as an original signature for purposes of creating
an enforceable agreement or valid document; hence many still have a preference for
“wet ink” signatures.
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• An enforceable agreement must have:
- Material terms/meeting of the minds
- Intent to be bound (original signature shows “assent”)

• Real estate contracts must be in “writing” to satisfy the Statue of
Frauds.

• Recording for real estate documents (original signature/notaries).
• Best Evidence Rule: Courts have consistently held that, in
accordance with the “best evidence rule,” if a signed agreement
is offered as evidence, then an agreement with the “original”
signatures of both parties will be the best evidence.
See Schozer v. William Penn Life Ins. Co. of N.Y., 84 N.Y.2d 639, 649 (N.Y. Ct. App.
1994); Richardson, EVIDENCE §§ 568, 570 [Prince 10th ed.].
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An original signature = a personal depiction of someone’s name that proves identity and is often affixed
to documents to represent certification.
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• When we think of original documents we often think of documents signed in “wet ink”
(i.e., an original physical signature in ink on a sheet of paper, maybe even with a wax
seal) either in person or delivered in haste.
[Think Pony Express]
• 3100 B.C. Sumarian Tablet (earliest signature)

• Locks of hair; 13th Century–wax seal was popular.
• 16th/17th centuries, signatures caught on (literacy)
• 1677 Statute of Frauds: valid contracts must be in writing/bear a signature (adopted
colonial America)
• Faxes used commercially in early 1900’s.
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• Faxes have been around since 1900 (electronic signature).
• This is a broad category of electronic processes that indicate acceptance of an
agreement or record including:
- Typing an “/s/” in front of a person’s name to represent a “conformed” signature in a form document.
- Clicking “accept” or similar attestations in an online agreement.
• Pressing a confirm and/or deny button can constitute a “writing.” Barwick v. GEICO, 2011 Ark. 128 (2011)

- Emailing and faxing a scanned signature.
- Sending an email that says “I agree.”
- In banking, a PIN is considered an electronic signature

• Two types of e-signatures typically used in the United States:
- Electronic signatures (scan of person’s ink signature, signatures at the bottom of an email, or typed
names)
- Digital signatures (certificate based digital ID; timestamped, DocuSign, Adobe Sign, etc.)
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• The use of an e-signature is legally binding (with certain exceptions) under
certain U.S. federal and state laws.
- Electronic Signatures in Global and National Commerce Act (E-SIGN Act)
• Applies to federal laws (including interstate commerce)
• Confirms that electronic signatures have the same legal standing as “wet ink” signatures under U.S. law
and qualify as originals. See Section 101(a)(2).
• Allows the use of electronic signatures in court as evidence.

- Uniform Electronic Transactions Act (UETA)
• 48 states have adopted UETA.
• It works in conjunction with the E-SIGN Act to ensure validity of digital contracts and electronic signatures
under each state that adopts it.

- Separate state laws (New York & Illinois)

- COVID-19 Emergency Orders
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• Federal E-SIGN Act (2000)
• Uniform Electronic Transactions Act (1999)
- Adopted by 48 states and the District of Columbia (See
Enactment Status Map)
- Though Illinois and New York have not adopted this Act,
they have their own electronic signatures statutes.

• Remote Online Notarization Laws
- Adopted by 29 states

• Uniform Real Property Electronic Recording Act
- Adopted by 36 states

• COVID-19 Emergency Orders (Remote Signing,
Witnessing, and Notarization)
- Adopted by 31 states
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• Passed by Congress authorizing the use of electronic signatures and notarizations for
transactions between two or more parties where federal laws apply for transactions in
interstate commerce.
• “Electronic signature” is defined as “an electronic sound, symbol, or process, attached
to or logically associated with a contract or other record and executed or adopted by a
person with the intent to sign the record.” Section 106(5).
▪ Traditional ink signatures
▪ Typed names
▪ Click-throughs on software program dialog
boxes combined with some other identification
procedure
▪ Biometric measurements
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▪ Digitized pictures of handwritten signatures
▪ Complex, encrypted authentication systems
▪ Electronic voice transmissions

To be legally binding under the E-SIGN Act, the recommended elements of an
electronic signature include:
1. Intent to sign (See Section 106(5))
-

i.e. clicking accept, drawing one’s name with a mouse, typing one’s name, etc.

2. Consent to do business electronically (See Section 101(c)(1)(i)) or opt out
-

i.e. most agreements incorporate consent clauses agreeing to have the document electronically
signed or transmitted

3. Receipt of fully executed copies by all parties to an agreement
4. Record retention
-

The E-SIGN Act requires record retention that allows for accurate reproduction for later reference of
electronic records by all persons who are legally required to retain a contract or other record. See
Section 101(d) & Section 107(b)(1).
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The E-SIGN Act is for “commercial contracts” -- it does not apply to contracts
governed by:
• Wills and testamentary trusts
• Adoption, divorce, and other family law matters
• The UCC, other than Sections 1-107 and 1-206 and Articles 2 and 2A

• Court orders, briefs, pleadings, and official court documents
• Notices of cancellation/termination of utilities, default, acceleration, repossession,
foreclosure, or eviction or recall notices
• Documents required to accompany the transport or handling of hazardous materials
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• A set of recommended laws proposed by the National Conference of
commissioners on Uniform State Laws.

• Has been adopted in some form by 48 states, the District of Columbia, Puerto
Rico, and the Virgin Islands.
• Its purpose is to harmonize state laws concerning retention of paper records
and the validity of electronic signatures.
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• The proposed set of laws provide that:
➢ A record or signature may not be denied legal effect or enforceability solely because it is in
electronic form.
➢ A contract may not be denied legal effect or enforceability solely because an electronic record
was used in its formation.
➢ If a law requires a record to be in writing, an electronic record satisfies the law.
➢ If a law requires a signature, an electronic signature satisfies that law.

14 | © 2020 Perkins Coie LLP

• For an electronic signature to be valid under UETA, two key requirements must
be satisfied:
1.

The electronic record or signature must result from a person’s action in order to be attributed to that
person.

2.

The parties must have agreed to conduct the transaction electronically which is determined “from the
context and surrounding circumstances, including the parties’ conduct.”

• Exclusions from UETA:
- The UCC (other than Article 2 & 2A) supersedes UETA (though it allows for electronic signatures in
most cases)
- Testamentary matters
- Transactions subject to the Uniform Computer Information Transaction Act
***These exclusions can vary by state
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• New York adopted the Electronic Signatures Records Act (ESRA) in 2000.
- Similar to UETA and the E-SIGN Act
- Defines an electronic signature almost exactly as the E-SIGN Act does – “an electronic sound, symbol,
or process, attached to or logically associated with an electronic record and executed or adopted by a
person with the intent to sign the record.” NYS Technology Law § 302(3).
- Does not have a broad exclusion for matters governed by the UCC.
- Excludes the use of electronic signatures on estate planning documents, appointments of fiduciaries,
and certain health-care related consents.

• Illinois adopted the Electronic Commerce Security Act (ECSA) in 1999.
- Similar to UETA and E-Sign Act.
- Defines electronic signature narrower – “a signature in electronic form attached to or logically
associated with an electronic record.”
- Excludes the use of electronic signatures for wills, trusts, powers of attorney, and negotiable
instruments or other instruments of title where possession of the instrument legally confers title
(property related documents).
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• Most electronic signature laws, including under the E-SIGN Act, UETA, and
ESRA in New York, require that an e-Signature be attached to or “logically
associated” with the document.

• The signature should be linked with the record during transmission and storage
(i.e. embedded on the face of a document like a handwritten signature or
accessible through an embedded link).
• A signature object can also be maintained separately, but it needs to be logically
associated through a database, index, or other means.
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• In June 2019, Delaware adopted amendments to the General Corporation Law
(DGCL) to permit electronic documentation, delivery, and signatures for a variety
of transactions.
- Section 116(a) provides that any act or transaction contemplated or governed by the DGCL or
the certificate of incorporation or bylaws of a corporation may, subject to certain exceptions in
Section 116(b), be provided in a “document,” the definition of which includes electronic
transmissions.

• IRS temporarily allowed e-Signatures for certain tax forms for 2020 (COVID-19).
• Several states (including Arizona, Tennessee, and Nevada) have amended their
respective UETAs to address the emergence of newer technologies, including
blockchain.
- Arizona, for example, amended its statute to include that:
• A “signature secured through blockchain technology” is an electronic signature
• A “record or contract secured through blockchain technology” is an electronic form or record
• A “smart contract” is legally valid and enforceable
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• The Uniform Real Property Electronic Recording Act (URPERA) gives county clerks
and/or recorders the legal authority to eRecord.

• 36 states, the District of Columbia, and the Virgin Islands have adopted the URPERA.
- Alaska has introduced legislation to adopt URPERA.
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• 29 states have adopted laws that
enable their notaries to conduct
remote notarizations.
• 48 states and the District of Columbia
have either passed a RON law or
issued an executive order pertaining
to remotely notarizing documents for
COVID-19, while some have done
both.
- California and South Carolina do not
allow for remote notarization.
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• All parties involved in a transaction must approve of the use of RON methods in
writing.

• The notary must be licensed in AZ and also licensed for RON and indicate the notarial
act was a remote online notarization performed by means of communication
technology to comply with A.R.S. § 41-376(F) and A.A.C. R2-12-1307.
• The county must accept RON notarized documents and the title company must be
allowed to submit the RON notarized native digital documents for e-recording.
- Maricopa County accepts RON notarized documents.

• Title must approve the communication technology used and will have approved
vendors for RON.
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eClosing: “Hybrid Closing”

Traditional Wet Signing
• In-Person
• 100% paper documents with “wet signatures”
• In-office, “mobile notary,” or “mail away”

•
•
•
•

In-person
Some paper documents
Some digital documents with eSignatures
In-office or “mobile notary”

eClosing: “In Person Digital”

eClosing: “Online Notary”

(a.k.a. “In Person eClosing”)

(a.k.a. “Webcam,” “Remote”)

• In-person, face-to-face
• 100% digital documents with eSignatures
• In-office or “mobile notary”
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• NOT in person
• Notary public appears before signer via
webcam
• Typically digital documents with e-Signatures

1.

The signer’s document is sent to the notary so it can be signed and notarized.

2.

The signer’s identity is screened according to the requirements of the notary’s commissioning
state.

3.

During the remote online notarization, the notary and the signer communicate online using
audiovisual technology — for example, via webcam. The notary and signer do not meet face to
face.

4.

Once the signer’s identity has been verified and all other requirements for the notarization have
been completed, both the signer and the notary must sign the document and the notary’s seal is
attached.

5.

The notary records any required information for the notary’s journal records. The notary must
typically also retain an audio and video recording of the notarization session.

6.

The remotely notarized document is returned to the signer.
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1. Personal knowledge of notary.
2. Credible witnesses.
3. At least two types of identity proofing (typically through: (1) remote
presentation, (2) credential analysis, and/or (3) knowledge-based
authentication).
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- A type of identity verification that includes
verification through data that is personal to
the signer.
- When using this method, the following rules
are recommended:
• There should be 5 verification questions with 5
answers each.
• There can be two retakes in a 48-hour period.
• Only 60% of the questions may be reused on
an additional attempt.
• All questions must be answered in 2 minutes.

28 | © 2020 Perkins Coie LLP

- There is an audit trail.
- Lenders are required to maintain record
of the recording of the notarization for the
entirety of a loan.
- Notaries may leave notarization notes in the
electronic notary journal that is attached to
the logged information.
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If an online notarial act is performed, the
certificate of the notarial act must indicate
that the notarial act was performed using
audio-video communication technology.
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Electronic Signatures:

Remote Online Notarization:

1. DocuSign

1. DocVerify

2. Adobe Sign

2. Nexsys (this company primarily
works with businesses)

3. PandaDoc
4. ReadySign
5. SignNow
6. HelloSign
7. Formstack Sign
8. Eversign

3. Notarize
4. NotaryCam
5. NotaryLive
6. Pavaso
7. Safedocs
8. SIGNiX
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*Be sure to check that the platform is licensed in
your state

• To ensure the enforceability of a contract, the following should be considered:
- Before using electronic signatures, consider the applicable state and federal laws to
determine whether the document can be executed via electronic signatures.
• It may be difficult to determine the location of a party electronically signing an agreement, and that may make it
difficult to determine the state law that applies. A good choice of law provision should potentially alleviate these
difficulties.
• In the absence of a choice of law provision, it does not matter where the signature was created but where it was
affixed to the document. Indian Harbor Insurance v. San Diego, 972 F. Supp. 2d 634 (S.D.N.Y. 2013)

- Agree in the contract that “original” can mean PDF and electronic signatures or “wet”
signatures delivered by email or fax, and add language that all parties agree that such
methods shall have the same legal and evidentiary effect as a handwritten signature—even
reference the ESign Act or the local law to cover specific forms of electronic signatures.
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• Avoid unintentionally creating binding contracts through email.
- An email sent by a party where the sending party’s name is typed can qualify as a writing for purposes
of the statute of frauds. Newmark & Co. Real Estate Inc. v. 2615 E. 17 Realty LLC, 80 A.D.3d 476, 477
(1st Dep’t 2011).
- An email that contains the material terms of a contract, conveys a meeting of the minds, and includes a
typed name at the bottom of the email (including intent that the typed name be treated as a signature)
can qualify as an enforceable agreement. Forcelli v. Gelco Corp., 109 A.D.3d 244, 251 (N.Y. 2013).
- Consider using automatically generated disclaimers.

• Check local rules regarding the use of electronic signatures and remote notarization to
avoid potential sanctions.
- A bankruptcy lawyer received sanctions from a bankruptcy judge for permitting a debtor client to use DocuSign which
did not constitute an original “wet” signature as required under the applicable bankruptcy and local laws. In re
Mayfield, 2016 WL 3958982, No. 16-22134-D-7 (E.D. Cal. July 15, 2016).

• Digital signatures and remote online notarizations can still be legally challenged,
including for fraud, forgery, mistake, and duress.
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• The Future is HERE:
• 30% of title and settlement companies are offering some type of digital closing.
- This is up from 17% in 2019.

• Of the 29 states that have passed permanent remote notarization laws, 10 have
been passed in the last year.
• The eSignature market is expected to grow to $8 billion by 2023
• Some companies have enabled multi-factor authentication for signers via facial
recognition (Face ID) and fingerprint (Touch ID).
• Cost Savings: Leading health care company said they decreased transactions
costs from $16 to $1.50 using Adobe
34 | © 2020 Perkins Coie LLP

✓ Determine and/or agree on what law governs the contract and whether that type of agreement can be signed
electronically and/or remotely notarized under the law of that jurisdiction (including at the county level for remote
notarizations). Include the governing law in the contract.

✓ Include language in the contract indicating that it may be signed electronically (including the types of acceptable
electronic signatures), allowing for remote notarizations (where applicable), and agreement that such methods
shall have the same legal and evidentiary effect as a handwritten signature.
✓ Circulate executed copies of electronically signed documents to all parties.
✓ Consider using an electronic signature platform, such as DocuSign or Adobe Sign, which can prevent the
manipulation of the contract after execution. [security/validity/ease of transaction]
✓ Consider using a remote notarization platform, such as Nexsys or DocVerify, and verify that the chosen platform is
authorized to perform remote notarizations in your jurisdiction.
✓ Following the use of electronic signatures or remote notarization in a transaction, ensure that the required data or
documents related to the electronic signature or remote notarization is retained for the statutorily required periods
following the close of the transaction.
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