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KEY CONSIDERATIONS DURING COVID‐19 
Privacy & Security  
 

Perkins Coie is focused on assisting businesses faced 

with legal and operational issues arising from the 

COVID‐19 pandemic. This checklist identifies 

key Privacy & Security considerations to help 

companies mitigate their risk for class action 

lawsuits. 

 

  Be aware of what personal information may be being collected, used, 
stored, or shared, including biometric data like fingerprints and facial 
recognition data.   
 
Many state and federal laws regulate the collection and treatment of personal 
information, and some come with substantial penalties. The first step to compliance with 
these laws is to know what data is being collected, used, stored, or shared. To reduce 
exposure under these laws, limit your collection, storage, use, and disclosure of 
personal data as much as possible. 

  Ensure appropriate notice and consent.   

Identify the steps being taken and the language being used to give notice and obtain 
consent for the collection, storage, use, or disclosure of personal information from the 
people whose data are involved, and make sure the notice and consent complies with 
applicable law. 
 

  Review data storage policies and practices.   
 
Know how and where collected personal information is stored, ensure it is stored 
securely, limit access, store the minimum data necessary for the task, and ensure that 
policies and practices for storing and securing the data comply with applicable law. 
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  Ensure external-facing communications are accurate and current. 

Ensure that marketing materials, terms of service, privacy policy, and other external-
facing communications or contracts with consumers align to current policies and 
practices, especially in their descriptions of the personal data that might be collected 
and how it might be used, stored, or disclosed. 

  Consider whether to include a class action waiver and arbitration 
provision in consumer-facing contracts. 

Carefully consider the language used in such provisions, including website terms of 
use, to ensure enforceability. 

  Minimize sharing of personal information and establish contracts with 
entities with which you share personal information, to provide 
appropriate protections. 

Many privacy and data breach claims stem from representations about sharing or 
concerns about third-party uses of data, so it is important to understand such sharing, to 
vet third parties who receive personal information, and to establish strong risk allocation 
provisions in such contracts. Also consider undertaking periodic audits of such third 
parties to ensure their continued compliance with the terms of the underlying 
agreement. 

  Create cross-functional teams when considering COVID-19 measures. 

Legal review of COVID-19 issues often involves input from experts in a variety of fields 
including privacy, employment, contract, health laws, and other related fields. For 
example, existing employee policies may or may not adequately address uses of 
devices by employers to combat COVID-19; laws like the California Consumer Privacy 
Act (CCPA) may require the provision of notices to employees and consumers stating 
the categories of personal information collected for COVID-19 issues, and the purposes 
for the collection and sharing of such information. The collection of health-related data 
may or may not implicate federal or state health privacy laws. 



`

 

Perkins Coie LLP | Visit our blog for additional guidance in real time: https://www.covid19businessguidance.com 
 3 

  Stay abreast of new developments. 

The law and best practices are developing quickly. Existing shelter-in-place orders are 
frequently modified, and federal legislation covering these issues is under 
consideration. Businesses are taking new steps in their efforts to protect employees and 
customers, including imposing capacity limitations; requiring temperature checks, 
questionnaires, masks, and other protective equipment; and contact tracing, all of which 
should inform your adoption of best practices. 

  Consider the likelihood of COVID-19-related litigation and take steps 
to minimize its risk. 

Unforeseen demand due to COVID-19 has thrust some businesses into the spotlight in 
ways that may make them a target for privacy-related claims. Minimize risks by 
following existing privacy litigation trends, particularly as to the CCPA and health-related 
class actions and consider preventive action. 

  Review cybersecurity policies. 

Identity thieves and hackers have taken advantage of the COVID-19 pandemic to target 
affected businesses in an attempt to gain unauthorized access to data. Expect 
increased risk of breach incidents and prepare for such incidents. 

 


