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Blocking the fake supply chain 
Perkins Coie’s Michael Henson looks at how blockchain  
can help in the battle against illicit goods entering the US

I
n today’s expanding global economy 
businesses increasingly generate 
value through the exploitation of 
intangible assets. Effective procurement, 
management and enforcement of 

intellectual property rights (IPR) can be crucial 
to maintaining a competitive advantage. Those 
that stand to benefit from a comprehensive 
IP strategy include the IP owners themselves, 
content producers, distribution partners, 
end consumers, and even insurers. Such 
stakeholders, however, suffer when 
opportunistic third parties intentionally 
disrespect or disregard such rights. According 
to Steve Shapiro, the unit chief for the FBI’s IPR 
unit, counterfeit goods cost the US economy 
alone an estimated $600bn a year, or 3% of 
the US gross domestic product. The flow of 
counterfeit and pirated goods is a global issue 
necessitating collaboration between customs 
agencies and IPR stakeholders to ensure 
effective border enforcement.

The US Customs and Border Patrol (CBP) 
is the primary federal agency responsible 
for securing America’s borders, and this 
responsibility extends to the protection of 
IPR. While it is a critical mission of the CBP 
to intercept illicit activities at the borders, 
it must do so without disrupting lawful 
international trade and travel. This can be a 
daunting task given the creative mechanisms 
that counterfeiters and pirates will employ to 
circumvent detection, making it increasingly 
more challenging to distinguish legitimate 
goods from fakes.

The CBP has identified IPR as a priority 
trade issue and has developed a strategic 
approach that focuses on collaborative efforts 
to educate and engage stakeholders (including 
foreign governments, federal agencies, state 
and local authorities, and private industry) to 
deter the importation of illicit goods. From an 

enforcement perspective, the CBP is explicitly 
authorised to exclude, detain and/or seize 
imported goods which infringe federally 
registered and recorded trademarks and 
copyrights, as well as goods covered by an 
exclusion order issued by the US International 
Trade Commission.  

The CBP derives its interdiction authority 
from Section 596(c)(2)(C) of the Tariff Act of 
1930 (19 USC 1595a(c)(2)(C)). Such authority 
is mandatory as it relates to exclusion orders, 
but is otherwise discretionary. Late last year, 
the Counterfeit Goods Seizure Act of 2019 
(S.2987) bill was introduced in Congress 
to amend Section 596(c)(2)(C) of the Tariff 
Act of 1930 to further authorise the CBP to 
seize imported merchandise that infringes a 
design patent. As of this writing, that bill is still 
pending.

For Fiscal Year (FY) 2019, the CBP and US 
Immigration and Customs Enforcement (ICE)-
Homeland Security Investigation (HSI) seized 
more than 27,000 shipments containing 
goods that violated IPR. The total estimated 
manufacturer suggested retail price (MSRP) 
of the seized goods increased over 7% from 
the prior year to $1.5bn. The CBP and its 
sister agencies also refer cases for criminal 
investigations. In 2019, ICE-HSI arrested 256 
individuals, obtained 197 indictments, and 
received 157 convictions related to intellectual 
property crimes. The CBP posts it seizure 
statistics on its website.1 

Information about the CBP’s intellectual 
property rights directives is posted on its 
website,2 as well as a compliance publication 
entitled CBP Enforcement of Intellectual 
Property Rights, which provides guidelines for 
the trade community on intellectual property 
rights, trademark and copyright infringements, 
and importer remedies following the seizure 
of suspected goods. There are several ways 

IPR owners and other interested parties can 
cooperate with customs officials to enhance 
enforcement of their IPR at the border. The 
CBP employs a comprehensive approach 
to IPR enforcement which involves two key 
components – enforcement and partnership. It 
also partners with other federal agencies, such 
as the National Intellectual Property Rights 
Coordination Center (IPR Center) and foreign 
governments, to accomplish its missions.

Stakeholders are encouraged to submit 
allegations to the CBP regarding infringing 
goods being imported into the US. Information 
can be submitted through its online reporting 
system, e-Allegations. This information is then 
disseminated to the appropriate office or port 
of entry for investigation to target shipments 
most likely to contain infringing goods. The 
CBP has a special task force of IPR-enforcement 
experts, referred to as the mobile intellectual 
property team, which conducts enforcement 
operations.

CBP and the use of blockchain    
The CBP recently began experimenting with 
blockchain solutions to augment its border 
protection efforts. At its essence, blockchain 
is a technology for transmitting value across 
a network of participants. Blockchain 
technologies received much hype early on 
due to their association with cryptocurrencies 
such as Bitcoin and Ethereum. A growing 
number of industry sectors worldwide are 
exploring the viability of different blockchain 
use cases in areas such as healthcare and life 
sciences, financial services, energy and natural 
resources, consumer products and services, 
aerospace and transportation, to name only a 
few. Each day seems to bring more and more 
potential applications to the forefront.   

In general terms, a blockchain is a 
digital ledger which records transactions 
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in a cryptographically secure, tamperproof 
and permanent manner. What many do not 
appreciate, though, is that these transactions 
need not involve digital currencies, but can 
relate to virtually any asset of value exchanged 
between parties. In a blockchain, the ledger 
is distributed and verified on a peer-to-peer 
network through a consensus mechanism, 
providing a decentralised architecture which 
avoids the drawbacks associated with more 
vulnerable centralised data storage systems 
that can become single points of failure. As 
such, blockchains allow multiple participants 
to create a trusted and often transparent 
“world view” of events, and to verify what 
will be entered on the ledger without any one 
party being able to alter the recorded history. 
Transactions on a blockchain are verified and 
validated by the multiple computer nodes 
which host the distributed ledger. This makes 
blockchains virtually impenetrable from a 
hacker’s perspective because attempts to 
alter information on the ledger could require 
a simultaneous usurpation of nearly all copies 
depending on the consensus mechanism 
involved and the robustness of the underlying 
network architecture.  

Supply chains are some of the most 
popular and recognisable blockchain use cases 
because they enable participants to verify 
the authenticity, quality and provenance of 
goods. Validated transactions can immutably 
record objectively verifiable information about 
product manufacturing and specifications, 
such as the location and date of manufacture, 
sources for parts and materials, product 
certifications, and the like. Immutability of data 
is one of the features that makes blockchains 
so appealing because it can be used, for 
example, in the detection and/or retrieval 
of counterfeit, stolen and parallel-imported 
goods. In this regard, blockchain technology 
may prove vital to combatting IPR violations at 
US borders by enabling CBP to exchange data 
securely and efficiently with stakeholders.

From a government’s perspective, use of 
blockchain technology could increase supply 
chain visibility to help combat the distribution of 
counterfeit goods, enhancing and facilitating 
international trade in the process. From the 
private sector’s perspective, a shared data layer 
can build trust between multiple parties by 
allowing them to track and share information 
in a transparent way, while avoiding the 
need for disparate databases. And from the 
consumers’ perspective, blockchain provides a 
reliable way to ascertain the source of goods 
or licences in the devices they purchase. For 
all stakeholders, blockchain can help avoid 
time-consuming and costly conflict resolution 
through attestable audits of activity about 
events which have transpired among parties, 

thereby minimising audit complexity.  
Various anti-counterfeiting measures 

can also be employed in conjunction with 
traditional blockchain implementations to aid 
ccustoms officials in intercepting illicit goods. 
These including incorporating scannable 
blockchain-connected tags, tamperproof seals 
or imprints (whether obvious or covert) for 
products. If a brand owner informs customs 
authorities about requisite security features for 
genuine products, then the absence of such 
features facilitates the ability for border officials 
to ascertain whether a product is counterfeit. 
When such anti-counterfeiting features are 
associated with legitimate goods and recorded 
as transactions on the blockchain it aids in the 
verification process by providing a streamlined, 
tamper-resistant way to confirm provenance 
and authenticity.

Proof of concept
With these advantages in mind, the CBP 
recently began evaluating how blockchain 
technology can protect IP rights on imports 
as well as sensitive information transmitted 
between multiple parties.  In conjunction with 
trade partners, the CBP, in September 2019, 
conducted IPR proof of concept (POC) which 
tested a blockchain technology for facilitating 
shipments based on known relationships 
between licensors and licensees. These efforts 
were funded by the DHS Science & Technology 
Directorate and contributed to the global 
standardisation process at the World Wide 
Web Consortium.

According to a recent press release, “This 
proof of concept is the first of its kind test 
of standards and specifications to facilitate 
blockchain interoperability using open, 
standardised approaches. This will help create 
a framework for rapid adoption and cost 
reduction.”3 “Supporting US innovation and 
ingenuity by upholding intellectual property 
rights has always been a critical part of the 
CBP mission,” said Brenda Smith, executive 
assistant commissioner of the CBP’s Office of 
Trade. “This pilot represents great potential for 
marrying new technology with our traditional 
trade mission: to protect the US economy.”

The pilot garnered wide support from 
trading partners and validated the feasibility 
of using blockchain technology to facilitate 
the CBP’s ability to protect US business from 
IPR theft. The complete assessment may be 
found on the CBP website.4 The specification 
employed by the CBP incorporated a single 
access point into a blockchain, allowing 
the agency to correctly connect data to the 
relevant product and licence. The result was 
fewer physical examinations of imported 
cargo. Blockchain interoperability provided a 
convenient onboarding process for participants 

in the POC. That is, each participant to a given 
transaction could communicate with others 
using their unique blockchain, irrespective of 
the different software platforms adopted by 
each party. The process resulted in cost savings 
to participating entities and allowed them the 
ability to customise their own platforms. 

 “We are excited to be applying these 
innovative solutions to the protection of 
intellectual property rights. By leveraging 
state-of-the-art technologies, we continue to 
enhance CBP’s business intelligence capabilities 
for advancing trade facilitation, security, and 
enforcement objectives,” said James Byram, 
executive director of the CBP’s Office of Trade, 
Trade Transformation Office. 

Final thoughts 
There is clearly a growing need for both the 
public and private sectors to develop and 
implement blockchain-based solutions to 
manage supply chain and customs tracking 
for devices manufactured outside of the 
US. In the years to come, it is expected that 
the CBP and various private enterprises will 
continue to experiment with blockchain-based 
solutions and that blockchain technologies 
will transform how companies catalogue and 
track their intellectual property.  In the midst of 
this innovation and experimentation, the CBP 
will continue to play an important role in that 
endeavour.
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