
July/August 2019 • Volume 27, Number 4

CONTENTSAUDIT COMMITTEES

Building Strength from 
(Material) Weakness: Audit 
Committee Oversight of 
Internal Controls
By Allison Handy, Lou Mejia, and Stewart 
Landefeld

Recent high-profile media reports of cor-
porate malfeasance provide ample examples 
of negative impacts that can be traced to poor 
tone at the top—senior leadership’s role in set-
ting and enforcing the priorities and values of 
the company. Because an audit committee over-
sees functions that can be influenced by tone at 
the top, it has a unique opportunity to proac-
tively probe and consider whether management 
is encouraging a healthy reporting and inter-
nal control environment. An audit committee’s 
focus on tone at the top is an important aspect 
of financial reporting and risk management. 
Ideally, a positive tone at the top can reduce 
the risk of errors and of misconduct impacting 
financial reporting.

When things go wrong, the audit commit-
tee may find itself  in charge of an internal 
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investigation, providing another opportunity to 
focus on the company’s tone at the top, includ-
ing its impact on the internal control environ-
ment. When an audit committee oversees an 
internal investigation involving financial report-
ing, many of its key functions are implicated. 
The primary goal of an investigation may be to 
review errors or allegations of improper conduct 
by an employee. An important inquiry, however, 
is whether the misconduct (or failure to discover 
misconduct) demonstrates gaps, including any 
deficiencies or material weaknesses, in a com-
pany’s system of internal controls over financial 
reporting, including tone at the top.

We reviewed applicable law and recent U.S. 
Securities and Exchange Commission (SEC) 
enforcement actions, and conducted interviews 
with directors and senior executives to identify 
“best in class” tools for the audit committee. We 
provide key questions that the committee, and 
any general counsel or internal lawyer with an 
oversight responsibility, may use to organize, 
analyze, and understand the issues of internal 
control review. This guidance is useful to estab-
lishing an internal control environment that 
reduces the risk of errors and misconduct, as 
well as exploring and correcting deficiencies 
when that environment fails.

What Are Internal Controls?

Internal controls are management’s poli-
cies and procedures to protect the company’s 
assets. Internal control over financial report-
ing, in particular, refers to those internal 
controls that are designed to ensure the reli-
ability of  financial reporting and preparation 
of  financial statements in compliance with 
GAAP.1 Section 13(b)(2)(B) of  the Securities 
Exchange Act of  1934 (the “Exchange Act”) 
requires public companies to design and imple-
ment internal control over financial reporting 
to provide reasonable assurance that corporate 
transactions are properly authorized, executed, 
and recorded, and that assets are appropriately 
accounted for.

Beginning with a public company’s second 
annual report on Form 10-K, it is required under 
Rule 13a-15 or Rule 15d-15 to include a man-
agement report on the effectiveness of the com-
pany’s internal control over financial reporting 
as of the end of the fiscal year. Subject to excep-
tions for smaller and “emerging growth” com-
panies, most filers are also required to include 
in their annual reports on Form 10-K an audi-
tor attestation of management’s assessment of 
internal control over financial reporting.

9 Key Questions for the Audit Committee to Ask in Oversight of Internal 
Controls
1. Does this investigation suggest potential 
internal control deficiencies?
2. To what extent can the audit committee’s 
investigation involve management and internal 
audit?

6. If  a whistleblower is involved, what are our 
obligations to the whistleblower? What steps 
should we take to protect the whistleblower? 
What is our communication plan for updating 
the whistleblower?

3. How should we address the legitimate interests 
of the independent auditor in connection with 
an investigation involving internal controls? 
What form should communications with the 
independent auditor take?

7. Have we considered whether any identified 
control deficiencies impact additional financial 
statements areas?

4. How often should our audit committee provide 
updates on the investigation with the rest of 
the board? What factors should we consider in 
crafting our reports to the board?

8. What will the company disclose with respect 
to (1) the results of the internal investigation 
and (2) any internal control failures? Will these 
disclosures be made concurrently or separately?

5. Do we have a control or blockholder 
shareholder with an interest in the investigation? 
If  so, how do we handle inquiries from significant 
ownership interests?

9. What is the plan for remediating any control 
deficiencies, and how can the audit committee 
fulfill its oversight role in implementation of 
remedial efforts?
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Companies expend a significant amount 
of work and resources to design, implement, 
and maintain effective internal controls. Well-
maintained controls can protect corporate 
assets and enable a company to report financial 
results accurately. In assessing and reporting on 
effectiveness of controls, most companies use 
the Committee of Sponsoring Organizations 
of the Treadway Commission (COSO) Internal 
Control—Integrated Framework for assessing 
internal controls, which identifies five integrated 
components: control environment, risk assess-
ment, control activities, information and com-
munication, and monitoring activities.

Audit committees play a key role in quiz-
zing the internal audit team and independent 
auditor to understand and be confident of the 
sufficiency of internal controls and whether 
appropriate resources are available for their 
design and implementation. The audit commit-
tee can also strongly influence the “tone at the 
top” for the company’s commitment to ethical 
values, integrity, and competence as evidenced 
through management’s leadership in these areas. 
The audit committee can observe and help set 
tone at the top through its communications, 
including executive sessions, with management, 
internal audit, and the independent auditor.

SEC Focus on Internal Controls

The SEC has taken several recent actions that 
highlight internal control failures and demon-
strate the importance of considering internal 
controls as a regular practice and in conducting 
internal investigations.

Internal Investigation Take One: Self-
Reporting and Remediation May Pay Off

In December 2018, the SEC filed a settled 
enforcement action against The Hain Celestial 
Group, Inc. over inadequate documentation of 
and accounting for end of quarter sales incen-
tives. 2 The SEC found that the company had 
violated Section 13(b)(2)(B) of the Exchange 

Act, but did not impose a monetary penalty in 
light of the company’s extensive cooperation 
with the investigation, including self-reporting 
and remediation efforts. Although Hain’s self-
reporting to the SEC was appropriate and ben-
eficial to the company in this case, there may be 
instances involving nonmaterial conduct where 
self-reporting is not necessary, though remedia-
tion should be considered in such circumstances.

During the audit committee’s investigation, 
Hain expanded the scope of the initial inter-
nal accounting review to analyze previously 
issued financial statements in order to identify 
other potential errors. It disclosed material 
weaknesses in internal control over financial 
reporting, including an ineffective control 
environment and ineffective controls related 
to revenue recognition. Although the material 
weaknesses resulted only in immaterial errors in 
prior period financial statements, Hain’s reme-
dial measures included significant and costly 
organizational changes, such as hiring compli-
ance staff  and establishing an internal audit 
function, and changes to its revenue recognition 
practices and training. Hain eventually filed its 
annual report on Form 10-K for fiscal year 2016 
in June 2017, almost a year after initiating the 
internal investigation.

This internal investigation demonstrates how 
an audit committee investigation can work in 
tandem with an internal accounting review. 
Hain’s audit committee investigation proceeded 
simultaneously with the internal accounting 
review, although the audit committee review 
concluded first. In the process, the scope of the 
internal accounting review was expanded, and 
resulted in identification of multiple material 
weaknesses in internal control over financial 
reporting.

Internal Investigation Take Two: 
Investigating Tone at the Top

Also, in December 2018, the SEC’s action 
against Hertz Global Holdings and Hertz 
Corporation (Hertz) provides another exam-
ple of an audit committee investigation that 
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touches on internal controls. In June 2014, the 
audit committee concluded that the company’s 
2011 financial statements could no longer be 
relied upon and must be restated.3 At the same 
time, the audit committee commenced both a 
management review of financial records for 
prior fiscal years, and an internal investigation, 
with the participation of its independent coun-
sel, into certain accounting matters. Important 
aspects of internal control and the interests 
of stakeholders were clearly in focus, as Hertz 
stated its audit committee was “looking into 
the tone at the top influence and the involve-
ment and oversight that members of the Hertz 
organization may have had on those potential 
errors.”4 Notably, Hertz had hired a new CFO 
shortly before the accounting issues were iden-
tified, and he led the process of implementing 
new procedures and controls and strengthen-
ing the accounting and finance departments. 
During the investigation, in August 2014 Hertz 
announced the departure and replacement of 
its lead independent director and in September 
2014 announced the departure and replacement 
of its CEO.

In July 2015, Hertz restated its financial 
results for 2012, 2013, and prior periods, reduc-
ing previously reported pretax income by $235 
million. The restatement identified 17 areas 
with material accounting errors across the com-
pany’s business units and identified numerous 
material weaknesses in internal controls across 
four of the five COSO framework components. 
The company acknowledged that “an incon-
sistent and sometimes inappropriate tone at 
the top” had existed and may have contributed 
to errors, misstatements, and omissions.5 In 
December 2018, the SEC announced a settled 
enforcement action against Hertz alleging viola-
tions of the nonfraud and internal control pro-
visions of the federal securities laws. Based on 
these and other alleged violations, Hertz paid 
a civil monetary penalty in the amount of $16 
million.6 Following the conclusion of the SEC 
investigation, news outlets reported that Hertz 
is attempting to claw back at least $70 million 
of incentive compensation from senior execu-
tives who led the company during the period 
investigated.

The Hertz audit committee’s internal investi-
gation proceeded in parallel with a management 
review of financial records and utilized outside 
counsel. The company also reported that its 
counsel received assistance from outside consul-
tants and new internal accounting and compli-
ance personnel. In this situation, the investigation 
likely benefitted from the presence and participa-
tion of new members of management who were 
not the subject of the internal investigation.

Cyber Fraud and Internal Controls

The SEC’s October 2018 report of an inves-
tigation of nine public company victims of 
cyber-related frauds highlighted that falling 
victim to these frauds could demonstrate insuf-
ficient internal controls.7 Each of the companies 
investigated lost at least $1 million, and the nine 
companies together lost nearly $100 million, 
through frauds involving email impersonation 
of senior management officials or vendors. The 
SEC’s report noted that the frauds succeeded, 
at least in part, because of deficient payment 
authorization procedures, deficient verification 
requirements for vendor information changes, 
the responsible personnel’s insufficient under-
standing of company controls, or the respon-
sible personnel’s failure to recognize suspicious 
email correspondence.

In focusing on these examples, the SEC 
alerted companies that internal accounting con-
trols, including training employees on proper 
implementation of those controls, are critical 
in detecting and protecting against these frauds. 
The SEC reported that, after falling victim to 
these frauds, the companies involved sought 
to enhance their payment authorization proce-
dures and verification requirements for vendor 
information, as well as taking steps to bolster 
account reconciliation procedures and outgo-
ing payment notification processes. Although 
the SEC did not impose fines and the amounts 
lost were generally not material to the compa-
nies involved, the internal reviews of the fail-
ures, remedial actions, and responses to the SEC 
investigation were all significant burdens to 
those companies.
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Establishing “Tone” and “Controls”

Long before engaging in oversight of an 
investigation, a “best in class” audit committee 
can set the stage proactively, by ensuring that 
the company communicates high ethical expec-
tations internally, together with implementing 
internal controls that fulfill those expectations. 
Ideally, the tone at the top communicates that 
it is not just “what” the company does in terms 
of financial performance, but “how” it conducts 
business in accordance with the highest ethical 
standards.8

One tool for the audit committee to probe 
tone at the top is through its communications 
with management, internal audit, and the inde-
pendent auditor, including through regular 
separate sessions with each of these constitu-
encies. With management, the audit committee 
can observe the tone for itself: Is management 
focused on the long-term success of the com-
pany and not aggressive means to meet analyst 
expectations every quarter? Is the audit com-
mittee comfortable with management’s level of 
risk tolerance for the company? Are there well-
developed means of communications within the 
company to allow concerns to be reported up, 
including through anonymous employee surveys 
and the whistleblower complaint processes?

Is the tone at the top, as expressed by manage-
ment, reflected in the attitude toward internal 
controls and financial reporting? The commit-
tee should ensure that there is an appropriate 
level of trust and respect between the commit-
tee and the internal audit function to encourage 
open discussion of areas of concern. Auditing 
standards require the independent auditor to 
communicate certain information to the audit 
committee, which can be an important source 
of information on internal controls.

The audit committee’s oversight of enterprise 
risk management (ERM) may be another chan-
nel through which it can test tone at the top. In 
reviewing management’s reports on key com-
pany risks identified through the ERM process, 
the committee may want to consider identified 
risks in combination to consider whether they 

raise a red flag for overall corporate culture, as 
influenced by tone at the top.

Ideally, these efforts can help reduce the risk 
of errors and misconduct. When allegations of 
impropriety result in an internal investigation 
by the audit committee it provides an opportu-
nity to identify and address any internal control 
failures.

Key Questions for the Audit 
Committee to Ask in Internal 
Investigations to Identify and Address 
Internal Control Failures

Although the primary goal of an internal 
investigation is to determine whether misconduct 
has occurred and, if  so, the responsible parties, 
an additional focus in many cases should be the 
identification of any gaps in internal controls. 
This may become a significant factor if  the SEC 
is conducting a parallel investigation, as demon-
strated in the Hain enforcement action described 
above. Although an enforcement action can be 
damaging, uncovering deficiencies and prompt 
remediation may mitigate the impact.

An internal investigation will also be watched 
closely by interested parties, including manage-
ment, the full board, the auditor, and potentially 
a whistleblower (if  a complaint prompted the 
investigation). One or more of these parties may 
also be a subject of the investigation or a mate-
rial witness. The audit committee can navigate 
these challenges by ensuring that it gets, from 
the General Counsel, CFO, or outside counsel, 
the independent auditor and financial advisors, 
the answers to nine key questions throughout 
the course of the internal investigation.

1. Does This Investigation Suggest Potential 
Internal Control Deficiencies?

Whether the underlying investigation relates 
to application of accounting rules, tone at 
the top, or employee or third-party fraud, an 
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audit committee should ask this question as 
it embarks on any internal investigation. An 
audit committee should be thoughtful about the 
underlying environment and gaps that allowed 
misconduct to occur. The SEC’s October 2018 
report regarding companies that fell victim 
to email frauds, discussed above, provides one 
example of an emerging and shifting risk that 
requires regular attention to ensure controls are 
sufficient and appropriate, including training 
for relevant personnel. The connection to con-
trol deficiencies may be obvious in some cases, 
but audit committee members should consider 
raising this question of those conducting the 
investigation, even when the initial report does 
not surface it.

2. To What Extent Can the Audit 
Committee’s Investigation Involve 
Management and Internal Audit?

The support and cooperation of management 
are important to any audit committee investi-
gation. With respect to investigations relating 
to internal controls, management can be par-
ticularly important in providing information 
regarding policies, procedures, and systems. 
Management should designate a point person 
to assist the audit committee in a support role. 
Ideally, an individual in the company’s in-house 
counsel’s office should fill the role. However, to 
maintain the independence of the investigation, 
management cannot influence or control any 
aspect of the audit committee’s work.

In many cases, there will also be an allegation 
about one or more members of management, 
and care must be taken that such individuals 
are screened from the investigation. There may 
be instances during the investigation where the 
audit committee may need to inform manage-
ment of certain information that may have a 
material impact on ongoing operations or finan-
cial reporting. These communications can be 
channeled through the point person assigned to 
the investigation.

For companies with an internal audit func-
tion, internal audit generally will have significant 

information about controls, operations, person-
nel, and the organization that will be critical 
to an investigation involving internal controls. 
Internal audit typically reports functionally to 
the audit committee to maintain independence 
and objectivity. These characteristics of internal 
audit make it a valuable resource to an inter-
nal investigation that includes internal controls 
issues. Provided internal audit is not the focus 
of the investigation and there are no conflicts, 
internal audit can serve a support role to the 
audit committee during the investigation.

As in both the Hain and Hertz examples dis-
cussed above, the audit committee may direct 
management or internal audit to conduct a 
review concurrently with the audit committee’s 
independent investigation. The audit commit-
tee, including outside counsel or consultants, 
may use information gathered by management 
or internal audit, but may also take additional 
investigative steps to confirm or oversee the 
internal review’s results.

3. How Should We Address the Legitimate 
Interests of the Independent Auditor in 
Connection with an Investigation Involving 
Internal Controls? What Form Should 
Communications with the Independent 
Auditor Take?

An independent auditor will seek informa-
tion about the investigation that is relevant 
to its charge to opine on the accuracy of the 
company’s financial statements and assess the 
adequacy of its internal controls. Auditors also 
seek information given their obligation under 
the federal securities laws to determine, and 
possibly report, if  there is an illegal act that 
has a material effect on the company’s financial 
statements.9

In addition to seeking facts from the investi-
gation, the auditor will want to be satisfied that 
the scope of the investigation is thorough and 
appropriate remedial action is taken. The audit 
committee should take steps to ensure that the 
independent auditor maintains confidence in 
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the company as it undertakes and emerges from 
an investigation. A continuing relationship of 
trust and confidence between the company and 
auditor is critical to the company’s stability.

It is common for auditors to include a forensic 
specialist from the accounting firm, with experi-
ence in investigations, to assist in its inquiries. 
Because the auditor has a legitimate need for 
information, and resisting disclosure may ham-
per the auditor’s ability to provide an opinion, 
cooperation with the auditor is important. While 
the majority view of courts is that disclosure to 
outside auditors does not waive the work prod-
uct protection, the audit committee must still 
exercise care not to waive attorney–client and 
work product privileges in sharing information.

4. How Often Should Our Audit Committee 
Provide Updates on the Investigation with 
the Rest of the Board? What Factors Should 
We Consider in Crafting Our Reports to the 
Board?

Frequency of reports to the board, as well as 
their content, will depend on the scope of the 
investigation and the anticipated time frame 
over which the investigation will take place. In 
general, an investigation involving internal con-
trols considerations may be more lengthy than 
other types of investigations, resulting in less 
frequent reports to the full board.

Another key factor to consider is whether 
there is a need for confidential treatment of 
aspects of the investigation with respect to cer-
tain other board members. For example, a CEO 
who was required in his role as CEO to oversee 
the design, implementation, and evaluation of 
internal controls may serve on the board. The 
board may also include one or more directors 
who are partners or managing directors of pri-
vate equity firms that have a significant invest-
ment in the company. A private equity director 
has dual fiduciary duties that may present a 
conflict of interest in some circumstances. The 
director typically owes a duty to investors in the 
private equity firm and owes a fiduciary duty to 

all shareholders of the company and must act 
in the best interests of the company. For exam-
ple, if  an investigation results in a restatement 
of financial statements or determination that 
a material weakness exists, concerns about the 
short-term impact on the company’s stock price 
may be more salient to a private equity director 
than to other directors.

The audit committee should be aware of the 
risk that a management director or private equity 
director may put his own or his firm’s interests 
ahead of other shareholders when issues arise 
during an investigation, such as scope, cost, 
remediation, and personnel. When such con-
cerns exist, the audit committee may decide to 
limit or carefully scope any interim reports to 
the board during the investigation. When the 
audit committee is ready to act, and potentially 
recommend board action, with respect to the 
investigation, it will need to share information 
with the full board.

In those instances where the board delegates 
an investigation to the committee, the full 
board will likely engage in active discussion of 
appropriate scope. In investigations for which 
the audit committee has authority designated 
through existing policies and procedures, such 
as whistleblower complaints, and with respect 
to engagement of counsel and experts in any 
investigation, the audit committee will have full 
discretion in approving scope and costs, and 
should maintain its independence from the rest 
of the board in making such decisions.

5. Do We Have a Control or Blockholder 
Shareholder with an Interest in the 
Investigation? If so, How Do We Handle 
Inquiries from Significant Ownership 
Interests?

In a similar vein, a private equity firm with a 
significant investment in the company may take 
an active interest in the investigation, particu-
larly one that implicates internal controls, and 
by extension, financial statements. Management 
may also be sensitive to the concerns of the 
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private equity firm. Unlike its partners who sit 
on the company’s board, the private equity firm 
owes only a fiduciary duty to its investors not to 
all shareholders of the company. Thus, the firm 
may seek information from the audit commit-
tee during the investigation or seek to influence 
certain aspects of the investigation to protect its 
interests.

The audit committee must maintain its inde-
pendence in conducting the investigation. If  a 
large shareholder such as a private equity firm 
seeks information, the audit committee should 
convey that it has the responsibility to limit its 
communications to the board and the point per-
son for management. Protecting attorney–client 
privilege is also an important consideration to 
following this practice. The private equity firm is 
still a third party even if  its investment position 
is significant. Arguably, the audit committee 
and private equity firm share a common interest 
in protecting the interests of the company that 
could preserve the privilege but a court may not 
agree depending on the substance of the com-
munication and views expressed by the firm. 
A court may conclude that the private equity 
firm’s interests were different than the interests 
of the company.

6. If a Whistleblower Is Involved, What 
Are Our Obligations to the Whistleblower? 
What Steps Should We Take to Protect 
the Whistleblower? What Is Our 
Communication Plan for Updating the 
Whistleblower?

Internal investigations may be the result of an 
allegation made by a whistleblower. Exchange-
listed company audit committees are required 
to adopt policies and procedures with respect 
to treatment of whistleblower complaints. Audit 
committees have wide latitude in crafting appro-
priate policies and procedures, but most include 
some form of anti-retaliation protections where 
the whistleblower makes his or her identity 
known. If  the identity of the whistleblower is 
known, great care must be exercised to ensure 
that the company does not take any action that 

could be construed as retaliation. The audit 
committee should inform the whistleblower that 
it takes the allegation seriously and is conduct-
ing an independent investigation.

However, consistent with the audit commit-
tee’s policies and procedures with respect to such 
complaints, the audit committee should make 
clear that the investigation is confidential and 
privileged and will not be able to share details 
with the whistleblower during the investigation. 
Because of a recent Supreme Court decision 
that will encourage whistleblowers to report 
their complaints to the SEC, the audit commit-
tee should assume that the whistleblower may 
share any communications from the audit com-
mittee with the SEC.10

To the extent possible and consistent with the 
audit committee’s policies and procedures with 
respect to such complaints, the audit committee 
should consider sharing tailored information 
with the whistleblower at the conclusion of the 
investigation, to assure the whistleblower that 
the allegation has been thoroughly investigated 
and responsive action, if  warranted, has been 
taken.

7. Have We Considered Whether Any 
Identified Control Deficiencies Impact 
Additional Financial Statement Areas?

For example, if  a deficiency is identified related 
to the sufficiency or competence of a company’s 
accounting personnel due to a misstatement 
identified in a complex area of GAAP, manage-
ment should consider whether it is reasonably 
possible that similar misstatements could occur 
in other areas of GAAP for the same reason.11 
The guidance is useful for internal investiga-
tions, in part to help determine whether particu-
lar issues are isolated or more pervasive.

The audit committee should include this 
question on its agenda for periodic update meet-
ings during the investigation. Where the audit 
committee has already retained an independent 
accounting or forensic expert to assist, such 
experts may be of value in identifying similar 
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GAAP issues once a particular GAAP issue has 
been identified.

8. What Will the Company Disclose with 
Respect to (1) the Results of the Internal 
Investigation and (2) Any Internal Control 
Failures? Will These Disclosures Be Made 
Concurrently or Separately?

Public company disclosure obligations, includ-
ing both periodic and current reporting require-
ments, and securities exchange listing standards, 
may require a company to disclose information 
about the results of an internal investigation. In 
particular, a delay in filing a required quarterly 
or annual periodic report or a conclusion that 
previously issued financial statements cannot be 
relied upon gives rise to specific disclosure obli-
gations. Even if  a specific disclosure obligation 
is not triggered by the internal investigation, 
a company may determine that the fact of an 
internal investigation is material information 
that should or must be disclosed to investors.

When there is not a relevant external disclo-
sure deadline, the company may determine, in 
consultation with legal counsel, that it can delay 
disclosure until the investigation has concluded. 
Factors to consider in determining the timing 
and level of disclosure include specific disclo-
sure obligations, such as Form 12b-25, Form 
10-K, and Form 8-K requirements, the status of 
any related external investigations, and investor 
relations concerns. In the Hain and Hertz exam-
ples, the companies disclosed the investigations 
early in the process due to specific reporting 
requirements and provided updates periodically.

In addition, management’s report on internal 
control over financial reporting cannot conclude 
that internal control is effective if  there are one or 
more material weaknesses as of the assessment 
date. The goal of material weakness disclosure 
is to go beyond the mere existence of a material 
weakness, to allow for investors to understand 
the cause of the deficiency or deficiencies and 
to assess its potential impact on the company’s 
financial reporting. If  an internal investigation 

identifies one or more material weaknesses that 
require disclosure in management’s report, the 
report may also provide additional disclosure 
regarding the internal investigation. In review-
ing management’s report, the audit committee 
should consider the following:

• Does the disclosure allow an investor to 
understand what went wrong in the control 
that resulted in a material weakness?

• Is it sufficiently clear from the disclosure what 
the impact of each material weakness is on the 
company’s financial statements? For example, 
is the material weakness pervasive or isolated 
to specific accounts or disclosures?

• Are management’s plans to remediate the 
material weakness sufficiently clear? For 
example, does disclosure of the remediation 
plans provide sufficient detail that an investor 
would understand what management’s plans 
are and how the remediation plans would 
address the identified material weakness?12

9. What Is the Plan for Remediating Any 
Control Deficiencies, and How Can the 
Audit Committee Fulfill Its Oversight Role 
in Implementation of Remedial Efforts?

Securities laws task management with design, 
implementation, and assessment of internal 
controls. Although the audit committee’s inves-
tigation may include investigation into inter-
nal controls and may result in identification 
of control deficiencies, including significant 
deficiencies and material weaknesses, the audit 
committee’s role remains one of oversight. In 
working with management on any remediation 
plans following an investigation, the audit com-
mittee should consider how best to fulfill its 
oversight role.

During or in response to the results of an 
investigation touching on internal controls, 
the audit committee may take one or more of 
several actions, including recommending that 
the board appoint new executive leadership, 
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instructing management to engage a consultant 
to update and strengthen the control environ-
ment, or overseeing management implemen-
tation of a remediation plan. In following any 
of these or other courses, the audit committee 
should consider implementing a specific plan 
for management reports to the committee dur-
ing the remediation. Reports from and meet-
ings with management may include dashboards 
or other tools that allow the audit committee 
to understand what changes are being made 
and tasks completed, and the impacts of those 
actions.

Conclusion

Because an audit committee has oversight for 
functions that can be influenced by tone at the 
top, it has a unique opportunity to proactively 
explore whether management is encouraging a 
healthy reporting and internal control environ-
ment. An audit committee’s focus on tone at the 
top is an important aspect of financial reporting 
and risk management. Ideally, a positive tone 
can reduce the risk of errors and misconduct 
impacting financial reporting. When things go 
wrong, the audit committee may find itself  in 
charge of an internal investigation, providing 
another opportunity to focus on the company’s 
tone at the top, including its impact on the inter-
nal control environment.

A thorough review of internal controls not 
only aids in answering the questions of how and 
why certain conduct occurred, but is essential 
to remediation and mitigation of risk. Because 
of the number of stakeholders and their respec-
tive interests, great care should be exercised by 
the audit committee in managing the interests 
to preserve credibility, independence, and the 
attorney–client and work product privileges. 
Being mindful of these issues will contribute 
to an effective resolution of the matters under 
investigation, as well as preventing similar mat-
ters from arising in the future.

Notes
1. For an excellent explanation of internal controls, see the 
Center for Audit Quality’s recently updated Guide to Internal 
Control Over Financial Reporting, available at https://www.
thecaq.org/guide-internal-control-over-financial-reporting/.

2. In the Matter of The Hain Celestial Group, Inc., AP File 
No. 3-18921 (December 11, 2018).

3. Hertz Global Holdings, Inc., The Hertz Corporation, 
Current Report on Form 8-K (June 6, 2014).

4. Hertz Global Holdings, Inc., The Hertz Corporation, 
Current Report on Form 8-K (November 14, 2014).

5. The Hertz Corporation, Annual Report on Form 10-K 
for the year ended December 31, 2014 (July 16, 2015).

6. In the Matter of Hertz Global Holdings, Inc. et al., AP 
File No. 3-189645 (December 31, 2018).

7. Report of Investigation Pursuant to Section 21(a) of the 
Securities Exchange Act of 1934 Regarding Certain Cyber-
Related Frauds Perpetrated Against Public Companies 
and Related Internal Accounting Controls Requirements, 
Exchange Act Release No. 84429 (October 16, 2018).

8. See National Association of Corporate Directors, 
Report of the NACD Blue Ribbon Commission on Culture 
as a Corporate Asset (2017).

9. Section 10A of the Exchange Act requires reporting by 
auditors to the SEC when, during the course of a finan-
cial audit, an auditor detects likely illegal acts that have 
a material impact on the financial statements and appro-
priate remedial action is not being taken by management 
or the board of directors. If  the auditor determines that 
appropriate remedial actions are not taken with respect to 
an illegal act and makes certain other determinations, it 
may be required to resign from the engagement or make a 
report to the SEC and may have professional obligations to 
withdraw previously issued reports. 15 U.S.C. 78j-1.

10. Digital Realty Trust, Inc. v. Somers, No. 16-1276 
(U.S. Feb. 21, 2018) (the anti-retaliation provision of the 
2010 Dodd–Frank Wall Street Reform and Consumer 
Protection Act does not extend to an individual who has 
not reported a violation of the securities laws to the SEC).

11. Remarks by Tom W. Collens, Professional Accounting 
Fellow, 2018 AICPA Conference on Current SEC and 
PCAOB Developments, December 10, 2018.

12. Remarks by Emily L. Fitts, Professional Accounting 
Fellow, 2018 AICPA Conference on Current SEC and 
PCAOB Developments, December 10, 2018. See also 
Commission Guidance Regarding Management’s Report on 
Internal Control Over Financial Reporting Under Section 
13(a) or 15(d) of the Securities Exchange Act of 1934, 
Release No. 33-8810 (June 20, 2007), at 38–39.

https://www.thecaq.org/guide-internal-control-over-financial-reporting/
https://www.thecaq.org/guide-internal-control-over-financial-reporting/

