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SECURITY BREACH NOTIFICATION CHART

This chart provides information regarding security breach notification legislation which has been enacted
in U.S. jurisdictions. The pioneering statute on this issue, California's Security Breach Notification Act, is
often used as a model for other state statutes.

Following this chart is a brief listing of the effective dates of security breach notification legislation.

ALASKA
ALASKA STAT. § 45.48.010

H.B. 65 (signed into law June
13, 2008, Chapter 92 SLA 08)

Effective July 1, 2009

Application. Any person, governmental agency or person with more
than 10 employees (collectively, "Entity") that owns or licenses Pl in
any form in AK that includes Pl on a AK resident.

e The provisions governing maintenance of PI that the Entity
does not own appear applicable to any Entity maintaining
information on AK residents, whether or not the Entity
conducts business in AK.

Security Breach Definition.  An unauthorized acquisition or
reasonable belief of unauthorized acquisition of Pl that compromises
the security, confidentiality, or integrity of the Pl maintained by the
Entity. Acquisition includes acquisition by photocopying, facsimile, or
other paper-based method; a device, including a computer, that can
read, write, or store information that is represented in numerical form;
or a method not identified in this paragraph.

e Good faith acquisition of Pl by an employee or agent of the
Entity for a legitimate purpose of the Entity is not a breach of
the security of the information system if the employee or agent
does not use the Pl for a purpose unrelated to a legitimate
purpose of the Entity and does not make further unauthorized
disclosure of the PI.

Notification Obligation. Any Entity to which the statute applies shall
disclose the breach to each AK resident whose Pl was subject to the
breach after discovering or being notified of the breach.

e Notification is not required if, after an appropriate
investigation and after written notification to the AG of AK,
the Entity determines that there is not a reasonable likelihood
that harm to the consumers whose Pl has been acquired has
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resulted or will result from the breach. The determination shall
be documented in writing and the documentation shall be
maintained for five years.

Third Party Data Notification. If a breach of the security of the
information system containing Pl on an AK resident that is maintained
by an Entity that does not own or have the right to license the PI
occurs, the Entity shall notify the Entity that owns or licensed the use
of the PI about the breach and cooperate as necessary to allow the
Entity that owns or licensed the use of the Pl to comply with the
statute.

Timing of Notification. The disclosure shall be made in the most
expeditious time possible and without unreasonable delay consistent
with any measures necessary to determine the scope of the breach and
to restore the reasonable integrity of the information system.

Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when the data element is not encrypted,
redacted or is encrypted and the encryption key has been accessed or
acquired:

e SSN;
e Number on a driver license issued or number on a state ID;

e Financial account number or credit or debit card number in
combination with any required security code, access code or
password that would permit access to the individual's financial
account;

Pl does not include publicly available information that is lawfully
made available to the general public from the federal, state or local
government.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written Notice;
e Telephonic Notice;

e Electronic notice if the Entity's primary method of
communication with the AK resident is by electronic means or
is consistent with the provisions regarding electronic records
and signatures set forth in 15 United States Code § 7001 (E-
SIGN Act).

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;

206.359.6104), or Lindsay Dickston (Idickston@perkinscoie.com; 206.359.6279).
91004-2316.0003/LEGAL13997061.12




Substitute Notice Available. If the Entity can demonstrate that the
cost of providing notice will exceed $150,000 or that the affected class
of persons to be notified exceeds 300,000. Substitute notice shall
consist of all of the following:

e Email notice if the Entity has email addresses for the state
resident subject to the notice;

e Conspicuous posting of the notice on the Web site of the
Entity if the Entity maintains one;

¢ Notification to major statewide media.
Penalties.

e An Entity that is a governmental agency which violates this
statute is liable to the state for a civil penalty of up to $500 for
each state resident who was not notified, but the total penalty
may not exceed $50,000; and may be enjoined from further
violations.

e An Entity that is not a governmental agency which violates
this statute is liable to the state for a civil penalty of up to $500
for each state resident who was not notified, but the total civil
penalty may not exceed $50,000.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made after the law enforcement agency determines that
notification will no longer impede the investigation.

¢ Notification of Consumer Reporting Agencies. If an Entity is
required to notify more than 1,000 AK residents of a breach,
the Entity shall also notify without unreasonable delay all
consumer credit reporting agencies that compile and maintain
files on consumers on a nationwide basis and provide the
agencies with the timing, distribution, and content of the
notices to AK residents. Entities subject to the Gramm-Leach-
Bliley Financial Modernization Act are exempt from this
requirement and are not required to notify consumer reporting
agencies.

e Statute does not permit waiver by contract or other means.
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ARIZONA
ARIZ. REV. STAT. § 44-7501

S.B. 1338 (signed into law
April 26, 2006, Chapter 232)

Effective December 31, 2006

Application.  Any person or entity (collectively, "Entity™) that
conducts business in AZ and that owns or licenses unencrypted
computerized data that includes PI.

e The provisions governing maintenance of PI that the Entity
does not own appear applicable to any Entity maintaining
information on state residents, whether or not the Entity
conducts business in the state.

Security Breach Definition. An unauthorized acquisition of and
access to unencrypted or unredacted computerized data that materially
compromises the security or confidentiality of Pl maintained by an
Entity as part of a database of Pl regarding multiple individuals and
that causes or is reasonably likely to cause substantial economic loss to
an individual.

e Good faith acquisition of Pl by an employee or agent of the
Entity for the purposes of the Entity is not a breach of the
security system if the PI is not used for a purpose unrelated to
the Entity or subject to further willful unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies shall
notify the individuals affected when it becomes aware of an incident of
unauthorized acquisition and access to unencrypted or unredacted
computerized data that includes an individual's PI.

e Entity is not required to disclose a breach of the system if the
Entity or a law enforcement agency, after a reasonable
investigation, determines that a breach of the security of the
system has not occurred or is not reasonably likely to occur.

Third Party Data Notification. If an Entity maintains unencrypted
data that includes PI that the Entity does not own, the Entity shall
notify and cooperate with the owner or the licensee of the information
of any breach of the security of the system following discovery of the
breach without unreasonable delay. Cooperation shall include sharing
information relevant to the breach of the security of the system with
the owner or licensee. The person or entity that owns or licenses the
computerized data shall provide notice to the individual. The Entity
that maintained the data under an agreement with the owner or licensee
is not required to provide notice to the individual unless the agreement
stipulates otherwise.

Timing of Notification. The disclosure shall be made in the most
expedient manner possible and without unreasonable delay consistent
with any measures necessary to determine the nature and scope of the
breach, to identify the individual affected or to restore the reasonable
integrity of the data system.
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Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when the data element is not encrypted,
redacted or secured by any other method rendering the element
unreadable or unusable:

e SSN;

e Number on a driver license issued pursuant to § 28- 3166 or
number on a nonoperating 1D license issued pursuant to § 28-
3165;

e Financial account number or credit or debit card number in
combination with any required security code, access code or
password that would permit access to the individual's financial
account;

Pl does not include publicly available information that is lawfully
made available to the general public from the federal, state or local
government.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written Notice;
e Telephonic Notice;

e Electronic notice if the Entity's primary method of
communication with the individual is by electronic means or is
consistent with the provisions regarding electronic records and
signatures set forth in P.L. 106-229; 114 Stat. 464; 15 United
States Code § 7001 (E-SIGN Act) (Note that this does not
necessarily require compliance with the E-SIGN Act).

Substitute Notice Available. If the Entity can demonstrate that the
cost of providing notice will exceed $50,000 or that the affected class
of persons to be notified exceeds 100,000. Substitute notice shall
consist of all of the following:

e Email notice if the Entity has email addresses for the
individuals subject to the notice;

e Conspicuous posting of the notice on the Web site of the
Entity if the Entity maintains one;

¢ Notification to major statewide media.
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Exception: Compliance with Other Laws

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

e GLBA. The provisions of this statute shall not apply to any
Entity who is subject to the provisions of Title V of the
Gramm-Leach-Bliley Act of 1999, Pub. L. No. 106-102.

e HIPAA Covered Entities. A provider of health care, health
care service plan, health insurer, or a covered entity governed
by the medical privacy and security rules issued by the federal
Department of Health and Human Services, Parts 160 and 164
of Title 45 of the Code of Federal Regulations, established
pursuant to the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) shall be deemed in
compliance with this chapter.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made after the law enforcement agency determines that
notification will no longer impede the investigation.

e AG Enforcement. The AG may seek actual damages for
willful and knowing violations, as well as a civil penalty not to
exceed $10,000 per breach or series of similar breaches.

ARKANSAS Application. Any person, business or state agency (collectively,
ARK. CODE ANN. 8§ 4-110- "Entity") that acquires, owns, or licenses computerized data that
103—i08. ' includes PI.

S.B. 1167 (signed into law e The provisions governing maintenance of Pl are applicable to
March 31, 2005, Act 1526) any Entity maintaining information on AR residents, whether

or not organized or licensed under the laws of AR.

Effective August 12, 2005 . . . L
Security Breach Definition.  An unauthorized acquisition of

computerized data that compromises the security, confidentiality, or
integrity of PI maintained by an Entity.

e Good faith acquisition of Pl by an employee or agent of the
Entity for the legitimate purposes of the Entity is not a breach
of the security system if the PI is not otherwise used or subject
to further unauthorized disclosure.
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Notification Obligation. Any Entity to which the statute applies shall
disclose any breach of the security of the system following discovery
or notification of the breach of the security system to any resident of
AR whose unencrypted Pl was, or is reasonably believed to have been,
acquired by an unauthorized person.

e Notification not required if after a reasonable investigation the
Entity determines there is no reasonable likelihood of harm to
consumers.

Third Party Data Notification. If an Entity maintains computerized
data that includes PI that the Entity does not own that Entity shall
notify the owner or licensee of the information of any breach of the
security of the system immediately following discovery if the Pl was,
or is reasonably believed to have been, acquired by an unauthorized
person.

Timing Notification. The disclosure shall be made in the most
expedient time and manner possible and without unreasonable delay,
subject to any measures necessary to determine the scope of the breach
and to restore the reasonable integrity of the data system.

Personal Information Definition. An individual's first name, or first
initial and his or her last name in combination with any one or more of
the following data elements when either the name or the data element
is not encrypted or redacted:

e SSN;
e Driver's license number or AR ID card number;

e Account number, credit card number, or debit card number in
combination with any required security code, access code, or
password that would permit access to an individual's financial
account; and

e Medical information (any individually identifiable
information, in electronic or physical form, regarding the
individual's medical history or medical treatment or diagnosis
by a health care professional).

Pl does not include any publicly available directories containing
information an individual has voluntarily consented to have publicly
disseminated or listed, such as name, address, or telephone number.

Notice Required. Notice of breach may be provided by one of the
following methods:

e Written notice;
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e Electronic mail notice if the notice provided is consistent with
the provisions regarding electronic methods and signatures set
for in P.L. 106-229; 114 Stat. 464; 15 United States Code §
7001 (E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, or that the affected class
of persons to be notified exceeds 500,000, or the Entity does not have
sufficient contact information. Substitute notice shall consist of all of
the following:

e Email notice when the Entity has an email address for the
subject persons;

e Conspicuous posting of the notice on the Web site of the
Entity if the Entity maintains a Web site; and

e Notification by statewide media.

Exception: Own Notification Policy. Any Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and is otherwise consistent with the timing
requirements of the statute shall be deemed to be in compliance with
the notification requirements of the statute if the Entity notifies
affected persons in accordance with its policies in the event of a
security breach.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made after the law enforcement agency determines that
notification will no longer impede the investigation.

e AG Enforcement available.

CALIFORNIA
CAL. CIv. CoDE 8§ 1798.82

S.B. 1386 (signed into law
September 25, 2002)

Effective July 1, 2003

Application. Any person, business, or state agency (collectively,
"Entity") that does business in CA and owns or licenses computerized
data that contains PI.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on CA residents, whether or not the Entity
conducts business in CA.

Security Breach Definition.  An unauthorized acquisition of
computerized data that compromises the security, confidentiality, or
integrity of Pl maintained by the Entity.
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e Good faith acquisition of Pl by an employee or agent of the
Entity for the purposes of the Entity is not a breach of the
security of the system, provided that the PI is not used or
subject to further unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies shall
disclose any breach of the security of the system following discovery
or notification of the breach in the security of the data to any CA
resident whose unencrypted Pl was, or is reasonably believed to have
been, acquired by an unauthorized person.

Third Party Data Notification. If an Entity maintains computerized
data that includes PI that the Entity does not own, the Entity must
notify the owner or licensee of the information of any breach of the
security of the data immediately following discovery, if the Pl was, or
is reasonably believed to have been, acquired by an unauthorized
person.

Timing of Notification. The disclosure shall be made in the most
expedient time possible and without unreasonable delay, consistent
with any measures necessary to determine the scope of the breach and
restore the reasonable integrity of the data system.

Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when either the name or the data elements are
not encrypted:

e SSN;
e Driver's license number or CA ID card number;

e Account number, credit or debit card number, in combination
with any required security code, access code, or password
(e.g., a PIN) that would permit access to an individual's
financial account;

e Medical information (any information regarding an
individual's medical history, mental or physical condition, or
medical treatment or diagnosis by a health care professional);
or

e Health insurance information (an individual's health insurance
policy number or subscriber ID number, any unique identifier
used by a health insurer to identify the individual, or any
information in an individual's application and claims history,
including any appeals records).
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Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice;

e Electronic notice, if the notice provided is consistent with the
provisions regarding electronic records and signatures set forth
in P.L. 106-229; 114 Stat. 464; 15 United States Code § 7001
(E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, or that the affected class
of subject persons to be notified exceeds 500,000, or the Entity does
not have sufficient contact information. Substitute notice shall consist
of all of the following:

e Email notice when the Entity has an email address for the
subject persons;

e Conspicuous posting of the notice on the Entity's Web site
page, if the Entity maintains one;

¢ Notification to major statewide media.

Exception: Own Notification Policy. Any Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and is otherwise consistent with the timing
requirements of the statute shall be deemed in compliance with the
notification requirements of the statute if it notifies subject persons in
accordance with its policies in the event of a security breach.

Other Key Provisions:

e Delay for Law Enforcement. Notification may be delayed if
the law enforcement agency determines that the notification
will impede a criminal investigation. The notification required
by the statute shall be made after the law enforcement agency
determines that it will not compromise the investigation.
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COLORADO

CoLO. REV. STAT. ANN. § 6-1-
716

H.B. 1119 (signed into law
April 24, 2006)

Effective September 1, 2006

Application. An individual or a commercial entity (collectively,
"Entity") that conducts business in CO and that owns or licenses
computerized data that includes PI.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on CO residents, whether or not the Entity
conducts business in CO.

Security Breach Definition.  An unauthorized acquisition of
unencrypted computerized data that compromises the security,
confidentiality, or integrity of Pl maintained by an Entity.

e Good faith acquisition of Pl by an employee or agent of an
Entity for the purposes of the Entity is not a breach of the
security of the system if the PI is not used for or is not subject
to further unauthorized disclosure.

Notification Obligation. An Entity that conducts business in CO and
that owns or licenses computerized data that includes Pl about a
resident of CO shall, when it becomes aware of a breach of the security
of the system, give notice as soon as possible to the affected CO
resident.

e Notification not required if after a good faith, prompt and
reasonable investigation, Entity determines that misuse of Pl
about a CO resident has not occurred and is not likely to occur.

Third Party Data Notification. If an Entity maintains computerized
data that includes PI that the Entity does not own or license the Entity
shall give notice to and cooperate with the owner or licensee of the
information of any breach of the security system immediately
following discovery of a breach, if misuse of Pl about a CO resident
occurred or is likely to occur. Cooperation includes sharing with the
owner or licensee information relevant to the breach; except that such
cooperation shall not be deemed to require the disclosure of
confidential business information or trade secrets.

Timing of Notification. Notice shall be made in the most expedient
time possible and without unreasonable delay, consistent with any
measures necessary to determine the scope of the breach and to restore
the reasonable integrity of the computerized data system.

Personal Information Definition. A CO resident's first name or first
initial and last name in combination with any one or more of the
following data elements that relate to the resident, when the data
elements are not encrypted, redacted, or secured by any other method
rendering the name or the element unreadable or unusable:
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e SSN;
e Driver's license number or other ID card number;

e Account number or credit card or debit card number, in
combination with any required security code, access code, or
password that would permit access to a financial account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records or widely distributed media.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice to postal address listed in the Entity's records;
e Telephonic notice;

e Electronic notice, if a primary means of communication by the
Entity with a Colorado resident is by electronic means or the
notice provided is consistent with the provisions regarding
email records and signatures set forth in P.L. 106-229; 114
Stat. 464; 15 United States Code § 7001. (Note that this does
not necessarily require compliance with the E-SIGN Act).

Substitute Notice Available. If the Entity required to provide notice
demonstrates that the cost of providing notice will exceed $250,000, or
that the affected class of persons to be notified exceeds 250,000
Colorado residents, or Entity does not have sufficient contact
information to provide notice. Substitute notice shall consist of all of
the following:

e Email notice if the Entity has email addresses for the members
of the affected class of Colorado residents;

e Conspicuous posting of the notice on the Web site of the
Entity if the Entity maintains one; and

e Notification to major statewide media.

Exception: Own Notification Policy. Any Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and whose procedures are otherwise consistent
with the timing requirements of the statute shall be deemed to be in
compliance with the notice requirements of the statute if the Entity
notifies affected Colorado customers in accordance with its policies in
the event of a breach of security of the system.
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Exception: Compliance with Other Laws.

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

e GLBA. The provisions of this statute shall not apply to any
Entity who is subject to the provisions of Title V of the
Gramm-Leach-Bliley Act of 1999, Pub. L. No. 106-102.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation and the law enforcement agency has
notified the Entity that conducts business in Colorado not to
send notice required by the statute.

e Notification to Consumer Reporting Agencies. If an Entity is
required to notify more than 1000 Colorado residents of a
breach of the security of the system, the Entity shall also
notify, without unreasonable delay, all consumer reporting
agencies that compile and maintain files on consumers on a
nationwide basis, as defined by 15 U.S.C. sec. 1618a(p), of the
anticipated date of the notification to the residents and the
approximate number of residents who are to be notified. This
paragraph(d)shall not apply to a person who is subject to title
V of the federal “Gramm-Leach-Bliley Act”, 15 U.S.C. sec.
6801 et seq.

e AG Enforcement. The AG may seek direct damages and
injunctive relief.

CONNECTICUT
CONN. GEN. STAT. § 36a-701b

S.B. 650 (signed into law June
8, 2005, Public Act 05-148)

Effective January 1, 2006

Application. Any person, business or agency (collectively, "Entity")
who conducts business in CT, and who, in the ordinary course of such
Entity's business, owns, licenses or maintains computerized data that
includes PlI.

e The provisions governing maintenance of PI that the Entity
does not own appear applicable to any Entity maintaining
information on CT residents, whether or not the Entity
conducts business in CT.

Security Breach Definition. Unauthorized access to or acquisition of
electronic files, media, databases or computerized data containing PI
when access to the Pl has not been secured by encryption or by any
other method or technology that renders the P1 unreadable or unusable.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),

Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;

206.359.6104), or Lindsay Dickston (Idickston@perkinscoie.com; 206.359.6279).
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Notification Obligation. Any Entity to which the statute applies shall
disclose any breach of security following the discovery of the breach
to any CT resident whose Pl was, or is reasonably believed to have
been, accessed by an unauthorized person through such breach.

¢ Notification not required if, after an appropriate investigation
and consultation with relevant federal, state and local agencies
responsible for law enforcement, the Entity reasonably
determines that the breach will not likely result in harm to the
individuals whose PI has been acquired and accessed.

Third Party Data Notification. If an Entity maintains computerized
data that includes PI that the Entity does not own the Entity shall
notify the owner or licensee of the information of any breach of the
security of the data immediately following its discovery if the Pl was,
or is reasonably believed to have been accessed by an unauthorized
person.

Timing of Notification. The disclosure shall be made without
unreasonable delay, consistent with any measures necessary to
determine the nature and scope of the breach, to identify individuals
affected, or to restore the reasonable integrity of the data system.

Personal Information Definition. An individual's first name or first
initial and last name in combination with any one, or more, of the
following data:

e SSN;
e Driver's license number or CT ID card number;

e Account number, credit or debit card number, in combination
with any required security code, access code or password that
would permit access to an individual's financial account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state or local
government records or widely distributed media.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice;
e Telephonic notice;

e Electronic notice, provided it is consistent with the provisions
regarding electronic records and signature set forth in P.L.
106-229; 15 United States Code § 7001 (E-SIGN Act).

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;

206.359.6104), or Lindsay Dickston (Idickston@perkinscoie.com; 206.359.6279).
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Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, or that the affected class
of subject persons to be notified exceeds 500,000 persons, or the Entity
does not have sufficient contact information. Substitute notice shall
consist of all the following:

e Email notice when the Entity has an email address for the
affected persons;

e Conspicuous posting of the notice on the Web site of the
Entity if the Entity maintains one; and

e Notification to major statewide media, including newspapers,
radio and television.

Exception: Own Notification Policy. Any Entity that maintains such
Entity's own security breach procedures as part of an information
security policy for the treatment of Pl and otherwise complies with the
timing requirements of the statute, shall be deemed to be in compliance
with the security breach notification requirements of the statute,
provided such Entity notifies subject persons in accordance with such
Entity's policies in the event of a breach of security.

Exception: Compliance with Other Laws.

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed for a
reasonable period of time if a law enforcement agency
determines that the notice will impede a criminal investigation
and such law enforcement agency has made a request that
notification be delayed. Notice required by the statute must be
made after the law enforcement agency determines that
notification will no longer impede the investigation and so
notifies the Entity of such determination.

e AG Enforcement. The AG may seek direct damages and
injunctive relief.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),

Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;

206.359.6104), or Lindsay Dickston (Idickston@perkinscoie.com; 206.359.6279).

91004-2316.0003/LEGAL13997061.12




DELAWARE Application. Any individual or commercial entity (collectively,

DEL. CODE ANN. Tit. 6, "Entity") that conducts business in DE and that owns or licenses

§§ 12B-101-104. computerized data that includes PI about a resident of DE.

H.B. 116 (signed into law June e The provisions governing maintenance of PI that the Entity

28, 2005) does not own appear applicable to any Entity maintaining
information on DE residents, whether or not the Entity

Effective June 28, 2005 conducts business in DE.

Security Breach Definition.  An unauthorized acquisition of
unencrypted computerized data that compromises the security,
confidentiality, or integrity of Pl maintained by an Entity.

e Good faith acquisition of Pl by an employee or agent of an
Entity for the purposes of the Entity is not a breach of the
security of the system, provided that the PI is not used or
subject to further unauthorized disclosure.

Notification Obligation. Any Entity to which the statue applies shall,
when it becomes aware of a breach of the security of the system, notify
the affected DE resident.

¢ Notification not required if after a good faith, reasonable and
prompt investigation the Entity determines there is no
reasonable likelihood of harm to consumers.

Third Party Data Notification. An Entity that maintains
computerized data that includes PI that the Entity does not own or
license shall give notice to and cooperate with the owner or licensee of
the information of any breach of the security of the system
immediately following discovery of the breach, if misuse of Pl about a
DE resident occurred or is reasonably likely to occur. Cooperation
includes sharing with the owner or licensee information relevant to the
breach.

Timing of Notification. Notice shall be made in good faith, in the
most expedient time possible and without unreasonable delay,
consistent with any measures necessary to determine the scope of the
breach and to restore the reasonable integrity of the computerized data
system.

Personal Information Definition. A DE resident's first name or first
initial and last name in combination with any one or more of the
following data elements that relate to the resident, when either the
name or the data elements are not encrypted:

e SSN;

e Driver's license number or DE ID card number;

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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e Account number, or credit or debit card number, in
combination with any required security code, access code, or
password that would permit access to a resident's financial
account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e \Written notice;
e Telephonic notice;

e Electronic notice, if the notice provided is consistent with the
provisions regarding electronic records and signatures set forth
in P.L. 106-229; 114 Stat. 464; 15 United States Code § 7001
(E-SIGN Act).

Substitute Notice Available. If the Entity required to provide notice
demonstrates that the cost of providing notice will exceed $75,000, or
that the affected class of DE residents to be notified exceeds 100,000
residents, or the Entity does not have sufficient contact information to
provide notice. Substitute notice shall consist of all of the following:

e Email notice if the Entity has email addresses for the members
of the affected class of DE residents;

e Conspicuous posting of the notice on the Web site page of the
Entity if the Entity maintains one;

e Notice to major statewide media.

Exception: Own Notification Policy. An Entity that maintains its
own notification procedures as part of in information security policy
for the treatment of PI, and whose procedures are otherwise consistent
with the timing requirements of the statute is deemed to be in
compliance with the notice requirements of this statute if the Entity
notifies affected DE residents in accordance with its policies in the
event of a breach of security of the system.

Exception: Compliance with Other Laws.

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),

Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made without unreasonable delay and as soon as possible after
the law enforcement agency determines that notification will
no longer impede the investigation.

e AG enforcement available.

DISTRICT OF COLUMBIA
D.C.CoDE § 28-3851 70O 3853

COUNCIL BILL NO. 16-810
(signed into law March 8, 2007)

Effective March 8, 2007

Application. Any person or entity (collectively, "Entity") who
conducts business in DC, and who, in the course of such business,
owns or licenses computerized or other electronic data that includes PI.

e The provisions governing maintenance of PI that the Entity
does not own appear applicable to any Entity maintaining
information on DC residents, whether or not the Entity
conducts business in DC.

Security Breach Definition.  An unauthorized acquisition of
computerized or other electronic data, or any equipment or device
storing such data, that compromises the security, confidentiality, or
integrity of Pl maintained by the Entity.

e Acquisition of data that has been rendered secure, so as to be
unusable by an unauthorized third party, shall not be deemed
to be a breach of the security system.

e (Good faith acquisition of Pl by an employee or agent of the
Entity for the purposes of the Entity is not a breach of the
security system if the Pl is not used improperly or subject to
further unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies, and
who discovers a breach of the security system, shall promptly notify
any DC resident whose Pl was included in the breach.

Third Party Data Notification. Any Entity that maintains, handles,
or otherwise possesses computerized or other electronic data that
includes PI that the Entity does not own shall notify the owner or
licensee of the information of any breach of the security of the system
in the most expedient time possible following discovery.

Timing of Notification. The notification shall be made in the most
expedient time possible and without unreasonable delay, consistent
with any measures necessary to determine the scope of the breach and
restore the reasonable integrity of the data system.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),

Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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Personal Information Definition. Any number or code or
combination of numbers or codes, such as account number, security
code, access code, or password, that allows access to or use of an
individual's financial or credit account; or an individual's first name or
first initial and last name, or phone number, or address, and any one or
more of the following data elements:

e SSN;
e Driver's license number or DC ID card number; or
e Credit card number or debit card number.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice;

e Electronic notice, if the customer has consented to receipt of
electronic notice consistent with the provisions regarding
electronic records and signatures set forth in P.L. 106-229; 114
Stat. 464; 15 United States Code § 7001 (E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice to persons subject to the statute would exceed
$50,000, that the number of persons to receive notice under the statute
exceeds 100,000, or that the Entity does not have sufficient contact
information. Substitute notice shall consist of all of the following:

e Email notice when the Entity has an email address for the
subject persons;

e Conspicuous posting of the notice on the Web site page of the
Entity if the Entity maintains one; and

¢ Notice to major local and, if applicable, national media.

Exception: Own Notification Policy. Any Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and whose procedures are otherwise consistent
with the timing requirements of the statute shall be deemed in
compliance with the notification requirements of the statute if the
Entity provides notice, in accordance with its policies, reasonably
calculated to give actual notice to persons to whom notice is otherwise
required to be given under the statute.

¢ Notice under this section may be given by email if the Entity's
primary method of communication with the DC resident is by
email.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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Exception: Compliance with Other Laws.

e GLBA. The provisions of this statute shall not apply to any
Entity who is subject to the provisions of Title V of the
Gramme-Leach-Bliley Act of 1999, Pub. L. No. 106-102.

Other Key Provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made without unreasonable delay and as soon as possible after
the law enforcement agency determines that notification will
no longer impede the investigation.

e Notification to Consumer Reporting Agencies. If any Entity is
required to notify more than 1,000 persons of a breach of
security, the Entity shall also notify, without unreasonable
delay, all consumer reporting agencies that compile and
maintain files on consumers on a nationwide basis, as defined
by section 603(p) of the Fair Credit Reporting Act (15 U.S.C.
§ 1681a(p)), of the timing, distribution and content of the
notices. This subsection shall not apply to an Entity who is
required to notify consumer reporting agencies of a breach
pursuant to Title V of the Gramm-Leach-Bliley Act (15 U.S.C
§ 6801 et seq).

e AG Enforcement. The AG may seek direct damages and
injunctive relief.

e Statute does not permit waiver by contract or other means.

FLORIDA
FLA. STAT. § 817.5681

H.B. 481 (signed into law June
14, 2005)

Effective July 1, 2005

Application.  Any person, firm, association, joint adventure,
partnership, syndicate, corporation, and all other groups or
combinations (collectively, "Entity") who conducts business in FL and
maintains computerized data in a system that includes PI.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on FL residents, whether or not the Entity
conducts business in FL.

Security Breach Definition.  An unlawful and unauthorized
acquisition of computerized data that materially compromises the
security, confidentiality, or integrity of Pl maintained by the Entity.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al

Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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e Good faith acquisition of Pl by an employee or agent of the
Entity is not a breach of the security of the system, provided
the information is not used for a purpose unrelated to the
business or subject to further unauthorized use.

Notification Obligation. An Entity that conducts business in FL and
maintains computerized data in a system that includes PI1 shall provide
notice of any breach of the security of the system, following a
determination of the breach, to any resident of FL whose unencrypted
Pl was, or is reasonably believed to have been, acquired by an
unauthorized person.

o Notification is not required if, after an appropriate
investigation or after consultation with relevant federal, state,
and local agencies responsible for law enforcement, the Entity
reasonably determines that the breach has not and will not
likely result in harm to the individuals whose Pl has been
acquired and accessed. Such a determination must be
documented in writing and the documentation must be
maintained for 5 years.

Third Party Data Notification.  Any Entity that maintains
computerized data that includes P1 on behalf of another business entity
shall disclose to the business entity for which the information is
maintained any breach of the security of the system as soon as
practicable, but no later than 10 days following the determination, if
the PI was, or is reasonably believed to have been, acquired by an
unauthorized person. The Entity that maintains the data on behalf of
another business entity and the business entity on whose behalf the
data is maintained may agree who will provide the notice, if any is
required, provided only a single notice for each breach of the security
system shall be required. If agreement regarding notification cannot
be reached, the entity who has the direct business relationship with the
FL resident shall be subject to these provisions.

Timing of Notification.  Notification shall be made without
unreasonable delay, subject to any measures necessary to determine
the presence, nature, and scope of the breach and restore the
reasonable integrity of the system.

e Notification must be made no later than 45 days following the
determination of the breach.

Personal Information Definition. An individual's first name, first
initial and last name, or any middle name and last name, in
combination with any one or more of the following data elements
when the data elements are not encrypted:

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
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e SSN;
e Driver's license or FL ID card number;

e Account number, credit card number, or debit card number, in
combination with any required security code, access code, or
password that would permit access to an individual's financial
account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records or widely distributed media.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e \Written notice;

e Electronic notice, if the Entity has a valid email address for the
subject person and the subject person has agreed to accept
communications electronically, or if the notice provided is
consistent with the provisions regarding electronic records and
signatures set forth in P.L. 106-229; 114 Stat. 464; 15 United
States Code § 7001 (E-SIGN Act) (Note that this does not
necessarily require compliance with the E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, the affected class of
subject persons to be notified exceeds 500,000, or the Entity does not
have sufficient contact information. Substitute notice shall consist of
all of the following:

e Email notice when the Entity has an email address for the
subject persons;

e Conspicuous posting of the notice on the Web site of the
Entity, if the Entity maintains a Web site;

¢ Notification to major statewide media.

Exception: Own Notification Policy. Any Entity who maintains its
own notification procedures as part of an information security or
privacy policy for the treatment of PI, which procedures are otherwise
consistent with the timing requirements of this statute, shall be deemed
in compliance with the notification requirements of the statute if the
Entity notifies subject persons in accordance with the Entity's policies
in the event of a breach of security of the system.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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Penalties. An Entity that violates the statute in the following manner
is subject to the following administrative fines:

An Entity that fails to notify subject persons or another Entity
following the determination of a breach is liable for a fine per
breach, not to exceed $500,000, i) in the amount of $1,000 for
each day the breach goes undisclosed for up to 30 days and,
thereafter, $50,0000 for each 30-day period or portion
therefore for up to 180 days; or ii) if notification is not made
within 180 days, any Entity required to make notification who
fails to do so is subject to a fine of up to $500,000.

An Entity required to document a failure to notify affected
persons who fails to document the failure, or who, if
documentation was created, fails to maintain the
documentation for the full 5 years is liable for a fine of up to
$50,000 for such failure.

Exception: Compliance with Other Laws.

Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

Other key provisions:

Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made without unreasonable delay and as soon as possible after
the law enforcement agency determines that notification will
no longer impede the investigation.

Notification to Consumer Reporting Agencies. If an Entity
discovers circumstances requiring notification pursuant to this
section of more than 1,000 persons at a single time, the Entity
shall also notify, without unreasonable delay, all consumer
reporting agencies that compile and maintain files on
consumers on a nationwide basis, as defined in 15 U.S.C. s.
1681a(p), of the timing, distribution, and content of the
notices.

Department of Legal Affairs (DLA) Enforcement. Allows the
DLA to assess and collect the fines provided under the statute.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),
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GEORGIA

GA. CODE ANN. 88 10-1-911-
912.

S.B. 230 (signed into law May
5, 2005)

Effective May 5, 2005

Application. Any person or entity who, for monetary fees or dues,
engages in whole or in part in the business of collecting, assembling,
evaluating, compiling, reporting, transmitting, transferring, or
communicating information concerning individuals for the primary
purpose of furnishing PI to nonaffiliated third parties, or any state or
local agency or subdivision thereof including any department, bureau,
authority, public university or college, academy, commission, or other
government entity (collectively, "Entity") that maintains computerized
data that includes PI of individuals. The statute shall not apply to any
governmental agency whose records are maintained primarily for
traffic safety, law enforcement, or licensing purposes or for purposes
of providing public access to court records or to real or personal
property information.

e The provisions governing maintenance of Pl are applicable to
any Entity maintaining information on GA residents, whether
or not organized or licensed under the laws of GA.

Security Breach Definition. An unauthorized acquisition of an
individual's computerized data that compromises the security,
confidentiality, or integrity of PI of such individual maintained by an
Entity.

e Good faith acquisition or use of Pl by an employee or agent of
an Entity for the purposes of such Entity is not a breach of the
security of the system, provided that the Pl is not used or
subject to further unauthorized disclosure.

Notification Obligation. Any Entity that maintains computerized data
that includes PI of individuals shall give notice of any breach of the
security of the system following discovery or notification of the breach
to any resident of GA whose unencrypted Pl was, or is reasonably
believed to have been, acquired by an unauthorized person.

Third Party Data Notification. If an Entity maintains computerized
data on behalf of another Entity that includes PI of individuals that the
Entity does not own shall notify the other Entity of any breach of the
security of the system within 24 hours following discovery, if the PI
was, or is reasonably believed to have been, acquired by an
unauthorized person.

Timing of Notification. The notice shall be made in the most
expedient time possible and without unreasonable delay, consistent
with any measures necessary to determine the scope of the breach and
restore the reasonable integrity, security, and confidentiality of the data
system.

This chart is for informational purposes only. It provides general information and not legal advice or
opinions regarding specific facts. For more information about security breach notification laws, or other
data security matters, please contact the Perkins Coie attorney with whom you work or Al
Gidari (agidari@perkinscoie.com; 206.359.8688), Susan Lyon (slyon@perkinscoie.com; 206.359.8002),

Barry Reingold (breingold@perkinscoie.com; 202.434.1613), Joseph Cutler (jcutler@perkinscoie.com;
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Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when either the name or the data elements are
not encrypted or redacted:

e SSN;
e Driver's license or GA ID card number;

e Account number, credit card number, or debit card number, if
circumstances exist wherein such a number could be used
without additional identifying information, access codes, or
passwords;

e Account passwords or personal ID numbers or other access
codes; or

e Any of the above items when not in connection with the
individual's first name or first initial and last name, if the
information compromised would be sufficient to perform or
attempt to perform identity theft against the person whose
information was compromised.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records.

Notice Required. Notices of breaches may be provided by one of the
following methods:

e Written notice;
e Telephone notice;

e Electronic notice, if the notice provided is consistent with the
provisions regarding electronic records and signatures set forth
in P.L. 106-229; 114 Stat. 464; 15 United States Code § 7001
(E-SIGN Act).

Substitute Notice Available. If an Entity demonstrates that the cost
of providing notice would exceed $50,000, that the affected class of
individual's to be notified exceeds 100,000, or that the Entity does not
have sufficient contact information to provide written or electronic
notice to such individuals. Substitute notice shall consist of all of the
following:

e Email notice, if the Entity has an email address for the
individuals to be notified;
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e Conspicuous posting of the notice on the Entity's Web site
page, if the Entity maintains one; and

¢ Notification to major statewide media.

Exception: Own Notification Policy. Any Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and whose procedures are otherwise consistent
with the timing requirements of the statute shall be deemed to be in
compliance with the notification requirements of the statute if it
notifies the individuals who are the subjects of the notice in
accordance with its policies in the event of a breach of the security of
the system.

Other key provisions:

o Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made without unreasonable delay and as soon as possible after
the law enforcement agency determines that notification will
no longer impede the investigation.

o Notification to Consumer Reporting Agencies. In the event an
Entity discovers circumstances requiring notification of more
than 10,000 residents of GA at one time, the Entity shall also
notify, without unreasonable delay, all consumer reporting
agencies that compile and maintain files on consumers on a
nationwide basis, as defined by 15 U.S.C. Section 1681a, of
the timing, distribution, and content of the notices.

HAWAII
H.R.S. §487N-1T0 4.

S.B. 2290 (signed into law May
25, 2006, Act 135)

Effective January 1, 2007

Application.  Any sole proprietorship, partnership, corporation,
association, or other group, however organized, and whether or not
organized to operate at a profit, including financial institutions
organized, chartered, or holding a license or authorization certificate
under the laws of HI, any other state, the US, or any other country, or
the parent or the subsidiary of any such financial institution, and any
entity whose business is records destruction, or any government
agency that collects PI1 for specific government purposes (collectively,
"Entity") that owns or licenses Pl of residents of HI in any form
(whether computerized, paper, or otherwise).

e The provisions governing maintenance of Pl are applicable to
any Entity maintaining information on HI residents, whether
or not the Entity conducts business in HI.
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Security Breach Definition. Any unauthorized access to and
acquisition of unencrypted or unredacted records or data containing Pl
where illegal use of the PI has occurred, or is reasonably likely to
occur, where such unauthorized access and acquisition creates a risk
of harm to a person. Any incident of unauthorized access to and
acquisition of encrypted records or data containing Pl along with the
confidential process or key constitutes a security breach.

e Good faith acquisition of Pl by an employee or agent of the
Entity for a legitimate purpose is not a security breach,
provided that the PI is not used for a purpose other than a
lawful purpose of the business and is not subject to further
unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies shall
provide notice to the affected person of a security breach following
discovery or notification of the breach.

Notification Obligation for Government Agencies. A government
agency shall submit a written report to the legislature within 20 days
after discovery of a security breach at the government agency that
details information relating to the nature of the breach, the number of
individuals affected by the breach, a copy of the notice of security
breach that was issued, the number of individuals to whom the notice
was sent, whether the notice was delayed due to law enforcement
considerations, and any procedures that have been implemented to
prevent the breach from reoccurring. In the event that a law
enforcement agency informs the government agency that notification
may impede a criminal investigation or jeopardize national security,
the report to the legislature may be delayed until 20 days after the law
enforcement agency has determined that notice will no longer impede
the investigation or jeopardize national security.

Third Party Data Notification. Any business located in HI or any
business that conducts business in HI that maintains or possesses
records or data containing Pl of residents of HI that the business does
not own or license, shall notify the owner or licensee of the Pl of any
security breach immediately following discovery of the breach.

Timing of Notification. The disclosure notification shall be made
without unreasonable delay, consistent with any measures necessary to
determine sufficient contact information, determine the scope of the
breach, and restore the reasonable integrity, security, and
confidentiality of the data system.

Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when either the name or the data elements are
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not encrypted:
e SSN;
e Driver's license number or HI ID card number; or

e Account number, credit or debit card number, access code, or
password that would permit access to an individual's financial
account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice to the last available address the Entity has on
record,;

e Telephonic notice, provided that contact is made directly with
the affected persons;

e Email notice, for those persons for whom an Entity has a valid
email address and who have agreed to receive communications
electronically if the notice provided is consistent with the
provisions regarding electronic records and signatures for
notices legally required to be in writing set forth in P.L. 106-
229; 114 Stat. 464; 15 United States Code § 7001 (E-SIGN
Act);

The notice shall be clear and conspicuous and shall include a
description of the following:

e The incident in general terms;
e Type of PI subject to the unauthorized access and acquisition;

e The general acts of the Entity to protect the Pl from further
unauthorized access;

e A telephone number that the person may call for further
information and assistance, if one exists; and

e Advice that directs the person to remain vigilant by reviewing
account statements and monitoring free credit reports.

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $100,000, or that the affected class
of subject persons to be notified exceeds 200,000, or if the Entity does
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not have sufficient contact information or consent to satisfy the
required notice, for only those affected persons without sufficient
contact information or consent, or if the Entity is unable to identify
particular affected persons, for only those unidentifiable affected
persons. Substitute notice shall consist of all the following:

e Email notice when the Entity has an email address for the
subject persons;

e Conspicuous posting of the notice on the Web site page of the
Entity, if one is maintained; and

¢ Notification to major statewide media.
Exception: Compliance with Other Laws

e Federal Interagency Guidance. A financial institution that is
subject to and in compliance with the Federal Interagency
Guidance Response Programs for Unauthorized Access to
Consumer Information and Customer Notice, issued on March
7, 2005, by the Board of Governors of the Federal Reserve
System, the Federal Deposit Insurance Corporation, the Office
of the Comptroller of the Currency, and the Office of Thrift
Supervision, and any revisions, additions, or substitutions
relating to said interagency guidance, shall be deemed to be in
compliance.

e HIPAA Covered Entities. A provider of health care, health
care service plan, health insurer, or a covered entity governed
by the medical privacy and security rules issued by the federal
Department of Health and Human Services, Parts 160 and 164
of Title 45 of the Code of Federal Regulations, established
pursuant to the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) shall be deemed in
compliance with this chapter.

Penalties. Subjects any Entity that violates any provisions of the
statute to penalties of not more than $2,500 for each violation.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation or jeopardize national security and
requests a delay; provided that such request is made in
writing, or the Entity documents the request
contemporaneously in writing, including the name of the law
enforcement officer making the request and the officer's law
enforcement agency engaged in the investigation. The notice
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shall be provided without unreasonable delay after the law
enforcement agency communicates to the Entity its
determination that notice will no longer impede the
investigation or jeopardize national security.

o Notification to Consumer Reporting Agencies. In the event
a business provides notice to more than one thousand persons
at one time pursuant to this section, the business shall notify
in writing, without unreasonable delay, the State of Hawaii's
office of consumer protection and all consumer reporting
agencies that compile and maintain files on consumers on a
nationwide basis, as defined in 15 U.S.C. Section 1681a(p), of
the timing, distribution, and content of the notice.

e Statute does not permit waiver by contract or other means.

e AG enforcement available.

IDAHO
IDAHO CODE 8§ 28-51-104-105

S.B. 1374 (signed into law
March 30, 2006, Chapter 258)

Effective July 1, 2006

Application. Any agency, individual or commercial entity
(collectively, "Entity") that conducts business in ID and that owns or
licenses computerized data that includes Pl about a resident of ID.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on ID residents, whether or not the Entity
conducts business in ID.

Security Breach Definition. An illegal acquisition of unencrypted
computerized data that materially compromises the security,
confidentiality, or integrity of PI for one or more persons maintained
by Entity.

e Good faith acquisition of Pl by an employee or agent of an
Entity for the purposes of the Entity is not a breach of the
security of the system, provided that the Pl is not used or
subject to further unauthorized disclosure.

Notification Obligation. An Entity to which the statue applies shall
give notice as soon as possible to the affected ID resident.

o Notification is not required if after a good faith, reasonable
and prompt investigation the Entity determines that the Pl has
not been and will not be misused.

Third Party Data Notification. An Entity that maintains
computerized data that includes PI that the Entity does not own or
license shall give notice to and cooperate with the owner or licensee of
the information of any breach of the security of the system
immediately following discovery of the breach, if misuse of Pl about
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an ID resident occurred or is reasonably likely to occur. Cooperation
includes sharing with the owner or licensee information relevant to the
breach.

Timing of Notification. Notice must be made in the most expedient
time possible and without unreasonable delay, consistent with the any
measures necessary to determine the scope of the breach, to identify
the individuals affected, and to restore the reasonable integrity of the
computerized data system.

Personal Information Definition. An ID resident's first name or first
initial and last name in combination with any one or more of the
following data elements that relate to the resident, when either the
name or the data element are not encrypted:

e SSN;
e Diriver's license number or ID card number; or

e Account number, or credit card number, in combination with
any required security code, access code or password that
would permit access to a resident's financial account.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Written notice to the most recent address the Entity has in its
records;

e Telephonic notice;

e Electronic notice, if the notice provided is consistent with the
provisions regarding electronic records and signatures set forth
in P.L. 106-229; 114 Stat. 464; 15 United States Code § 7001
(E-SIGN Act).

Substitute Notice Available. If the Entity required to provide notice
demonstrates that the cost of providing notice would exceed $25,000,
or that the number of ID residents to be notified exceeds 50,000, or
that the Entity does not have sufficient contact information to provide
notice. Substitute notice consists of all of the following:

e Email notice if the Entity has email addresses for the affected
ID residents; and

e Conspicuous posting of the notice on the Web site page of the
Entity if the Entity maintains one; and

e Notice to major statewide media.
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Exception: Own Notification Policy. Any Entity that maintains its
own notice procedures as part of an information security policy for the
treatment of PI, and whose procedures are otherwise consistent with
the timing requirements of the statute is deemed to be in compliance
with the notice requirements if the Entity notifies affected ID residents
in accordance with its policies in the event of a breach of security of
the system.

Exception: Compliance with Other Laws.

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state regulator is sufficient for
compliance.

Penalties. Any Entity that intentionally fails to give notice in
accordance with the statute shall be subject to a fine of not more than
$25,000 per breach of the security of the system.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice required by the statute must be
made as soon as possible after the law enforcement agency
determines that notification will no longer impede the
investigation.

e Primary State Regulator Enforcement. Authorizes primary
state regulator to bring a civil action against an Entity that it
believes to have violated the statute by failing to give notice to
enforce compliance with the statute and enjoin the Entity from
further violation.

ILLINOIS

815 ILL. COMP. STAT. 530/5,
530/10, 530/12, 530/15, 530/20,
530/25

H.B. 1633 (signed into law June
16, 2005, Public Act 94-36)

Effective June 27, 2006

Application. Any data collector, which includes, but is not limited to,
government agencies, public and private universities, privately and
publicly held corporations, financial institutions, retail operators, and
any other entity that, for any purpose, handles, collects, disseminates,
or otherwise deals with nonpublic PI (collectively, "Entity") that owns
or licenses Pl concerning an IL resident.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on IL residents, whether or not the Entity conducts
business in IL.

Security Breach Definition.  An unauthorized acquisition of
computerized data that compromises the security, confidentiality, or
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integrity of Pl maintained by the Entity.

e Good faith acquisition of Pl by an employee or agent of the
Entity for a legitimate purpose of the Entity does not constitute
a security breach, provided that the P1 is not used for a purpose
unrelated to the Entity's business or subject to further
unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies shall
notify the resident at no charge that there has been a breach following
discovery or notification of the breach.

Notification Obligation for State Agencies. Any state agency that
collects Pl and has had a breach of security of the system data or
written material shall submit a report within 5 business days of the
discovery or notification of the breach to the General Assembly listing
the breaches and outlining any corrective measures that have been
taken to prevent future breaches of the security of the system data or
written material. Any agency that has submitted a report under the
statute shall submit an annual report listing all breaches of security of
the system data or written materials and the corrective measures that
have been taken to prevent future breaches

Third Party Data Notification.  Any Entity that maintains
computerized data that includes PI that the Entity does not own or
license shall notify the owner or licensee of the information of any
breach of the security of the data immediately following discovery, if
the PI was, or is reasonably believed to have been, acquired by an
unauthorized person.

Timing of Notification. The disclosure notification shall be made in
the most expedient time possible and without unreasonable delay,
consistent with any measures necessary to determine the scope of the
breach and restore the reasonable integrity, security, and
confidentiality of the data system.

Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements, when either the name or the data elements are
not encrypted or redacted:

e SSN;
e Driver's license number or IL ID card number;

e Account number or credit or debit card number, or an account
number or credit card number in combination with any
required security code, access code, or password that would
permit access to an individual's financial account.
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Pl does not include publicly available information that is lawfully
made available to the general public from federal, state, or local
government records.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e \Written notice;

e Electronic notice, if consistent with provisions regarding
electronic records and signatures for notices legally required to
be in writing as set forth in P.L. 106-229; 114 Stat. 464; 15
United States Code § 7001 (E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, or that the affected class
of subject persons to be notified exceeds 500,000, or the Entity does
not have sufficient contact information. Substitute notice shall consist
of all of the following:

e Email notice if Entity has an email address for subject persons;

e Conspicuous posting of the notice on the Entity's Web site
page if the Entity maintains one; and

¢ Notification to major statewide media.

Exception: Own Notification Policy. An Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of Pl and is otherwise consistent with timing
requirements of the statute, shall be deemed in compliance with the
notification requirements of the statute if the Entity notifies subject
persons in accordance with its policies in the event of a breach of the
security of the system data.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation and provides the Entity with a written
request of delay. Notice required by the statute must be made
without unreasonable delay and as soon as possible after the
law enforcement agency determines that notification will no
longer impede the investigation.

o Violation constitutes unlawful practice under Consumer Fraud
and Deceptive Business Practices Act.

o Statute does not permit waiver by contract or other means.
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INDIANA

IND. CODE § 24-4.9-1 TO 24-
4.9-5.

S.B. 503 (signed into law April
26, 2005, Act 503)

Effective July 1, 2006

Application. Any individual, corporation, business trust, estate, trust,
partnership, association, nonprofit corporation or organization,
cooperative, or any other legal entity (collectively, "Entity") that owns
or licenses computerized data that includes PI.

e The provisions governing maintenance of Pl are applicable to
any Entity maintaining information on IN residents, whether
or not organized or licensed under the laws of IN.

Security Breach Definition.  An unauthorized acquisition of
computerized data that compromises the security, confidentiality, or
integrity of Pl maintained by an Entity. The term includes the
unauthorized acquisition of computerized data that has been
transferred to another medium, including paper, microfilm, or a similar
medium, even if the transferred data are no longer in a computerized
format.

e Unauthorized acquisition of a portable electronic device on
which PI is stored does not constitute a security breach if all Pl
on the device is protected by encryption and the encryption
key: (a) has not been compromised or disclosed; and (b) is not
in the possession of or known to the person who, without
authorization, acquired or has access to the portable electronic
device.

e Good faith acquisition of Pl by an employee or agent of the
Entity for lawful purposes the Entity does not constitute a
security breach, if the PI is not used or subject to further
unauthorized disclosure.

Notification Obligation. Any Entity, after discovering or being
notified of a breach of the security of data, shall disclose the breach to
an IN resident whose unencrypted Pl was or may have been acquired
by an unauthorized person; or encrypted Pl was or may have been
acquired by an unauthorized person with access to the encryption key;
if the Entity knows, or should know, or should have known that the
unauthorized acquisition constituting the breach has resulted in or
could result in identity deception (as defined in IND. CODE § 35-43-5-
3.5), identity theft, or fraud affected the IN resident.

Effective 7/1/09: If the Entity makes such a disclosure, the data base
owner shall also disclose the breach to the attorney general.

Third Party Data Notification. An Entity that maintains
computerized data that includes PI but that does not own or license the
PI shall notify the owner of the PI if the Entity discovers that Pl was or
may have been acquired by an unauthorized person.
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Timing of Notification. The disclosure shall be made after the Entity
discovers or is notified of a breach of the security system.

Personal Information Definition. A SSN number that is not
encrypted or redacted; or an individual's first and last names, or first
initial and last name, and one or more of the following data elements
that are not encrypted or redacted:

e Adriver's license number or IN ID card number;
e A credit card number;

e A financial account number or debit card number in
combination with a security code, password, or access code
that would permit access to the person's account.

PI does not include information that is lawfully obtained from publicly
available information or from federal, state, or local government
records lawfully made available to the general public.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e Mail;
e Telephone;
o Fax;

e Email, if the Entity has the email address of the affected IN
resident.

Substitute Notice Available. If an Entity demonstrates that the cost
of the disclosure exceeds $250,000, or that the affected class of subject
persons to be notified exceeds 500,000. Substitute notice shall consist
of all of the following:

e Conspicuous posting of the notice on the Web site of the
Entity, if the Entity maintains a Web site;

e Notice to major news reporting media in the geographic area
where IN residents affected by the breach of the security of a
system reside.

Exception: Own Notification Policy. Any Entity that maintains its
own disclosure procedures as part of an information privacy policy or
a security policy is not required to make a separate disclosure under
the statute if the Entity's information privacy policy or security policy
is at least as stringent as the disclosure requirements under the statute.
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Exception: Compliance with Other Laws. This section does not
apply to an Entity that maintains its own data security procedures as
part of an information privacy, security policy, or compliance plan
under:

e GLBA. The provisions of this statute shall not apply to any
Entity who is subject to the provisions of Title V of the
Gramme-Leach-Bliley Act of 1999, Pub. L. No. 106-102.

e HIPAA. A provider of health care, health care service plan,
health insurer, or a covered entity governed by the medical
privacy and security rules issued by the federal Department of
Health and Human Services, Parts 160 and 164 of Title 45 of
the Code of Federal Regulations, established pursuant to the
Health Insurance Portability and Accountability Act of 1996
(HIPAA) shall be deemed in compliance with this chapter.

e The USA Patriot Act (P.L. 107-56);
e Executive Order 13224;

e The federal Driver's Privacy Protection Act (18 U.S.C. 2781 et
seq.);

e The federal Fair Credit Reporting Act (15 U.S.C. 1681 et
seq.).

if the Entity’s information privacy, security policy, or compliance plan
requires the Entity to maintain reasonable procedures to protect and
safeguard from unlawful use or disclosure Pl of IN residents that is
collected or maintained by the Entity and the Entity complies with the
Entity’s information privacy, security policy, or compliance plan.

Other Key Provisions.

¢ Notification to Consumer Reporting Agencies. An Entity
required to make a disclosure to more than 1,000 consumers
shall also disclose to each consumer reporting agency (as
defined in 15 U.S.C. 1681a(p)) information necessary to assist
the consumer reporting agency in preventing fraud, including
PI of an Indiana resident affected by the breach of the security
of a system.

e AG Enforcement. The AG may seek direct damages and
injunctive relief.
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lowa
lowa CoDE § 715C.1-2

2007 S.F. 2308 (signed into law
May 9, 2008)

Effective July 1, 2008

Application. Any individual; corporation; business trust; estate; trust;
partnership; limited liability company; association; joint venture;
government; governmental subdivision, agency, or instrumentality;
public corporation; or any other legal or commercial entity
(collectively, “Entity”) that owns or licenses computerized data that
includes a IA resident's PI that is used in the course of the Entity's
business, vocation, occupation, or volunteer activities and that was
subject to a breach of security.

Security Breach Definition.  Unauthorized acquisition of PI
maintained in computerized form by an Entity that compromises the
security, confidentiality, or integrity of the PI.

e Good faith acquisition of Pl by an Entity or that Entity’s
employee or agent for a legitimate purpose of that Entity is not
a breach of security, provided that the Pl is not used in
violation of applicable law or in a manner that harms or poses
an actual threat to the security, confidentiality, or integrity of
the PI.

Notification Obligation. Any Entity to which the statute applies, shall
give notice of the breach of security following discovery of such
breach of security, or receipt of notification of such breach, to any 1A
resident whose Pl was included in the information that was breached.

e Notification is not required if, after an appropriate
investigation or after consultation with the relevant federal,
state, or local agencies responsible for law enforcement, the
Entity determines that no reasonable likelihood of financial
harm to the IA residents whose Pl has been acquired has
resulted or will result from the breach. Such a determination
must be documented in writing and the documentation must be
maintained for five years.

Third Party Data Notification. Any Entity who maintains or
otherwise possesses Pl on behalf of another Entity shall notify the
owner or licensor of the information of any breach of security
immediately following discovery of such breach of security if an 1A
resident's Pl was included in the information that was breached.

Timing of Notification. The notification shall be made in the most
expeditious manner possible and without unreasonable delay,
consistent with any measures necessary to sufficiently determine
contact information for the affected 1A residents, determine the scope
of the breach, and restore the reasonable integrity, security, and
confidentiality of the data.
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Personal Information Definition. An individual's first name or first
initial and last name in combination with any one or more of the
following data elements that relate to the individual if any of the data
elements are not encrypted, redacted, or otherwise altered by any
method or technology in such a manner that the name or data elements
are unreadable:

e SSN;

e Driver's license number or other unique identification number
created or collected by a government body;

e Financial account number, credit card number, or debit card
number in combination with any required security code, access
code, or password that would permit access to an individual's
financial account;

e Unique electronic identifier or routing code, in combination
with any required security code, access code, or password that
would permit access to an individual's financial account;

e Uniqgue biometric data, such as a fingerprint, retina or iris
image, or other unique physical representation or digital
representation of biometric data.

Pl does not include information that is lawfully obtained from publicly
available sources, or from federal, state, or local government records
lawfully made available to the general public.

Notice Required. Notice pursuant to this section shall include, at a
minimum, all of the following:

e A description of the breach of security;

e The approximate date of the breach of security;

e The type of Pl obtained as a result of the breach of security;
e Contact information for consumer reporting agencies; and

e Advice to the consumer to report suspected incidents of
identity theft to local law enforcement or the attorney general.

Notification may be provided by one of the following methods:

e Written notice to the last available address the Entity has in the
Entity's records.

e Electronic notice if the Entity's customary method of
communication with the resident is by electronic means or is
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consistent with the provisions regarding electronic records and
signatures set forth in chapter 554D and the federal Electronic
Signatures in Global and National Commerce Act, 15 U.S.C. §
7001 (E-SIGN Act).

Substitute Notice Available. If the Entity demonstrates that the cost
of providing notice would exceed $250,000, that the affected class of
IA residents to be notified exceeds 350,000 persons, or if the Entity
does not have sufficient contact information to provide notice.
Substitute notice shall consist of the following:

e Electronic mail notice when the Entity has an electronic mail
address for the affected 1A residents;

e Conspicuous posting of the notice or a link to the notice on the
internet web site of the Entity if the Entity maintains an
internet web site;

¢ Notification to major statewide media.

Exception: Own Notification Policy. Any Entity that maintains its
own disclosure procedures as part of an information privacy policy or
a security policy is not required to make a separate disclosure under
the statute if the Entity's information privacy policy or security policy
is at least as stringent as the disclosure requirements under the statute.

Exception: Compliance with Other Laws.

e Federal Regulator. This statute does not apply to an Entity that
complies with notification requirements or breach of security
procedures that provide greater protection to Pl and at least as
thorough disclosure requirements than that provided by this
section pursuant to the rules, regulations, procedures,
guidance, or guidelines established by the Entity's primary or
functional federal regulator.

e More Protective Law. This statute does not apply to an Entity
that complies with a state or federal law that provides greater
protection to Pl and at least as thorough disclosure
requirements for breach of security or Pl than that provided by
the statute.

e GLBA. This statute does not apply to an Entity that is subject
to and complies with regulations promulgated pursuant to Title
V of the Gramm-Leach-Bliley Act of 1999, 15 U.S.C. § 6801-
6809.
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Other Key Provisions.

e Delay for Law Enforcement: The consumer notification
requirements of this section may be delayed if a law
enforcement agency determines that the notification will
impede a criminal investigation and the agency has made a
written request that the notification be delayed. The
notification required by this section shall be made after the law
enforcement agency determines that the notification will not
compromise the investigation and notifies the Entity required
to give notice in writing.

e AG Enforcement

KANSAS

Kan. Stat. Ann. 88 50-7a01, 50-
7a-02,

S.B. 196 (signed into law April
19, 2006)

Effective January 1, 2007

Application. Any individual, partnership, corporation, trust, estate,
cooperative, association, government, or governmental subdivision or
agency or other entity (collectively, "Entity") that conducts business in
KS and that owns or licenses computerized data that includes PI.

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on KS residents, whether or not the Entity
conducts business in KS.

Security Breach Definition. Any unauthorized access to and
acquisition of unecrypted or unredacted computerized data that
compromises the security, confidentiality or integrity of Pl maintained
by an Entity and that causes, or such Entity reasonably believes has
caused or will cause, identity theft to any consumer.

e Good faith acquisition of Pl by an employee or agent of an
Entity for the purposes of the Entity is not a breach of the
security of the system, provided that the Pl is not used for or is
not subject to further unauthorized disclosure.

Notification Obligation. Any Entity to which the statute applies shall,
when it becomes aware of any breach of the security of the system,
give notice as soon as possible to the affected KS resident.

¢ Notification is not required if after a good faith, reasonable
and prompt investigation the Entity determines that the PI has
not been and will not be misused.

Third Party Data Notification. An Entity that maintains
computerized data that includes PI that the Entity does not own or
license shall give notice to the owner or licensee of the information of
any breach of the security of the data following discovery of a breach,
if the Pl was, or is reasonably believed to have been, accessed and
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acquired by an unauthorized person.

Timing of Notification. Notice must be made in the most expedient
time possible and without unreasonable delay, consistent with any
measures necessary to determine the scope of the breach and to restore
the reasonable integrity of the computerized data system.

Personal Information Definition. A consumer's first name or first
initial and last name linked to any one or more of the following data
elements that relate to the consumer, when the data elements are
neither encrypted nor redacted:

e SSN;
e Driver's license number or KS ID card number;

e Financial account number, or credit or debit card number,
alone or in combination with any required security code,
access code or password that would permit access to a
consumer's financial account.

Pl does not include publicly available information that is lawfully
made available to the general public from federal, state or local
government records.

Notice Required. Notice of breaches may be provided by one of the
following methods:

e \Written notice;

e Electronic notice, if the notice provided is consistent with the
provisions regarding electronic records and signatures set forth
in P.L. 106-229; 114 Stat. 464; 15 United States Code § 7001
(E-SIGN Act).

Substitute Notice Available. If the Entity required to provide notice
demonstrates that the cost of providing notice will exceed $100,000, or
that the affected class of consumers to be notified exceeds 5,000, or
that the Entity does not have sufficient contact information to provide
notice. Substitute notice shall consist of all of the following:

e Email notice, if the Entity has email addresses for the affected
class of consumers;

e Conspicuous posting of the notice on the Web site page of the
Entity if the Entity maintains a Web site;

o Notification to major statewide media.
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Exception: Own Notification Policy. An Entity that maintains its
own notification procedures as part of an information security policy
for the treatment of PI, and whose procedures are otherwise consistent
with the timing requirements of the statute, is deemed to be in
compliance with the notice requirements of the statute if the Entity
notifies affected consumers in accordance with its policies in the event
of a breach of security of the system.

Exception: Compliance with Other Laws.

e Primary Regulator. Notification pursuant to laws, rules,
regulations, guidances or guidelines established by an Entity's
primary or functional state or federal regulator is sufficient.

Other key provisions:

e Delay for Law Enforcement. Notice may be delayed if a law
enforcement agency determines that the notice will impede a
criminal investigation. Notice shall be made in good faith,
without unreasonable delay and as soon as possible after the
law enforcement agency determines that notification will no
longer impede the investigation.

¢ Notification to Consumer Reporting Agencies. In the event
that an Entity discovers circumstances requiring notification of
more than 1,000 consumers at one time, the Entity shall also
notify, without unreasonable delay, all consumer reporting
agencies that compile and maintain files on consumers on a
nationwide basis, as defined by 15 U.S.C. § 1681a(p), of the
timing, distribution and content of the notices.

¢ AG Enforcement. Allows the state AG (or insurance
commissioner in the case of an insurance company) to bring
actions at law or equity to force compliance and enjoin future
violations.

LOUISIANA

LA. REV. STAT. ANN.
§51: 3071 to 51:3077;
16 LA ADC Pt Ill, s 701

S.B. 205 (signed into law July
12, 2005, Act 499)

Effective January 1, 2006

Application. Any individual, corporation, partnership, sole
proprietorship, joint stock company, joint venture, or any other legal
entity that conducts business in LA or that owns licenses computerized
data that includes PI, or any agency that owns or licenses computerized
data that includes PI (collectively, "Entity™).

e The provisions governing maintenance of Pl that the Entity
does not own appear applicable to any Entity maintaining
information on LA residents, whether or not the Entity
conducts business in LA.
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Security Breach Definition. The compromise of the security,
confidentiality, or integrity of computerized data that results in, or
there is a reasonable basis to conclude has resulted in, the unauthorized
acquisition of and access to Pl maintained by an Entity.

e Good faith acquisition of Pl by Entity for the purposes of the
Entity is not a breach of the security of the system, provided
that the PI is not used for, or is subject to, unauthorized
disclosure.

Notification Obligation. Any Entity to which the statute applies shall,
following discovery of a breach of the security of the system
containing such data, notify any resident of the state whose Pl was, or
is reasonably believed to have been, acquired by an unauthorized
person.

e When notice to LA citizens is required by the statute, the
Entity shall provide written notice detailing the breach of the
security of the system to the Consumer Protection Section of
the Attorney General's Office. Notice shall include the names
of all LA citizens affected by the breach. Failure to provide
timely notice may be punishable by a fine not to exceed
$5,000 per violation. Notice to the attorney general shall be
timely if received within 10 days of distribution of notice to
Louisiana citizens. Each day notice is not received by the
attorney general shall be deemed a separate violation.

¢ Notification is not required if after a rea