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Electronic Information Systems Have Electronic Information Systems Have 
Changed EverythingChanged Everything

Email:  the gift that keeps on giving

Blogging

Workplace investigations—video surveillance, 
GPS tracking, and "pretexting"

Medical records

Lost laptops and personnel records
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Electronic Communications and Data:  Electronic Communications and Data:  
Everywhere You Look (and Several Everywhere You Look (and Several 

Places You Don't)Places You Don't)
Collaboration and communication:Collaboration and communication: email, 
blogs, text messages, wikis, instant 
messaging

Network security:Network security: Intranets, servers, 
remote access

Storage media:Storage media: laptops, hard drives, iPods, 
CDs, DVDs, flash drives
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Regulating Employee Use of Electronic Regulating Employee Use of Electronic 
Communications and ResourcesCommunications and Resources

Efficiency offered by electronic 
communications and resources are 
double-edged swords

Makes sharing info and conducting business 
easier

Leads to novel legal risks – failure to manage 
can expose employer to a variety of costly 
disasters



Why Monitor Employee EWhy Monitor Employee E--mail?mail?

E-mail creates a permanent record:  "delete" 
key is no panacea

24% of organizations have had e-mails 
subpoenaed
15%: have been involved in litigation 
triggered by e-mail

Single most common form of discovery in 
litigation

People say the darndest things
And the plaintiffs’ lawyers know it

6



7

Email #1Email #1
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Email #2Email #2
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Email #3Email #3



Email That Should Never Have Been SentEmail That Should Never Have Been Sent

"As we are now preparing for potential litigation, 
I would recommend that we delete all emails 
relating to these topics as soon as possible 
after we read them, on both the sender and 
receiver levels.  Emails are subject to legal 
discovery.  The last thing we need is to have an 
incriminating email or note (like this one) fall 
into the wrong hands."

2005 Arizona whistleblower case2005 Arizona whistleblower case
Verdict:  $4.75 millionVerdict:  $4.75 million
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Payoff Investigation Involving Nevada Payoff Investigation Involving Nevada 
Governor Jim GibbonsGovernor Jim Gibbons

Helpful spouse reminds software Helpful spouse reminds software 
businessman not to forget the bribebusinessman not to forget the bribe:

"Please don't forget the money you promised "Please don't forget the money you promised 
Jim and Dawn."Jim and Dawn."

His reply:His reply:

"Don't you ever send this kind of message to "Don't you ever send this kind of message to 
me!  Erase this message from your computer me!  Erase this message from your computer 
right now!"right now!"



Case Law Regarding Case Law Regarding 
Employee PrivacyEmployee Privacy

General RuleGeneral Rule: ComprehensiveComprehensive
Policy will Defeat Expectation of PrivacyPolicy will Defeat Expectation of Privacy

No invasion of privacy where explicit policy stated 
computers were not for personal use and would be 
monitored "as deemed appropriate."  ThygesonThygeson v. v. 
U.S. BancorpU.S. Bancorp
No invasion of privacy where employee signed 
acknowledgement of policy that company computer 
would be subject to monitoring/review "as 
necessary." TGB Ins. TGB Ins. SvcsSvcs. Corp. v. Superior Court. Corp. v. Superior Court
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BUT:BUT: Deficient Polices and Lax Deficient Polices and Lax 
Enforcement Can Create aEnforcement Can Create a

Right to Privacy!Right to Privacy!

What about a policy displayed in log-in 
banner (employee sees it every time she 
logs in) explicitlyexplicitly stating that use of 
employer's system = consent to monitoring?  

GOOD ENOUGH?GOOD ENOUGH?



Not Necessarily! Not Necessarily! 
Policy Failed to Defeat Expectation of Policy Failed to Defeat Expectation of 

Privacy WherePrivacy Where……

Policy described limited circumstances for 
monitoring
Policy did not prohibit personal use
Policy did not expressly disclaim right to privacy
Practice did not put employee on notice of 
unannounced monitoring – U.S. v. Long, 64 M.J. 
57 (CAAF 2006).  

The Law is UnsettledThe Law is Unsettled
Even the Ninth Circuit has refused to weigh in!

((ZieglerZiegler))14
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Special Concern:  Special Concern:  
Child Pornography and Child Pornography and 
Other Criminal BehaviorOther Criminal Behavior

No obligation to monitor employee computer use 
for specific purpose of detecting illegal activity

May discover it during the routine monitoring

Specific obligations with respect to child 
pornography – contact counsel immediately and 
do not handle it or send it anywhere



Use of Employer's Systems and Use of Employer's Systems and 
Resources for Union MattersResources for Union Matters

Section 7 of NLRA:Section 7 of NLRA: Right to Engage in 
Concerted Activity
Section 8 of NLRA:Section 8 of NLRA: Prohibits Employers from 
Infringing on Section 7 Rights

Does this give employees the right to use 
employer's computer system to communicate 
about union matters despite a general non-
solicitation policy?
Stay Tuned:  NLRB will address this issue on
March 27, 2007 
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Employee BloggingEmployee Blogging

Currently 68.9 million blogs 
With an estimated 1.6 million posts per day
Huge potential for employer liability

Lost productivity
Leaked trade secrets and other information
Lawsuits

Yet, only 7% of organizations have policies 
governing blog use and content! 
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Even the CEO Is Not ImmuneEven the CEO Is Not Immune



Best Practices:  Employee Use of Best Practices:  Employee Use of 
Communications and Electronic Communications and Electronic 

ResourcesResources

NoticeNotice
Comprehensive policy addressing ALL forms of 
electronic communication and use of electronic 
resources (blogs, IMs, e-mail)
Explicitly disclaiming a right to privacy in the 
employer's electronic communication systems

ConsentConsent
Signed acknowledgment

ImplementationImplementation
Regular training and routine enforcement
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Workplace Investigations and the FCRAWorkplace Investigations and the FCRA

Investigations by third-party credit reporting 
agencies must comply with FCRA
Proper notice to employee?Proper notice to employee? See chart in 
handout…

Background check  
Consumer Report vs. Investigative 
Consumer Report

Workplace investigation
Proper destruction of information?Proper destruction of information?
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Electronic SurveillanceElectronic Surveillance

Why?  Why?  
Convenient, cost effective and generally 
effective way to evaluate performance, 
investigate misconduct, monitor productivity

Potential LiabilityPotential Liability
Fourth Amendment to the U.S. Constitution
Common law tort of invasion of privacy
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How Can You Monitor?How Can You Monitor?
You May Be Surprised ...You May Be Surprised ...

Companies are no longer limited to video and 
photos!  They can also:

Locate employee vehicles
Locate employee phones, Blackberries and 
other wireless devices
Track employees with RFID tags (tiny tracking 
devices in cards, badges and anything else)
Use event data recorders in vehicles
Use advanced photo integration techniques
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Example of Cell Phone Tracking:  Example of Cell Phone Tracking:  eTraceeTrace

Just one of several 
companies – can 
monitor up to 30,000 
employees at once
Inexpensive –
approximately $30-50 
per employee per 
month
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What Does Monitoring Actually Look Like?What Does Monitoring Actually Look Like?

Maps and reports

Detailed reporting:  
when, where, for how 
long

Mobile time reporting

Location-based clock-
ins
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Limits on Electronic MonitoringLimits on Electronic Monitoring

Does the employee have a reasonable 
expectation of privacy?

If so:
Private employers:  is it highly offensive to a 
reasonable person?
Public employers:  Is it not for work-related 
purposes, or "unreasonable?"

If yes to both questions:  liability
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Did the Employee Have a Did the Employee Have a 
Reasonable Expectation of Privacy?Reasonable Expectation of Privacy?

Employees did have a reasonable 
expectation of privacy in:

Locker room, restroom stall, nurse's office
Employees did not have a reasonable 
expectation of privacy in:

Shared office space, public place, open and 
undifferentiated work area, area accessible to 
others, car in public view



Special Concerns:  Audio SurveillanceSpecial Concerns:  Audio Surveillance

Generally – Employers free to use video 
surveillance as long as the employee does not 
have a reasonable expectation of privacy
But:But: Adding audio increases employer liability Adding audio increases employer liability 
dramaticallydramatically

Electronic Communications Privacy Act
Washington Privacy Act

TIP:TIP: Nearly all video surveillance equipment 
includes audio capabilities – ensure (either self-
check or contact company responsible for 
overseeing surveillance) audio function is 
disabled before commencing surveillance

3030
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Special Concerns:  Special Concerns:  
Surveillance and the NLRASurveillance and the NLRA

According to the National Labor Relations Board
It is an unfair labor practice to engage in surveillance 
(or appear to engage in surveillance) of employees' 
organizing activities

This could impact an employer's general right to 
monitor open and undifferentiated work areas

TIPTIP:: Surveillance during union organizing 
campaigns should be reviewed with labor 
counsel



Special Concerns:  "Pretexting"Special Concerns:  "Pretexting"

What is it?  What is it?  

3232
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Special Concerns:  "Pretexting"Special Concerns:  "Pretexting"

Why do employers need to worry about Why do employers need to worry about 
pretextingpretexting??

HP Scandal -- huge damage to reputation, 
civil and criminal lawsuits

Congressional hearings, civil and criminal 
charges brought under general theories

$14.5 Million Settlement

Criminal Charges Still Pending



Felony arrest warrants Felony arrest warrants 
tend to be unpleasant.  tend to be unpleasant.  
Don't let this happen to Don't let this happen to 
you!you!

New federal law, several New federal law, several 
state laws prohibit state laws prohibit 
pretextingpretexting

Also be defensive Also be defensive ––
implement appropriate implement appropriate 
means to authenticate means to authenticate 
those requesting access those requesting access 
to personal informationto personal information

3434

"Pretexting""Pretexting"
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Privacy and Security of Employees' Privacy and Security of Employees' 
Personal InformationPersonal Information

Businesses must protect personal 
information of employees from 
unauthorized use, collection and 
disclosure
Security obligations arise from:

Statutory/regulatory requirements
Industry guidelines
General duty of care to employees



Security Policies and Safeguards Security Policies and Safeguards 
Necessary, But Not SufficientNecessary, But Not Sufficient

Recent survey:
84% of respondents' companies have 
information security policies, BUT:

88% who transfer customer data outside 
organization use email to do so

22% lend portable devices on which they 
store work documents to colleagues

Significant percentage of companies don't 
scan outbound email

3636
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General principles for collecting, General principles for collecting, 
storing, and disclosing employee storing, and disclosing employee 
medical information:medical information:

Collect only for authorized purposes 

Store in separate medical file (no email, no flash 
drives, no laptops)

Restrict access and disclosure to statutorily 
authorized recipients 

Shred paper and wipe hard drives 

Medical RecordsMedical Records
ConfidentialityConfidentiality
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Social Security NumbersSocial Security Numbers

Social Security numbers are one of the most 
sensitive pieces of personal information

Employers need to collect them (benefits, 
taxes, etc.), but they need to be protected

Various state laws impose specific 
requirements



What Practices Are Prohibited?What Practices Are Prohibited?
More than most companies think!
Under state laws, the following are just a few 
examples of prohibited practices (exceptions 
may apply):

Printing SSNs on ID cards, badges, etc.
Requiring transmission of a SSN (including by 
email) unless encrypted or over secure 
connection
Printing an SSN on any materials that are 
mailed to an individual unless law requires it

More state laws in pipeline

3939



Stolen Laptops, Hackers and Stolen Laptops, Hackers and 
Security Flaws:Security Flaws:

Responding to Data Theft and Responding to Data Theft and 
Unauthorized AccessUnauthorized Access

Not just your customers' 
personal information

More a question of when
than if

When a breach occurs, the 
maelstrom will take all of a 
company's attention

Prepare incident response 
team nownow



Not Just Hackers ...Not Just Hackers ...
Ten most recent posted incidents on site Ten most recent posted incidents on site 

tracking data losses (attrition.org):tracking data losses (attrition.org):
Japan PostJapan Post (Bag containing 
personal information on 290,000 
customers stolen)
National Australia BankNational Australia Bank
(Names and account numbers of 
397 people sent to wrong 
addresses)
Worcestershire County Worcestershire County 
CouncilCouncil (Banking details, 
names, and addresses of 19,000 
on stolen laptop)
Rabun ApparelRabun Apparel (1,006 names 
and SSNs of former employees 
posted to internet)
SpeedmarkSpeedmark (35,000 notified 
about SSNs, names, and 
addresses on stolen computer)

Georgia Tech UniversityGeorgia Tech University (SSNs, 
names, and addresses of 3,000 
accessed through compromised 
account)
Back and Joint Institute of Back and Joint Institute of 
TexasTexas (Hundreds of medical 
records with SSNs found in trash 
behind building)
Stop & ShopStop & Shop (Unknown number 
of consumers' credit and debit 
card data stolen by skimmers)
Seton Family of HospitalsSeton Family of Hospitals
(SSNs, names, and dates of birth 
for 7,800 on stolen laptop)
ClarksvilleClarksville--Montgomery Montgomery 
CountyCounty Schools Schools (TN) (633 SSNs 
inadvertently placed on web site)
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What?  The CFO's Laptop Was Stolen?What?  The CFO's Laptop Was Stolen?
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Initial Security Breach Initial Security Breach 
ResponseResponse

Close off the breach; initiate incident response 
plan
Notify, cooperate with law enforcement
Prepare employee liaisons/PR/management to 
address it
Preserve evidence

Recommendation:  involve legal counsel

Document everything
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Security Breach Notification LawsSecurity Breach Notification Laws

If any unauthorized access to certain types 
of personal information takes place – not not
just by third parties, and not just if your 
systems are "hacked" – 37 state laws now 
require notice to affected persons

Financial companies:  interagency 
guidelines for breach notification

Federal legislation likely
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Trigger for Notice ObligationsTrigger for Notice Obligations

Generally:  name + SSN, driver's license or ID 
card number, or financial account number with 
PIN (or other code)

No breach if encrypted (all states) or redacted 
(several states)

HINT:  encrypt!HINT:  encrypt!
Only applies to "electronic" information in all but 
a handful of states
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Notice ObligationsNotice Obligations

Notice may not be required
for all employees
State AGs:  possible unfair practice if fail to 
notify residents of those states
Best practice:  if required to notify some, notify 
all
Most states:  postal mail, email (E-SIGN 
compliance required) or, if enough persons 
affected, "substitute notice" (generally email + 
notice to media + notice on Web site) 



47

Other Notice ConsiderationsOther Notice Considerations

Others you may need to notify:Others you may need to notify:
Credit card brands (e.g., Visa/MasterCard)
State AGs and state agencies
Credit reporting agencies
Secret Service (financial/payment information)

Wording of noticeWording of notice
Expect it to be posted online within hours
Exhibit A in negligence suit
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Employee RelationsEmployee Relations

Maintain workplace moraleMaintain workplace morale
Make sure all concerns are addressed
Assist with all claims of ID theft
Consider fraud protection insurance for 
employees
Inform them of fraud alerts or victim alerts
Credit freezes

Maintain a record of dealings with employeesMaintain a record of dealings with employees
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ANY QUESTIONS?ANY QUESTIONS?


