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All'rights reserved. No part of this PowerPoint may be reproduced, stored

In a retrieval system, or transmitted in any form or by any means, including
photocopying, electronic, mechanical, recording or oetherwise, without the
prior written permission of Perkins Coie LLP.

This PowerPoint is not intended to be and should noet be used as a
substitute for specific legal advice, since legal epinions may be given only
N response to Inquiries regarnding specific factual situations. Subseguent
legall developments after the date of specific briefings may: affect some of
the legal standards and principles discussed. Iflegalladvice is reguired,
the sernvices of counsel should be sought.




Email: the gift that keeps on giving

Blogging
Workplace investigations—video surveillance,

GPS tracking, and "pretexting"

Medical records

Lost laptops and personnel records




Collaboration and communication: email,
blogs, text messages, wikis, Instant
messaging

Network security: Intranets, servers,
remote access

Storage media: laptops, hard drives, iIPods,
CDs, DVDs, flash drives




Efficiency offered by electronic
communications and resources are
double-edged swords

Makes sharing info and conducting business
easier

Leads to novel legal risks — failure to manage
can expose employer to a variety of costly
disasters
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E-mail creates a permanent record: "delete"
key Is no panacea

24% of organizations have had e-mails
subpoenaed

15%: have been involved In litigation
triggered by e-malill

Single most common form of discovery In
litigation

People say the darndest things

And the plaintiffs’ lawyers know it




From: Hunsaker, Kevin
Sent: Monday, January 30, 2006 2:32 PM

Yo: Gentilucci, Anthony R.
Subject: phone records -- priviteged communication

Hi Tony,

How does Ron get cell and home phone records? Is it all above board?

Kevin

Kevin T. Hunsaker

. Senior Counsel
HP Legal Depanment
650 857-3079 (phone)

650 857-3710 (fax)
1220 B573079 (voicemai} nelwork number)




~~-Qriginal Message-—-
From: Gentilucdi, Anthony R.
sent: Monday, January 30, 2006 12:00 PM

To: Hunsaker, Kevin
Subject: RE: phone records ~ privileged communication

The methodology utiized is social engineering, he has investigators cali 0 i
) _ NeNas perators under some ruse, 10 oblain the
over the phone, ts verbally commuricated to the investigator, who has o write it down. In essence the Operator srf::ildri?f ;?ve i

oul. and that person is fiable in some sense, Ron can descrbe the operation obvious!

e T y better, as well as the fact that th
echniue since e, on° olhers, have been using , has not been challenged. | think its on the edge, but above boardivl\!se use
retex inlerviews on @ number of investigations to extract information and/or make covert purchases of stolen pmpeﬁy ina

sense, all under cover operations.

Tony




Hunsaker, Kevin <kevin.hunsaker@hp.com>
Monday, January 30, 2006 12:33 FM

Gentilucci, Anthony R. <tony.gentilucci @hp.com>
RE: phone records — privileged communication

| shouldn' have asked . . .

Kevin T. Hunsaker
Senior Counsel




"As we are now preparing for potential litigation,
| would recommend that we delete all emails
relating to these topics as soon as possible
after we read them, on both the sender and
receiver levels. Emails are subject to legal

discovery. The last thing we need Is to have an
Incriminating email or note (like this one) fall
Into the wrong hands."

2005 Arizona whistleblower case
\/erdict: $4.75 million




Helpful spouse reminds software
businessman not to forget the bribe:

“Please don't forget the money you promised
Jim and Dawn.*

His reply:

“[Don‘t yeu ever send this kind' ofi message to
me!l Erase this message: fiiom your computer
Hght new!*
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General Rule: Comprehensive

Policy will Defeat Expectation of Privacy
No invasion of privacy where explicit policy stated

computers were not for personal use and would be
monitored "as deemed appropriate." Thygeson v.
ULS. Bancorp

No invasion of privacy where employee signed
acknowledgement of policy that company computer
would be subject to monitoring/review "as
necessary." TGBE'Ins. Sves. Corp. V. Superier Court




What about a policy displayed in log-in
banner (employee sees it every time she
logs In) explicitly stating that use of

employer's system = consent to monitoring?

GOOD ENOUGH?




Policy described limited circumstances for
monitoring

Policy did not prohibit personal use

Policy did not expressly disclaim right to privacy

Practice did not put employee on notice of
unannounced monitoring — U.S. v. Long, 64 M.J.
57 (CAAF 2006).

The Law is Unsettled

Even the Ninth Circuit has refused to weigh in!
(Ziegler)




No obligation to monitor employee computer use
for specific purpose of detecting illegal activity

May discover it during the routine monitoring

Specific obligations with respect to child
pornography — contact counsel immediately and
do not handle it or send it anywhere




Section 7 of NLRA: Right to Engage In
Concerted Activity

Section 8 of NLRA: Prohibits Employers from

Infringing on Section 7 Rights

Does this give employees the right to use
employer's computer system to communicate
about union matters despite a general non-
solicitation policy?

Stay Tuned: NLRB will address this issue on
March 27, 2007
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Currently 68.9 million blogs
With an estimated 1.6 million posts per day

Huge potential for employer liability
Lost productivity

Leaked trade secrets and other information
Lawsuits

Yet, only 7% of organizations have policies
governing blog use and content!
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Monitoring America's favorite drug dealer.

About
Archives

Sendicate this Site [XML]

Ads by Goooooogle

Eree 1500
Starbucks Card
Do you Like
Starbucks Coffee?
Yeg ar Mo, Tell Ls.

i, coffe e gifteardd
free.com

MARCH 04, 2007

Starbucks doesn't want Indian entrepreneur

calling her coffee chain Starstrucks

oshahnaz Husain, an herbal beauty specialist who has a range of
skincare and haircare products and salons named after her, plans to
open & chain of coffee shops with a glamour theme. (Her Starstrucks
shaps will have posters of movie stars. "Why should | give it up?
Hundreds of others are deceptively similar. What to do? They have
opposed and we will fight. My concept's totally different.” [Reuters]

| PERMALIMKE | COMMENTS (15)

(o e (1 (e
Sun Mon Tue Wed Thu Fri Sat
i 2 3
4 =1 & T 8 92 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 21

R ER R R T
COoOMMEMTS
stormiel 03327 on From the

rmailbag: How can he get
baristas to stir his rmocha




F#KEDCOMPANY

F#kedcompany.com | InternalMemos.com | AdBrite

r e
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Happy Fun Slander | Message Board | T-shirts & Crap | Hall of Fame | Mewswire | Deadpool

RUMOR SEARCH

o e b o e T Read about FC's
COMmpany or person Ledcomparny.com | | EEEE Bremium services

RECENT F % KS
Report news | General discussion | Views archives | Play the deadpool

» Matural gas

The nation's largest natural gas pipeline company posted a slightly wider 4Q
loss than a year earlier,

When: 2/28/2007

Cormpany: El Paso Carp

Sevearity: 30

Points: 130

kP Slap on the wrist

Cell phone sparmmer Specialized Programming and Marketing has been
ordered to pay a £200K judgement to Verizan Wireless,

When: 2/28/2007

Company: Specialized Programming and Marketing

Severity: 30

Points: 130

P Merger with XM by end of 2007
Direct email from Sirius CED at 11:41 pm tonight. I would guess therea will
some "redundancy” as the progresses. February 19, 2007 To: SIRIUS

Contact Pud

More than 25,000 sites do...

4&&5@%&

Supplernen

allowi

www.adbrite.com

Internal Memos
More internal memaos...

Classifieds

i your link here)

FC personal of the day

JosieJo

=

Last great book I
read: "I recently
finished Bejjing

= | 1}
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g INTERNAL

THE INTERHMET'S LARGEST COLLECTION OF CORFORATE MEMOS ARMD INTERMAL COMMUNICATION

SUBMIT MEW MEMO | UISITF&'{EDEDMPANY.EDM

Company or keyword g

Memos online: 2401 | Next Page

COMPAMNY MEMO DATE

GMAC Mo 2006 bonus or raise!! 2/15/2007
The below memo was released today (21507 from Bruce 1, Paradis, CEQ GMAC ResCap, \What a piece of
== |igr and piece of === campany.

Sprint Mextel Top brass should walk the plank ASAP 2/10/z2007
SPRINT MEXTEL MAMNAGEMEMNT
SHOULD 5 TEP DiowWH,; REITERATE
MELUTRAL RATIMNG
Date: lanuary 16, 2007
&nalyst: Patrick 1. Comack, ...

MNeteller Meteller offers voluntary resignation packages 2 /72007
In anticipation of this reduction, we would like to extend to IT/Product departmental emmployees the option
of valuntarily resigning from MT ...

kodakGallery.com Kodak Blurry on Protecting user photos 2442007
On Friday, Kodak Gallery notified nurmerows wsers that due to their Web marketing carmpaign, 25
thurnbnail photos belonging to a number of thei...

Dell Dell &horts Bonuses, Warns of Tough Times 2f2f2007
Ta: Dell Team Members Warldwide
From: Michaesl

We held a meeting this morning with our Vice Presidents and Dire...

EMAP plc Possible Closures on the \Way 1/24/2007
Back in Movember last year, I wrote to all of you regarding Magazines 2010 and I promised to update you
in January,

Faor the past ...

Bitpass Bitpass is Discontinuing Service 1/19/2007
Dear Walued Bitpass Buyer,

“We want to thank you for your past business, however due to circumstances beyond our control, we are
d...
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Blogofear

CEO blogs spark rumors
by telling way too much

By ERIC ENGLEMAN
STAFF WRITER

Andy Sack, the chief executive of Seattle shop-
ping Web site Judy’s Book Inc., once attended a
board meeting of a company that was deciding
whether to raise more venture capital or sell it-
self.

Intrigued, Sack wrote about the meeting later
that day in his personal blog. He figured it was
OK as long as he didn’t name the company.

But someone who knew Sack served on the

board saw the post, and
soon rumors of a sale
began to

“Within four hours, I
got a phone call from the
CEO, going ‘What the
(heck) are you doing?”
Sack recalled. “He was
really upset.”

Sack quickly deleted
the offending entry.

A handful of CEOs
of young, local Internet
companies are embrac-
ing the Web’s spirit of
openness by maintain-
ing their own Web logs,
or blogs, to record their
thoughts on everything
from business matters

“I got a phone
call from the
CEO, going
‘What the
(heck) are you
doing?"”

Andy Sack,

Judy’s Book CEO,
on the response to his blog
post revealing that another
company might put itself
up for sale

v

to favorite films and music.
But many CEOs are finding that the desire

<parency and

ibility isn't always

with an executi- " Tadeed, just

“ave lear

© noat’-




Notice

Comprehensive policy addressing ALL forms of
electronic communication and use of electronic
resources (blogs, IMs, e-mail)

Explicitly disclaiming a right to privacy in the
employer's electronic communication systems

Consent

Signed acknowledgment
Implementation

Regular training and routine enforcement




Investigations by third-party credit reporting
agencies must comply with FCRA

Proper notice to employee? See chart in
handout...

Background check

Consumer Report vs. Investigative
Consumer Report

Workplace investigation

Proper destruction off Informatien?




Why?

Convenient, cost effective and generally
effective way to evaluate performance,
Investigate misconduct, monitor productivity

Potentiall Lianlity
Fourth Amendment to the U.S. Constitution
Common law tort of invasion of privacy




Companies are no longer limited to video and
photos! They can also:

Locate employee vehicles

Locate employee phones, Blackberries and

other wireless devices

Track employees with RFID tags (tiny tracking
devices Iin cards, badges and anything else)

Use event data recorders in vehicles
Use advanced photo integration technigues

Perkins
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‘eTrace’ lets firms
follow employees'
every move on iob

A8 sral
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when &
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g service is ]
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with the

and update
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credit card authorizations and
d .!-'.raull:ren!er_:-nid.

ploy e hut say

thar the employer has the right

to do it and that tracking often

imprmres efficiency.
“Technology «

“But unrpma:e

¢ live with the

fact that their employer can
n their e-mails and Web
g, I's going to be similar

Tracking wil become im-
portant as meil:mrs begin 1o
other advi cell phane
allow-

their emplo y punch a
ofi-aware time card on the

cell phone, said John Powell,
Verizon's Midhwest product mar-
keting manager for the ¢Trace

soimebody
a cell phone while
he's sitting at the kitchen table

works s

Field Force I.Iarlal,er. while
Sprint Nextel sells it under the
eTrace name. The Verizon ser-
vice sells for §30er $50a month
per person, plus

voice plan and 2

Sprmt char

GPS location points every
workers move about, zm:!
computer

has 2,500 corporate customers
all in the United States. K
Kremer hopes

f:umpe by 2001

ing on ce I] phcmL o

resell its tracing service b

risks, said venture capitalist Mi
chael Gnnn.m a ma:m

vice is at the core of tha!.

e ———————————————————————t

Just one of several
companies — can
monitor up to 30,000
employees at once

Inexpensive —
approximately $30-50
per employee per
month




Jackson Pleyground
Rodriguez

Maps and reports

Detalled reporting:
when, where, for how
long

Mobile time reporting

L ocation-based clock-
INS




Does the employee have a reasonable
expectation of privacy?

If so:

Private employers: is it highly offensive to a
reasonable person?

Public employers: Is it not for work-related
purposes, or "unreasonable?"

If yes to both questions: liability




Employees did have a reasonable
expectation of privacy In:
Locker room, restroom stall, nurse's office

Employees did not have a reasonable
expectation of privacy In:

Shared office space, public place, open and
undifferentiated work area, area accessible to

others, car in public view

Perkins
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Generally — Employers free to use video
survelllance as long as the employee does not
have a reasonable expectation of privacy

But: Adding audio increases employer liability:
dramatically.

Electronic Communications Privacy Act
Washington Privacy Act

TIP: Nearly all video surveillance equipment
Includes audio capabilities — ensure (either self-
check or contact company responsible for
overseeing surveillance) audio function is
disabled before commencing surveillance




According to the National Labor Relations Board

It iIs an unfair labor practice to engage in surveillance

(or appear to engage in surveillance) of employees'
organizing activities

This could impact an employer's general right to
monitor open and undifferentiated work areas

TIP: Survelllance during union organizing
campaigns should be reviewed with labor
counsel




What Is 1t?

~——-Qriginal Message-—"
From: Gentilucci, Anthony R,
Sent: Monday, January 30, 2006 12:00 PM

To: Hunsaker, Kevin
Subject: RE: phone records - privileged communication

ized is social engineering, he has investigators call operaters under some ruse, to obtain the call record
over the phone, its verbally commuricated fo the investigator, who has 1o wrile it down, In essence the Operator shouldn't give i

The methodelogy v

out, and thal person is liable in some sense, Ron can describe the operation obviously better, as well as the fact that this
technique since he, and olners, have been using i, has not been challenged. | think its on the edge, but above board. We use
prefext inigrviews on @ number of investigations to extract information andior make cover purchases of stolen propenty, in 2

sense, all under cover operations,

Tony




Why do employers need to worry about
pretexting?

HP Scandal -- huge damage to reputation,
civil and criminal lawsuits

Congressional hearings, civil and criminal
charges brought under general theories

$14.5 Million Settlement

Criminal Charges Still Pending
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Felony arrest warrants
tend to be unpleasant.
Don't let this happen to
you!

New federal law, several
state laws prohibit
pretexting

Also be defensive —
Implement appropriate
means to authenticate
those reguesting access
to personal information




Businesses must protect personal
Information of employees from
unauthorized use, collection and
disclosure

Security obligations arise from:
Statutory/regulatory requirements
Industry guidelines
General duty of care to employees




Recent survey:

84% of respondents' companies have
Information security policies, BUT:

88% who transfer customer data outside
organization use email to do so

22% lend portable devices on which they
store work documents to colleagues

Significant percentage of companies don't
scan outbound emaill




General principles for collecting,
storing, and disclosing employee
medical information:

Collect only for authorized purposes

Store In separate medical file (no email, no flash
drives, no laptops)

Restrict access and disclosure to statutorily
authorized recipients

Shred paper and wipe hard drives




Soclal Security numbers are one of the most
sensitive pieces of personal information

Employers need to collect them (benefits,
taxes, etc.), but they need to be protected

Various state laws impose specific
requirements




More than most companies think!

Under state laws, the following are just a few
examples of prohibited practices (exceptions
may apply):

Printing SSNs on ID cards, badges, etc.

Requiring transmission of a SSN (including by
email) unless encrypted or over secure
connection

Printing an SSN on any materials that are
mailed to an individual unless law requires it

More state laws In pipeline




Stolen LLaptops, Hackers and

Security Elaws:
Responding te Data Theft and
Unauthorized Access

Not just your customers'
personal information

More a question of when
than if

When a breach occurs, the
maelstrom will take all of a
company's attention

Prepare incident response
team now




Not Just Hackers ...

Japan Post (Bag containing
personal information on 290,000
customers stolen)

National Australia Bank
(Names and account numbers of
397 people sent to wrong
addresses)

\Worcestershire County
Council (Banking details,
names, and addresses of 19,000
on stolen laptop)

Rabun Apparel (1,006 names
and SSNs of former employees
posted to internet)

Speedmark (35,000 notified
about SSNs, names, and
addresses on stolen computer)

Georgia Tech University (SSNSs,
names, and addresses of 3,000
accessed through compromised
account)

Back and Joint Institute of
Texas (Hundreds of medical
records with SSNs found in trash
behind building)

Stop & Shop (Unknown number
of consumers' credit and debit
card data stolen by skimmers)

Seten Eamily’ off Hospitals
(SSNs, names, and dates of birth
for 7,800 on stolen laptop)

Clarksville-Mentgemery.
County Schools (TN) (633 SSNs
inadvertently placed on web site)







Close off the breach; initiate incident response
plan

Notify, cooperate with law enforcement

Prepare employee liaisons/PR/management to
address it

Preserve evidence
Recommendation: involve legal counsel

Document everything




If any unauthorized access to certain types
of personal information takes place — not not
just by third parties, and not just if your
systems are "hacked" — 37 state laws now
require notice to affected persons

Financial companies: interagency
guidelines for breach notification

Federal legislation likely




ORI

L e iy
g 0

Generally: name + SSN, driver's license or ID
card number, or financial account number with
PIN (or other code)

No breach if encrypted (all states) or redacted
(several states)

HINTE encrypt!

Only applies to "electronic" information in all but
a handful of states

45
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Notice may not be required
for all employees

State AGs: possible unfair practice Iif fail to
notify residents of those states

Best practice: if required to notify some, notify
all

Most states: postal mail, email (E-SIGN
compliance required) or, If enough persons
affected, "substitute notice" (generally email +
notice to media + notice on Web site)

Perkins
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Others you may need to notify:
Credit card brands (e.qg., Visa/MasterCard)
State AGs and state agencies
Credit reporting agencies
Secret Service (financial/payment information)

\Wording of notice
Expect it to be posted online within hours
Exhibit A in negligence suit




Maintain workplace morale
Make sure all concerns are addressed
Assist with all claims of ID theft

Consider fraud protection insurance for
employees

Inform them of fraud alerts or victim alerts

Credit freezes

Viaintain a recend oif dealings With employees

Perkins
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