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Building Privacy,

Building Community




Building Privacy, Building Community:
1. Think Reputation
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Building Privacy, Building Community:
2. Create a Safe, Secure World




http S : / / Membesra?:t;urity &

AN = Registration, sign in
and edit points

= Passwords

lllll

= Sensitive information




Spiders &
Harvesters

= Ban automated
collection

= Avoid email
address display

= Consider emalil
address as image




Other Terms

Prohibit spamming
Ban malware

Ban password
solicitation

Warn of privacy
risks




Building Privacy, Building Community:

3. Stick to the Principles




Privacy Principles

FTC

Fair Information Practice Principles:
Section 5 Fairness

EU Data Directive

Article 29 WP Opinion 5/2009 on Online
Social Networking




2. MY PROFILE

First Name: NOtlce
5
Lact Marme: = What do you collect?
Lyvon
[T conts Bicalas = What will be shared
G@Et e with others?
Country:
United States
Email: = What will be
MNidlls . .
| displayed publicly?




DEACTIVATE MY CHOICE
COMMUNITY ACCOUNT

= Allow information to
MY CONNECTIONS ~ CONNECTING TO ME be edited/removed
(0] 1)

= Allow control of
sharing/connecting
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= EU: Default Private

the community by clicking the
Connect button on their profile

page




COPPA -

T Children's Online Privacy
Protection Act

Enter name, email or keyword

SAVE MY

= Age/Birth Date

@aw mm [z d@ [ Don't Dicplz = Triggers Knowledge
Gender: {7 pzie © Famale r Don't Displa = |ncreases Data Breach

Notice Risk

Email Preferences: u RecommendatiOn
[# Receive veekly emails of people who have
connected with me, = Don't ASk, or
I Allow other people in the
Community to email me, [ ASk Only Month/Day, or

My Sites & Social HEI:'.'-.'urlr.5: [ ASk but BIOCk > 13




Forward to Friend
= CAN-SPAM

= Avoid deceptive From
lines/subject lines

SHARE WITH A FRIEND . AVOId_ Incentlves
g | | = Consider avoiding
T — | commercial content
Muﬂlgm Mobte: Saoaryts &mal S33resses With CoOmmas. ﬂ . EU:
oL ' = Any invitation is
commercial
= Show content
= Do not collect emall

addresses




Contact Invites

Invite to Privacy Geeks = Terms of Use

¥ Import From Web Address Book [ -
wahoo Mail, Hotmail, Gmail or AQL Mail Y ‘ M FT_C . .
Your Email Address I nV|tat|On emalls tO

@ | hotmail com = friends in ContaCt IiStS
- EU -

Don't worry, we won't 2ave your password and yvou'll get a chance to choose wi
friends to email.

» Enter Email Addresses Manually - Ban On S N S use Of
» Import From Address Book Application n O n - m e m b e r d ata

Microzoft Outlook, Apple Addres= Book, .CSY, stc.

Password

= SNS may not invite
non-members




Reporting & Info Requests

= Electronic
Communications
Privacy Act (ECPA)
= Restricts surveillance
= Government;

= Remote Computing
Services;

= Electronic
Communication
Services




Privacy and Direct Marketing




facebook DEVELOPERS

Documentation Community Resources Tools News
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Main Page

Core Components
Platform Guidelines
Facebook Connect
Plaffarm
Internationalization
Mohile

Client Libraries

get involved

Contribute
Developer site

reference

AP
FBML
AFBML
F

discussion View Source histal
Platform Policy Overview

|. Platform Guidelines: Platfo

1. Introduction

Facebook Platform (including Facebook Connect, car
that enables third-party applications and websites to

goal has been to allow any developer to build richer, r
and connected.

We're glad that developers are building cool, innovativ
interesting ways. Of course, we also need to make s
about their social experiences, whether in an applicat
wehsite that uses Facebook Connect.

We have created these Platform Guidelines to help di
Facebook Connect. All applications and wehsites tha
Rights and Responsihilities.

2. Content

Applications cannot promote, or contain content (incl

1. Adult content, including nudity. sexual terms

Terms of Use

Know limitations on
email address use &
harvesting.

Know what data may
& may not be used,
stored, shared.

Post & follow your
privacy policy.




No Masks

= Reveal Your
Corporate ldentity

= Avoid Deceptiveness
Claims



Use of User

Generated Content
DUMP. YOUR

PEN FRTRND

Publicly Available #
TSR | No Privacy

FRIL TEXT ViRDIN TO VIBGIN




Are Wall Posts &
Tweets Spam?

MySpace v.
Sanford Wallace

Facebook v.
Sanford Wallace



Marketing in Maine

= Covers Minors <18

= Knowledge not
required?

= Collect or Receive for
Marketing Purpose

= Sell, Transfer




Applications

Twitter lets vou find out what vour friends are doing in whatever way makes

the most sense for vou. Check out these applications for other wayvs to send A p ps

and receive Twitter Updates.

Find your right choice according to your operation system / platform: Te rm S Of U Se
Widget Twhirl Twitteriffi -
Widgets by Twiltte;ge ) Twhirl by Seesmi? . JA— State An tl S pywa re I aWS

Twitterrific by IconFactory

See more Download or see more Download or see mare

— i = Track or collect
vl 26744 Followers o R M= . .
e T | personal information,

19H wh

il B s = Change device
2H i | = = gt | st e Al

Sometimes | find Jopaness treats on L I

rﬂmmwwomaﬁﬁ _, . T Settlngs,

Atternpling to calch up on email in

| = Pop-up ads.

[Ewittend GET WIDGET

Computer Fraud and
Google Desktop iPhone & iPod touch  iPhone & iPod touch Ab use ACt (C F AA)

Twiiter Gadget by Google Twitterrific by IeonFactory PocketTweets by PocketTweets

Install or see more Install or see more Install or see more

L Roma
- Butterfies are
the best...
T
f
I

= Unauthorized access
= Causing damage

5o excited!
EoanE



Questions?

Susan L. Lyon, slyon@perkinscoie.com

RSS our blog: www.digestiblelaw.com
Follow on Twitter: @susanlyon @PCPriv
Fan on Facebook: Perkins Coie Privacy & Security




